Introduction

This manual explains how to use the Windows 95 Vet program. To run this program
you should select Vet for Windows 95 from the Vet Antivirus for Windows 95
folder, either from the Start Menu’s Program sub—menu, or by opening the folder
and running the program.

Document Conventions

To help you find and interpret information easily, this manual uses the following
symbols and standard text formats:

Document Symbols

Symbol Used for

A note or useful hint—to help you use the program or
understand how things work.

A cautionary note—you should read this before
continuing.

A warning—do NOT continue until you have read this.
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Contact Information

Contact Information

AUSTRALIA: Cybec Pty Ltd

1601 Malvern Road, Glen Iris 3146, Victoria, Australia. ACN: 007 229 361

Phone: General: (+61) 3 9825 5600 Sales:1300 364 750 Support:1800 807 062
Facsimile: (+61) 03 9886 0844

Email: Support@vet.com.au

WWW: http://www.vet.com.au

U.K. & EUROPE: Vet Anti-Virus Software Ltd
342 Glossop Road, Sheffield, S10 2HW, England

Phone: (+44) 0114 275 7501 (Sales & Support)
Facsimile: (+44) 0114 275 7508
Email: Support@vetavs.co.uk

NEW ZEALAND: Vet Anti-Virus Software Ltd
Level 4, 10-12 Scotia Place, Auckland, New Zealand

Phone: (+64) 9 309 3281 or 0800 838 691 (Sales & Support)
Facsimile: (+64) 9 309 3287
Email: sales@vetavs.co.nz

BELGIUM, HOLLAND & LUXEMBOURG: Data Results
Industrieweg 30, NL-4283 GZ Giessen, The Netherlands

Phone: (+31) 0 183 449944 (Sales & Support)
Facsimile: (+31) 0183 449045

Email: support@dataresults.nl

WWW: http://www.dataresults.nl

MALAYSIA: Vet Anti-Virus Software Sdn Bhd
21-3A Jalan SS 23/15, Taman SEA, Petaling Jaya, 47400 Selangor, Malaysia

Phone: (+60) 03 705 1103 or (+60) 12 212 6042
Facsimile: (+60) 03 705 1203
Email: Support-Asia@vet.com.au
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Contact Information

USA: Ontrack Data International Inc.
6321 Bury Drive, Eden Prairie, MN 55346 USA

Phone: General: (+1) 800 872 2599 Sales: (+1) 612 937 5161
Support: (+1) 612 937 2121

Facsimile: (+1) 612 937 5815

Email: sales@ontrack.com

WWW: http://www.ontrack.com

Ontrack US Offices

Los Angeles: 940 South Coast Drive, Suite 225, Costa Mesa, CA 92626
Toll Free: (+1) 800 872 2599 Phone: (+1) 714 641 0530

San Jose: 2001 Gateway Place, Suite 750 West, San Jose, CA 95110-1013
Toll Free: (+1) 800 872 2599 Phone: (+1) 408 573 9592

Washington DC: 2000 Corporate Ridge, 8th Floor, McLean, VA 22102
Toll Free: (+1) 800 872 2599 Phone: (+1) 703 821 8101

Germany: Ontrack Data Recovery GmbH.

Hanns-Klemm Strae 5, 71034 Bolingen, Germany.

Phone: Toll Free: 00 800 10 12 13 14 Sales: (+49) 0 7031/644 150
Facsimile: (+49) 0 7031/644 100

Email: sales@ontrack.com

WWW: http://www.ontrack.com

London: Ontrack Data Recovery Europe Ltd.
The Pavilions, 1 Weston Rd, Kiln Lane, Epsom, Surrey KT17 1JG England.

Phone: Toll Free France: 0 800 90 72 42 Toll Free Europe: 0 800 24 39 96
Office: (+44) 0 1372 741 999 Tech Support (+44) 0 1372 747 414
Facsimile: (+44) 0 1372 747 074

Email: sales@ontrack.com
WWW: http://www.ontrack.com
Printed Dec 1997 Vet 9.6x
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Installing Vet95

Please close all other Windows programs before installing Vet95 as they may
interfere with the installation process. If you already have another anti virus
product loaded you MUST disable its resident protection (background checking)
before installing Vet.

If you are installing Vet because your Windows 95 operating system has crashed
and you suspect a virus then please follow the step-by-step cleaning instructions
that are on the very first page of the DOS User manual.

If you are installing Vet for the first time you will need to make a reference disk. Put
a blank disk into A drive and type FORMAT A: /S and press <Enter>. When the
disk is finished, take it out and attach the “Reference Disk” Label that came in your
box of Vet.

If you are upgrading your copy of Vet we recommend that you take the time to read
the README.HLP file that is on your Vet disk and will be copied to your Vet
directory during installation.

There are two different installation options, we recommend that people who are not
technically minded use the “Typical” installation as it is the easiest to install.

A “Custom” installation will install the software to a single PC.

It is also possible to install Vet across a network. For details on how to install a
Master copy of Vet across a network see “Master Installation” on page 5.
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Installing Vet95

How to install Vet to a single PC

1.1 How to install Vet to a single PC

= Insert the Vet floppy disk in a floppy drive (or the CD into the CD drive and
close the drive door).
= Ifyou are installing or upgrading Vet from a floppy disk:
Select Start | Run..., then type A:\SETUP (or B:\SETUP if the you placed
the floppy disk into B drive), and select OK.
« If you are installing or upgrading Vet from a CD:
Wait 10 seconds, if nothing happens select Start | Run... type the drive letter
for the CD-ROM drive, a colon, \SETUP and select <Enter>.i.e. D:\SETUP
= The Vet95 Splash screen will appear. Click the Next> button to move on to the
Welcome screen. This reminds you to stop any other programs while installing
Vet95. For example, if you are running a telecommunications program, or a
game, we recommend that you stop that program before continuing. If you have
no other programs running, select the Next> button to move on.
= Setup will display the Vet95 licence agreement. The licence conditions must be
accepted for the installation to proceed. Select Yes to proceed.
= The Setup Options dialog will be displayed and you can select from Typical, or
Custom setup.

Typical Installation

1 Setup will display the Check Setup Information dialog. This allows you confirm the
directory that Vet will be installed to, select Next> to accept the default and the file
will be copied to the directory. If you wish to change the directory that Vet will be
installed to then select the <Back button and select the Custom Installation option.

2 Setup will begin installing Vet95 and will then ask for disk two if you are installing
from floppy disks. Put disk 2 into the floppy drive and select <Enter> to continue.

3 The Installation Wizard will then ask you to fill in the User Identification fields.
Please enter your Name, the name of your company and your customer number,
then select Next> to continue.

4 Next the Wizard will offer to display the Reame.hlp file. This file contains
information on all of the changes that have been made to this version of Vet and will
also contain any information that has not been printed in the current version of the
manual. We recommend that you select Next> and accept the default and display
the Readme file.
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Installing Vet95

Custom Installation

The wizard will offer to make a reference disk which will hold a template for each
of the local drives. We recommend creating a reference disk; you will need a
formatted, write enabled system disk with at least 600k of free space.

= [f you choose to make a reference disk, the “Make a reference disk™ dialog
will be displayed. Enter a line of text so that you can uniquely identify your
PC, and select OK.

= If you do not wish to create a reference disk select Next> to proceed.

Next, the Wizard will offer to have Vet95 scan your local hard drive(s). This can take
a while, especially when you have several hard drive(s). Even so, we recommend
you do this as Vet95 is constantly updated to detect new viruses.

Finally, the Wizard will display a dialog to show that the installation is complete.
Some components of Vet will not be updated until you reboot your PC, we
recommend that you reboot your PC at this point.

Custom Installation

Setup will offer to install VVet95 in the C:\VET directory. (If you have a pre-existing
Vet installation in another directory, Setup will offer to install to that directory
instead). Select Next> to accept the default directory and copy the files, or Browse
to select a new directory for installation.

Once the files have been copied to your PC, Vet will load the installation Wizard and
display the User Identification dialog, this may take some time if the files are being
copied from floppy disks.

Once the User Identification dialog is displayed, enter your name, the name of your
company and also your Vet customer number. By entering these details during
installation they can be easily found if you need to contact customer support at a
later date, as the details will be display by opening Vet and selecting Help | About.

If this is the first time Vet has been installed to this PC the Vet Password dialog will
appear. If it is not the first time that it has been installed the original password will
be retained, and this dialog will not appear. The emergency tools will be protected
if you select a password, by selecting the “Enable password protection of Vet's
Option menu” the Options menu will also be protected with the same password.
To set the password, type your password on the first line and confirm it on the
second, then select Next> to proceed. If no password is entered, the default
password of “VET” will be used.

If you are updating an existing Vet95 installation, your existing password will be
preserved and you will not be offered the Vet Password Dialog. Also note that the
password is case sensitive, so “VET” is not the same as “vet”
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Installing Vet95

Custom Installation

5

10

Vet Start Up Options dialog will be displayed, and will offer to run a scan every time
you restart Windows. We recommend you accept the defaults and select Next> to
continue.

= By selecting the Perform Progressive Scan option the Progresive Options dialog
will be displayed. This dialog will allow you to configure a quick scan which
will be run on a limited number of files every time your PC is rebooted. When
you next reboot (start) your PC Vet will scan the same number of files, starting
with the last file in the first scan. So over several weeks/months Vet will scan all
of the files on your hard drive.

You can stop the scan at any point by selecting the Cancel button on the Vet
Progress Meter. If you allow the scan to finish it will close the Vet Progress Meter
and allow the rest of the startup procedures to continue. The results of the scan will
be stored in the log file.

= By selecting the Customised Start Up Command option you are able to run Vet
with any of the command line switches that are supported with Vet95. (Select
the help button for further details of the command line switches).

You can stop the scan at any point by selecting the Stop button. Provide you add
the switch /Exit to the end of your command line switches vet will close itself
down and allow the rest of the startup procedures to continue. The results of the
scan will be stored in the log file.

The Progressive Scan Options dialog will be displayed if you have selected the
Perform Progressive Scan in the previous step. This dialog will allow you to
configure how that scan will be performed. We recommend you accept the defaults
and select Next> to continue.

The installation Wizard will display the Resident Protection Components dialog.
We recommend you accept the default and install all of the resident protection
components. Select Next> to proceed.

Next, the Vet desktop Options dialog will be displayed. By accepting the defaults a
Vet short-cut will be added to the Tray area (bottom left of your screen, next to the
clock if you have one). It is also possible to have a vet Icon installed onto your
desktop to allow an easy way to start Vet. When you are happy with the settings
please select Next> to continue.

The Confirm Configuration Selections dialog will appear and display a summary of
all the settings that you have requested for this installation. The <Back button can be
used to go back through your selections and change settings. When you are
satisfied, select Next> to proceed.

The Wizard will offer to display the README.HLP file. This file contains
information on all of the changes that have occurred in this version of Vet. We
recommend that you accept the default and look through the README.HLP file.
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Installing Vet95

Master Installation
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1.2

Setup will offer to record a template (or copy) of the local hard drive boot sectors.
These are used to check if the boot sector has been changed. Select the drive(s) that
you wish to make templates for. We recommend templates are made for all local
drives. (It is not appropriate to make templates for network or CD-ROM drives).

The wizard will offer to make a reference disk which will hold a template for each
of the local drives. We recommend creating a reference disk; you will need a
formatted, write enabled system disk with at least 600k of free space. Select Next>
to proceed.

« [f you choose to make a reference disk, the “Make a reference disk™ dialog
will be displayed. Enter a line of text so that you can uniquely identify your
PC, insert a freshly formatted floppy, and select OK. When Vet has finish
creating the reference disk, label it with the “Reference Disk” sticker that
comes in the Vet box.

= If you do not wish to create a reference disk select Next> to proceed.

When the installation is complete, the setup process offers to have Vet95 scan your
local hard drive(s). This can take a while, especially when you have several hard
drive(s). Even so, we recommend you do this as Vet95 is constantly updated to
detect new viruses.

Master Installation

The Master set up allows you to transfer installation files and set configuration
options for the Automatic Setup. This can be performed for several platforms at
once.

If you are upgrading your copy of Vet we recommend that you take the time to read
the README.HLP file that is on your Vet disk and will be copied to your Vet
directory during installation.

If you have already installed this version of Vet and just wish to change the default
configuration, enter the path to the directory where you have stored your Master
copy of Vet, then add \SETUP /MASTER and press <Enter>. i.e.

M:\utils\vet\vet95\setup /master <Enter>.

Please note that there is a space between “\SETUP “ and “/MASTER”.
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Installing Vet95

Master Installation

To create a master installation of Vet so that it can be installed across a network
please use the following steps.

1 Insert the Vet floppy disk in a floppy drive (or the CD into the CD drive and close
the drive door).

= If you are creating a master copy of Vet from a floppy disk:
Select Start | Run..., then type A\NSETUP /MASTER (or BA\SETUP /Master
if the you placed the floppy disk into B drive), and select OK.

@ Please note that there is a space between \SETUP and /MASTER.

= If you are creating a Master copy of Vet from a CD:
The automatic installation will attempt to install a single copy of Vet. When
the Setup wizard appear select Cancel and confirm.
Select Start | Run... type the drive letter for the CD-ROM drive, a colon,
@ \SETUP, a space, /MASTER and select <Enter>.i.e. D:\SETUP /MASTER

Please note that there is a space between \SETUP and /MASTER.

2 The Master Setup dialog will appear and will prompt for the location to hold the
Master Auto-Install script. Either accept the default location (C:\AutoVet) or select
Browse and choose another location, then select the Windows 95 Operating System
and select Next> to continue. As the Auto-Install script will be used to load Vet onto
each workstation, it must be placed in a directory and drive that can be accessed by
all workstations.

Vet will delete any existing files from the “Auto-Installation” directory before
copying the new master version to it.

3 Setup will display the Vet licence agreement. The licence conditions must be
accepted for the installation to proceed. Select Yes to proceed.

4 The files will be transferred. If you are installing from floppy disks you will be
required to put in the second disk during this step. Once all of the files have finished
being copied to the “Auto-Installation” directory the configuration wizard will be
run.

5 Due to the dynamic nature of the configuration wizard all of the information on the
options that you will be presented with can be found by selecting the context
sensitive Help button.

6 To accept the options on any page, and move onto the next page select the Next>
button. The configuration of the wizard can be cancelled at any time by selecting the
Cancel button.
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Installing Vet95

Upgrading Across a Network

1.3

S

Upgrading Across a Network

When the Upgrade disk arrives, install it using the Master Installation instructions
detailed above.

The Vet Upgrade disks contain extra code to find the new varieties of viruses that
have been discovered since the last release of Vet. It is recommended that you
periodically conduct a full scan of every file on every drive. We recommend that
this scan should be done with the arrival of the Vet Upgrade disks.

Vet for Windows 95 Manual
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Upgrading Across a Network
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Program Window

When you run the Vet95 program, the initial window that appears on your screen
will be like that shown below. Note that both the Browser window (left) and the
Report window (right) are displayed in this initial Vet95 window.

When you select a menu or the Vet95 icon, a drop—down menu will appear and a
brief description of the menu options associated with the command will appear at
the bottom left of the Vet95 screen.

Ilcon —
Menu Bar — e I e Opees Dee i fon
Tool Bar Butions — il Zlssli] | il
—Hl - -3 "lll-'rl sewwdny  klen Bag 7Y TRARERA FRET
5 R i I_.. 1 JTTeeRe————
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—r — — 1 |||=':| ::I-i Hm:L:“r::E::-::::: ..ln. N'-::ri-:llllﬂ o
i F ol 1
Browser Area — .k |Paanamng sl .
o =2 =
Report/results Area
— N .
=
|- E—
Status Bar — S L ssrsca i [T [renr— [e—
| | |
I I
Browser Window Report Window

2.1 What the Vet Icon Does

The Vet95 program uses standard Windows icons, buttons (such as Minimize,
Maximize, Cascade and Close), slider bars and menu commands such as File, Edit
and Help. Menu commands, the Vet icon and buttons specific to Vet95 usage are
explained below.
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Program Window
Tool Bar Buttons

E Vet Icon
=1

Select the Vet Icon (situated in top left corner of the program window) to
display the standard Windows commands Restore, Move, Size, Minimize,
Maximize and Close. Restore, Minimize and Close operate when the Vet window is
full size. All the commands except Restore operate when the Vet window is normal
size.

Tool Bar Buttons

All tool bar buttons will display a popup window with an explanatory help message
when the cursor is positioned above the button.

To move to the parent directory of the directory currently displayed in the
browser area.

Parent Directory Button

5 Large Icons Button
o

Select this button to display large icons in the Browser area. Either specific or
generic icons may be displayed, depending on the use of the toggle option All icons
under the View command (See “View Menu” on page 12).

—] Small Icons Button

Select this button to display small icons in the Browser area. Either specific
or generic icons may be displayed, depending on the use of the toggle option All
icons under the View command (See “View Menu” on page 12).

.| List Button

Select this button to display a list of files, folders or drives in the Browser
area. Either specific or generic icons may be displayed, depending on the use of the
toggle option All icons under the View command (See “View Menu” on page 12).

Details Button

Select this button to display the list of files, folders or drives in the Browser
window with details such as type, size, and date last modified. Selecting the title of
one of these details sorts the list according to that category of information. Selecting
the same category again will reverse the order of the sort. This option uses the small
icons associated with each item. Either specific or generic icons may be displayed,

depending on the use of the toggle option All icons under the View command (See
“View Menu” on page 12).

Select this button to enable editing of the way Vet will perform a scan when
you open Vet and scan a file, directory or drive. (See “On Demand Scanning” on
page 17).

Options Button
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Program Window
What the Menus do

2.2

Go Button
G0

Select this button to scan the selected file, directory or drive with Vet95. The
results of the scan will be shown in the Report window and the second, third and
fourth panels of the status bar (at the bottom of the screen) will show the number of
files scanned, the number of scanned files found to be infected and the number files
suspected of being infected.

If you scan a disk which has 20 files but Vet shows that only 10 files where scanned
it is because Vet has been configured to only scan those files that are suspect to
infection. i.e. DOC, EXE, COM etc. To scan all files See “Scanning” on page 17

@l Stop Button

Select this button to stop the scanning process. The Report window will note
that the operation was interrupted. The second, third and fourth panels at the
bottom of the Vet95 window will show the number of files scanned before the scan
was interrupted, the number of scanned files found to be infected and the number
of scanned files suspected of being infected.

What the Menus do

Each of the menus can be selected with the cursor or the Alt key combined with the
first letter of the menu name. Each command can be selected with the mouse, or by
pressing the underlined letter in the menu item required.

File Menu

This menu allows control of the Vet95 program functions.

Vet Scans the selected item(s). If no item(s) have been
selected, then Vet95 will prompt you to select item(s)
and then to try again. The results of the scan will be
displayed in the Report window and the second, third and fourth
panels at the bottom of the Vet95 window will show the number of
files scanned, the number of scanned files found to be infected and
the number of scanned files suspected of being infected.

Stop Stops the scanning process. The Report window will note that the
operation was interrupted. The second, third and fourth panels at
the bottom of the Vet95 window will show the number of files
scanned before the scan was interrupted, the number of scanned files
found to be infected and the number of scanned files suspected of
being infected.

Exit Quits Vet95.
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Program Window

Edit Menu

Edit Menu

This menu provides tools to assist when selecting files to

be scanned. Cut Tl

Cut Standard Windows95 option. If you have Cory CleE

. Paste Chil+y

selected some of the text in the report area,
this command will allow you to cut the Selectall
selected text for storage in the Clipboard. Invveit Selection

Copy Standard Windows95 option. If you have selected some of the text in
the report area, this command will allow you to copy the selected
text to the Clipboard.

Paste Standard Windows95 option. For use with the Cut and Copy
commands.

Select All  If you have selected a file, directory or drive in the browser window

this option will select all the other files, directories or drives.

If you are using the report window this will select all of the text.

Invert Selection This will invert the collection of selected files, directories or

drives, or invert the selected text in the report area.

View Menu

These options will alter the way the icons and information about m

files is presented in the Browser area. The first four options are Large lcons
mutually exclusive. That is, selection of one will cancel the Small lcons
previous selection. List

v Details

Large Icons Displays large size icons in the Browser window.

Arrange lcons F

Small Icons Displays small size icons in the Browser window. | o allicons

List Displays list of files, folders or drives in the Hefresh
Browser window.

Details Displays details (e.g. Name, Size, Type, Date Last Modified, Total

Size, Free Space) of files, folders or drives in the Browser window.
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Program Window
Options Menu

Arrange lcons If the Browser window

All icons

Refresh

Wi

displays the list of drives the

X A . Large lcons
options will be Drive Letter, S rmal |cons
Type, Size, and Free Space. List

Dretails

For any directory of a drive
contents can be arranged by Agrange lcons by Drrive Letter
Name, Size, Type, and Date of v Allicons by Type

last modification. Refresh by Sizs
by Free Space

Switches the Browser window
between generic and file specific icons. The generic icon display is
faster, but the specific icons are more useful.

Cancels the selection of any item(s) in the Browser window. Also
checks to see if there have been any changes to the items displayed
in the Browser window (it will update the list if there have been any
files added or removed or any other changes made to the directory
that is currently displayed).

Options Menu

The Options menu allows you to configure Vet. Options

Program

Resident Protection Selecting this item opens the v Password protect Options

Alerting

Selecting this item opens the Vet95 Erogram... _
Properties dialog, which allows changes Erzseiart proioei o7
to the way scans are performed, See “On | 2=ng--
Demand Scanning” on page 17. Options Wizard...

Resident Protection dialog, which allows
changes to the way the resident protection operates, See “Resident
Protection” on page 29.

Selecting this item opens the Alert Properties dialog, which can
enable, disable and configure the sending of an Email message when
avirus is detected. See “Email Alerting” on page 37.

Options Wizard Selecting this item will run the configuration wizard. For further

details on the Installation/Configuration wizard please select the on-
line help button that is on each dialog of the wizard.

Password Protect Options Once you have setup your copy of Vet you can

password protect your configuration to stop unauthorised changes.
See “Password Protect” on page 41.
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Program Window

Tools Menu

Tools Menu

This menu allows access to various tools that will assist in checking and recovering
corrupted boot sectors, and password protecting your configuration of Vet. (A
template is a copy of the current boot sector). See Chapter 8 for details on this menu.

Record Templates Create templates of one or more

drives. Fecord Templates...
Reference Disk Create areference disk containing copies Reference Disk...
of the current disk templates. Emergency...
LChange Password

Emergency Re-install a disk template.

Change Password Change the password to the Emergency functions and the
password protection of your Vet configuration.

Window Menu

The Windows menu allows you to swap between the Browser and Report windows
if you don’t have a mouse.

Browser Selecting this option will activate the Browser

window.
Browser
Report Selecting this option will activate the Report Fiepart
window.
Help Menu

Different help systems are provided for DOS users of Vet, Vet95 users and also for
general information about viruses.

Help Topics Opens an on-line help system for Windows 95
users of Vet.

Help Topics
DOS VET  Opens an on-line help system containing duetier
information about Vet for DOS users. Yirus Information
About...

Virus Information Opens an on-line help file with both
general information and information about specific viruses.

About Information about what version of Vet you have. Provided you
entered your name and customer number during installation these
will also be displayed.
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Program Window
Browser Window

2.3 Browser Window

The Vet95 Browser window is used to view the contents of folders, directories and
drives, and to select items for scanning. Tool bar buttons and the View menu can be
used to change the format of the items displayed in the Browser window. The mouse
can be used to select individual items, or the standard Windows Control+click and
Shift+click functions can be used to select a group of items. All items can be selected
with the Edit | Select all options.

2.4 Report Window

The Report window displays the results of scans done in the current session. The
amount of information recorded for each file scanned can be modified using the
Options | Program | Reporting tab. Options include listing every file tested or only
those that are suspected of infection. The text in the Report window can be copied
to the clipboard for use in other Windows applications.
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Report Window
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On Demand Scanning

3.1

Vet has two main ways to detect viruses. On demand scanning occurs when you
open Vet and select a file, directory or drive to be scanned. Resident scanning is
done in the background as you do your day-to-day tasks.

The defaults for On Demand scanning can be accessed by selecting the Change
Options button from the tool bar or by selecting Options | Program from the menu.

This provides an opportunity to change the Vet default options for when you open
Vet and select a file, directory or drive to be scanned. Each of the following options
can be examined by selecting the appropriate tab at the top of the dialog. The
processes involved in adjusting each of the default settings are detailed below.

Scanning

The scanning tab determines the type of scan to be performed.

Set Full Scan if you suspect that you may have a virus or you have just had a virus
as it may find files that are infected in an unusual way.

Vet Properties
M acro viuzes I Boot Sectors I Memom I Start-up
Scan options | File types I Reporting I Frogram wiruzes
Scan Type

% Fast Scan [recommended for namal uset

€ Full Scan [use if virus found)

IV Include subfalders
¥ Show network drives

IV Skip renamed files

QK. | Cancel I Help
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On Demand Scanning
Scanning

Fast Scan Causes Vet to examine the entry point and selected areas of a file
when checking it for viruses. This is the preferred mode for routine
checking of your files and disks as it is both an extremely fast and
highly accurate check for viruses.

Full Scan  Causes Vet to examine every byte of a file when checking it for
viruses. This will increase the time Vet takes to check your files and
disks and is only recommended when you have had (or suspect you
may have) a virus.

Include subfolders Causes Vet to check all subdirectories or subfolders of the
selected directory or folder.

Show Network Drives Causes Vet to display any network drives that are
connected to your PC in the browser window. You are able to scan
any file, directory or drive that is displayed in the browser window.

Skip renamed files Causes Vet not to check those files which have been
renamed by Vet during previous scans. Renaming will occur if the
default in Options | Program | Program Viruses is set to Rename.
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On Demand Scanning
File Types

3.2

File Types

The File Types tab determines which files are to be scanned

Set “File types to scan” to All files if you suspect that you may have a virus or you
have just had a virus, as it may find non-executable files that the virus has corrupted
by trying to infect.

Vet Properties
M acro viuzes | Boot Sectors I Memom I Start-up
Srcan options File types | Reporting I Frogram wiruzes

— File tupes to zcan

Al files

Add...

Delete |
_II Drefault |

IV Include Vet inWindows context menus for these file twpes

QK. | Cancel I Help |

File types to scan

All files Causes Vet to check every file it encounters for viruses.

Files of these types Causes Vet to check files that it considers to be executable
(or ‘runable’). By default Vet considers files with the .BIN, .COM,
.DLL, .DOC, .DOT, .DRV, .EXE, .OVL, .XLS, .XLT and .SYS
extensions to be executable.

Add Allows you to add to the list of file extensions Vet will consider
executable. With the advent of Macro language viruses, it is now
possible for a file with any extension to contain a virus that can infect
your PC. Selecting this button causes an input dialog to appear. You
then have the opportunity to enter the new file name extension in the
type-in box.
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On Demand Scanning

Reporting

3.3

Delete If you select a file extension from the displayed list and press this
button, the file extension will be removed from the list that Vet
considers executable.

Default Restores the default list of file extensions Vet considers executable
(.BIN,.COM, .DLL, .DOC, .DOT, .DRV, .EXE, .OVL, .XLS, .XLT and
.SYS extensions).

Include Vet in Windows context menus for these file types

When using MS Explorer or other tools you are able to select a file,
directory or drive, then right click on your mouse and select Vet to
have it scanned. This can be used to scan suspect files quickly and
easily.

Reporting

This Reporting tab controls what will be displayed in the Report window and
written to the log file.

Yet Properties E

Macra vinuzes I Boot Sectars | rd ernory I Start-up I
Scan options I File types Reporting | Program wiruzes

— File names reported

&l files scanned

% nfected or suspect files onbé

— Log File
™ wiite log
¥ Curnulative Feport

¥ Limit log file size to: |32 kilobytes
IE:'\\-"EIWET_LDG.TXT Browsze... |

ok | Cancel I Help |

File Names Reported

This determines if the Report will contain the name of every file checked or only
those that are infected or suspected of infection.

20 Vet for Windows 95 Manual



On Demand Scanning
Log File

All files scanned Causes Vet to display on a separate line the name of each file
it tests (which in turn causes the name of every file tested to be
written to the log file, regardless of whether it had a virus or not).
This is useful if you need to produce a report to prove that every file
in a directory or drive is free of viruses.

Infected or suspect Causes Vet to report the name of every infected or
suspected file on a separate line.

Log File

Write Log The name of the log file to which all scan results are written is
displayed in the type—in box. The location of the log file can be
changed by typing in the path and file name for the log file or
selecting the browse button to choose a different logfile name.

Cumulative report If this option is enabled, the results of the scan will be
appended to the selected log file. Otherwise the log file will be
overwritten when a scan is performed.

Limit Log file Size to Once you perform a scan and the file becomes larger than
(the default) 32Kb it will automatically be truncated by removing the
oldest information first.
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Program Viruses

3.4 Program Viruses

This Program Viruses tab allows you to configure how to deal with files that are
discovered to be infected or are suspected of being infected.

Vet Properties E
Macra vinuzes I Boot Sectars I hd erniory | Start-up |
Scan options I File types I Reporting Program viruses

Infected Program Files Suzpect Program Files
" Report only &' Report only
‘ ~ Rename
" Rename  Delete [uze with caution]

" Delete

ok | Cancel I Help

Infected Program Files

Vet needs to know what to do when it finds an infected file. Select one of the
following options to determine what Vet will do with infected files.

Report only Causes Vet to report, but not attempt to clean, infected files.

Clean Causes Vet to attempt to disinfect virus—infected files, returning the
files to working order. If the file has been infected by an overwriting
virus, Vet will delete the file, as no disinfection is possible.

Rename Causes Vet to change the first letter of the extension of any file
infected with a virus to an underscore ‘_’ ((EXE becomes ._XE). This
allows you to keep the file for further examination, without the risk
of accidentally running it.
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On Demand Scanning
Infected Program Files

Delete Delete causes Vet to delete irreversibly any file that it finds has been
infected with a virus. The file is first overwritten with ‘D’s and then
set to zero length, so no recovery of the deleted file is possible.

Use the Delete option with caution, as there is no possibility of recovering files
deleted in this manner.

Suspect files

Vet needs to know what to do when it finds a file that is suspected of carrying a
virus. Select one of the following options to determine what Vet will do with
suspected files.

Report only Causes Vet to report when suspect files are found.

Rename Causes Vet to change the first letter of the extension of any file
suspected of infection with a virus to an underscore *_’ (.EXE
becomes ._XE). This allows you to keep the file for further
examination, without the risk of accidentally running it.

Delete Delete causes Vet to delete irrevocably any file that is suspected of
virus infection. The file is first overwritten with ‘D’s and then set to
zero length, so no recovery of the deleted files is possible.

Use the Delete option with great caution. If you have detected an exotic virus that
has never been reported on customers machines in the past, Vet guarantees to send
you a way to clean up the virus once we receive a sample of the virus.
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On Demand Scanning
Macro Viruses

3.5 Macro Viruses

The Macro viruses tab allows you to configure how to deal with Word and Excel
documents that are infected (or are suspected of being infected) with a macro virus.

Yet Properties E

Scan optiohs | File types I Reparting I Program viruzes
Macro wiruses Eoat Sectors I hemory I Start-up

Infected Documents

ok | Cancel I Help

Infected Document

Vet needs to know what to do when it finds a document that is infected with a macro
virus.

Report only Causes Vet to report when infected documents are found (but not to
attempt to clean them.)

Clean Causes Vet to clean documents infected with a known virus. If the
document has been infected with a mutation of an existing virus or a
new virus that Vet has not come across before, Vet will remove ALL
macros in the document.

infected ALL of the macros in the document will be deleted. This is done to ensure
that all viral code is removed from the document.

i Because it can not be determined which macros are legitimate and which are

24 Vet for Windows 95 Manual



On Demand Scanning
Boot Sectors

3.6 Boot Sectors

This dialog sets up the defaults for the treatment of boot sectors.

Vet Properties E2
Scan options I File types | Reparting I Proaran viruzes
Macio viruzes Boot Sectars Memary I Start-up

Consider a boat zector bad if it contains:
& & known vius
= an invalid boat sector or a known virs

= an unknown or invalid boot sector, ar a known vius

¥ Eeplace any boot sector considered bad

¥ Check for large IDE driver

QK | Cancel I Help

Scan boot sectors Allows Vet to scan boot sectors. Turning this option off
causes all the other options in this dialog to become inactive.

Consider a Boot Sector Bad if it Contains

The following options tell Vet how to define a bad boot sector. The first option gives
adequate protection, whilst the last gives an extremely high level of protection.

Known viruses only Causes Vet to consider a boot sector bad only if it contains
a known virus.

Invalid boot sector or known virus Causes Vet to consider a boot sector bad
if it contains an invalid boot sector or a known virus

Unknown or invalid boot sector, or known virus Causes Vet to consider
a boot sector bad if it contains an unknown or invalid boot sector or
a known virus. The only boot sectors not treated as bad will be boot
sectors recognised as standard boot sectors. Vet recognises virtually
all standard boot sectors.
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On Demand Scanning

Memory

D

3.7

®

Replace bad boot sector Causes Vet to replace bad boot sectors. Vet will
always warn you before replacing a boot sector.

Replacing unknown boot sectors may cause problems with some backup programs
and copy-protected software. You should only use this setting if you are aware of
the potential problems. Please call the Vet support line if you have any questions
(See “Contact Information” on page ii).

Check for large IDE driver To determine if a large IDE driver is present Vet
uses direct port 170 to read the Extended Boot sector. This will not
work on all PCs. The Check for large IDE driver allows users to
disable this test if it causes problems on their system.

Memory
Vet Properties E3
Scan options I File types I Reporting | Program wiruzes
Macro vinuges I Boot Sectors temory Start-up

™ Dizable memary scanning

Ok | Cancel I Help

Enable Memory Scanning This enables Vet to search for viruses active in
memory.

Disable Memory Scanning This disables Vet scanning of memory.

If another anti—viral program is running at the same time as Vet it may cause false
alarms as virus templates may be detected from the other program.
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Start-Up Scan

3.8 Start-Up Scan

This allows you to run a scan every time Windows is started.

Vet Properties E2

Scan options I File types I Reparting I Proaran viruzes |
Macra viuses I Boot Sectars I Memary Start-up

¥ Fun Vet automatically when Windows starts up

— Start Up Command
£+ Perform progressive scan [recommended)
" Customized start-up command:

C:ethetah exe

Progreszsive scan is cunently enabled and configured to zcan 100
file on the first boot of the day and 100 filez on subszequent
reboots.

LCaonfigure progressive scan... |

QK | Cancel I Help |

Run Vet Automatically when Windows starts up

This option will enable or disable the Start-up scan option.
Start Up Command

Perform Progressive Scan (recommended)

The Progressive scan can be customised by selecting the Configure
Progressive Scan button. A summary of what the progressive scan
will do is shown in the panel at the bottom of the dialog.

Customised Start-up Command:

This option allows you to configure any type of scan that you want
with the Vet command line switches. (Select the Help button for a
complete list of the switches that are supported by Vet).

Configure Progressive Scan By selecting this button you will be able to
configure how the progressive scan will be performed.
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Progressive Scan Properties

Progressive Scan Properties

This dialog allows you to configure how your start-up scan will be performed.

Progressive Scan Properties E

— Digplay —————— Mumber of files to gan
(o First boat: I'IIJD
™ Mathing unless infected R . I—
= eboot; 100
— Log file
v “wirite log file
|ST£«HTLDL‘:.T><T Browise. . |

MV &llow cancellation of progressive scan

QK. I LCancel |

Display
Progress of the scan This will display Vet and show you the details as the scan

is performed.

Nothing unless infection detected Vet will not appear unless it has found
an infected or suspect file.

Number of Files to Scan

First boot This is the number of files that will be scanned when you first start
your PC for the day.

Reboots This is the number of files that will be scanned if you reboot your PC
throughout the day.
Log File

Write log file By selecting this option you can enable a log file to be written with
the results of your start-up scans. You can either select the browse
button to specify the name of the log file, or you can type in the path
and file name for the log file.

Allow Cancellation of Auto-scan Ifthis option is NOT selected (NOT ticked)
you will not be able to stop the scan until it is finished.
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Resident Protection

4.1

The Vet suite includes memory resident programs to check automatically files,
Word and Excel documents, and floppy disks for viruses. Settings for these
programs are controlled by the Resident Protection Properties dialog.

The Resident Protection Properties dialog is initiated by opening Vet and selecting
Options | Resident Protection from the menu. Each of the following dialogs can be
entered by selecting the appropriate tab at the top of the dialog.

Enabling

This dialog shows if the resident protection for infected floppy disks and files is
active, and allows each type of resident protection to be disabled.

Resident Protection Properties E2

File “iruz Actions I t acro Virus Actions I Reparting I
Enabling | Floppy Boot Sectars I File: bonitaring

Resident Protection Compangnts

¥ Enable resident floppy disk boot sector pratectiors

¥ Enable resident file monitor (file & macna protection)

QK | Cancel I Help

Resident Protection Components

Enable resident floppy disk boot sector protection By selecting this
option the Resident Protection Vet will automatically check the Boot
Sector on every floppy disk that is accessed by Windows 95.
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Floppy Boot Sectors

Enable resident file monitor By selecting this option, Vet will automatically
check Word and Excel documents and other files for viruses as they
are accessed by Windows.

4.2 Floppy Boot Sectors

This dialog controls the checking of floppy boot sectors for viruses. You may choose
the level of protection required from the three (mutually exclusive) options
described below. The first option gives adequate protection, whilst the last gives an
extremely high level of protection. The changes will take effect immediately. A
message is included on the bottom of the dialog to let you know if floppy disk
resident protection is currently loaded.

Resident Protection Properties E3
File Yirug dotions | Macro Yiue Actions I Reporting
Enabling Floppy Boot Sectars | File Manitoring

Congider a boot zector bad if it containg:

™ aninvalid boot sector or a known vins

™ an unknown or invalid boot sechar, or 8 known vins

™ Eeplace any boot sector considered bad

IThe rezident floppy dizk maonitar is currently enabled

Ok | Cancel I Help |

Consider a boot sector bad if it contains

A known virus Causes Vet to consider a boot sector bad only if it contains a
known virus. This is the default level of protection.

An invalid boot sector or known virus Causes Vet to consider a boot sector
bad if it contains an invalid boot sector or a known virus.
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File Monitoring

4.3

An unknown or invalid boot sector, or known virus This option causes
Vet to consider a boot sector bad if it contains an unknown or invalid
boot sector or contains a known virus. The only boot sectors not
treated as bad will be boot sectors recognised as standard boot
sectors. Vet recognises virtually all standard boot sectors.

Replace any boot sector considered bad Causes Vet to replace bad boot
sectors. Vet will not warn you before replacing a boot sector.

Replacing unknown boot sectors may cause problems with some backup programs
and copy-protected software. Only use this setting if you are aware of the potential
problems. Please call the Vet support line if you have any questions (See “Contact
Information” on page ii).

File Monitoring

This dialog controls which file events Vet’s automatic file monitor will trap. A
message is included on the bottom of the dialog to let you know if they are currently
loaded.

File Monitoring can detect infected files that are down-loaded from the Internet,
arrive as attachments with email, and infected files as they are unzipped.

An infected file may trigger more than one of the following options. A warning will
be issued from each of the options that is activated, so it is possible for a single
infected file to create several warnings.

Resident Protection Properties E2

File “iruz Actions I t acro Virus Actions | Reparting |
Enabling I Floppy Boot Sectars File: Monitaring

Scan Type

b anitor Activation

¥ Fast Scan [recommended)
¥ Opening Files

" Full Scan [paranoid]
¥ Closing Files

[ Scan Metwork Files

IThe rezident file monitor iz curently enabled

QK | Cancel I Help
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Monitor Activation

4.4

Monitor Activation

Executing programs If avirus is found when a Windows application is run the
resident protection will prevent the file from running. If Vetmon95
only suspects a virus is present you will be given the choice of
whether or not to run the file.

Opening files Files with extensions specified in Files to Scan on the
Option | Properties | Scanning dialog are checked for viruses on
opening. If a virus is found, you have the option of proceeding.

Closing files Files with extensions specified in Files to Scan on the
Option | Properties | Scanning dialog are checked for viruses on
closing. If a virus is found the name of the file and virus will appear
in the log for the scan. (i.e. in the Report window)

Scan Type

Fast Scan Causes Vet to conduct a fast scan over files that are executable and
are the most likely to contain viruses.

Full Scan  Causes Vet to examine every byte of a file when checking it for
viruses. This will increase the time the resident protection takes to
check your files and disks and is only recommended when you have
had (or suspect you may have) a virus.

Scan network files

This option causes Vet to automatically scan any file that are
accessed or run on a network drive.

Scanning files on the network drive will create a greater load on your server and
may slow down your system. Provided you have anti-virus software loaded on your
network server there is no need to enable this option.

File Virus Actions

This dialog controls what action will be taken when Vet’s automatic file monitor
detects an infected or a suspect file. A message is included on the bottom of the tab
to let you know if the file monitor is currently loaded.
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Action - Infected Files

The resident file monitor can detect infected files that are down-loaded from the
Internet, arrive as attachments with email, and infected files as they are unzipped.

Resident Protection Properties E2

Enabling | Floppy Boaot Sectars I File Manitaring
File irLis Actions | b acro Vs Actions I Reparting
Action - Infected files Action - Suspect files

" Report only " Report only

' Report & deny access ' Report & deny access

@

The regident file monitor iz currently enabled

QK | Cancel I Help

Action - Infected Files

The resident protection for files needs to know what to do when it finds an infected
file. Select one of the following options to determine what action will be taken.

Report only Use with caution as this option will raise an alarm and then allow
you to run an infected file. Running infected files could lead to the
loss of data, files or boot information from your hard drive.

Report & Deny Access If you attempt to access an infected file the resident
protection will raise an alarm and refuse to allow the file to be used.

Clean Vet will attempt to disinfect virus—infected files, returning the files to
working order. If the file has been infected by an overwriting virus,
it will delete the file, as no disinfection is possible.

Action - Suspect Files

The resident protection for files needs to know what to do when it finds a file
suspected of infection with an exotic virus. Select one of the following options to
determine what action will be taken. The clean option is not available because Vet
needs to positively identify a virus before it is able to reverse the infection.
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Macro Virus Actions

Report only Use with caution as this option will raise an alarm and then allow

you to run an infected file. Running infected files can lead to the loss
of data, files and/or boot information from your hard drive.

Report & Deny Access If you attempt to access an infected file the resident

protection will raise an alarm and refuse to allow the file to be used.

4.5 Macro Virus Actions

This dialog controls what Vet’s automatic macro virus monitor will do when it

detects a macro virus in an MS Word or Excel document.

A message is included on the bottom the tab to let you know if the resident macro

virus protection is currently loaded.

Resident Protection Properties E3

Enabling I Floppy Boot Sectors | File Monitoring I
File Yirug dotions Macra Yirus Actions | Reporting
Action - Infected documents

" Report only

" Feport & deny access

oy

The resident file monitar is currently enabled

Ok | Cancel I Help

Action - Infected documents

Report only Use with caution as this option will raise an alarm and then allow

you to open the infected document. Opening infected Word or Excel
documents is likely to infect your PC and result in the loss of data
and files. If this option is selected the discovery of infected files will
be recorded in the log file but the file will not be cleaned.

Report & Deny Access If you attempt to access an infected file the resident

protection will raise an alarm and refuse to allow the file to be used.
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Reporting

4.6

Clean Causes Vet to clean documents that are infected with known viruses.
If the file is a Word97 document and it has been infected with a
mutation of an existing virus, or a new virus that Vet has not come
across before, Vet will remove ALL macros in the document.

Because it can not be determined which macros are legitimate and which are
infected ALL of the macros in the document will be deleted.

Reporting
This dialog allows you to enable a log file to store the results of each resident scan.
Resident Protection Properties
Enabling I Floppye Boot Sectors I File Monitoring |
File Wiruiz Actions I Macro Wiz Actions FReporting
Log file

IVETMDN.TXT Blawsen., |

Resident protection iz currently enabled

QK. | Cancel I Help

Log File

Write log file

Selecting this option will cause a log file to be written when suspect or infected files
are detected by the resident file, macro or floppy protection. The log file will record
the path and file name of any infected files as well as any action that was taken.

Log file name

Allows you to specify the name and location of the log file that will
be generated if the “Write Log File” option is selected.
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Browse Button

Browse Button

This dialog allows the user to define the location of the resident file, macro and
floppy disk resident protection log file. The file structure can be navigated and new
files/folders can be created as required.

Save jn: IaVEl'DTDQ j gl e

File name:

Save as hupe; ILog File ﬂ Cancel |

Save

Tool Bar Buttons

Parent Directory Button

To move to the parent directory of the directory currently displayed.
—1 New Directory Button
ﬁ{.
Create a new directory within the directory or drive displayed in the Report

File dialog. Select the new directory in the Report File dialog to change the directory
name.

List Button

Select this button to display list of files, folders or drives in the Browser
window.

Details Button

Select this button to display the list of files, folders or drives in the Browser
window along with their various details such as type, size, and date last modified.

File Name Type-in Box The file name in the Type—in box allows the name for a
new log file to be entered.

Save as type change the type of file to be saved.
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This tab allows you to configure how Vet will notify you when it has found a virus.

[Pt Alert Properties E3

Aletting | SMTP E-Mai |

r— On-demand scanner

[~ Alert administrator via e-mail when virus found

— Rezident protection

¥ | Display message Bow wher i faurnd

= &lert administratan via e-mai vhen vis faund

Ok I Cancel Help

On-Demand Scanner:

By selecting (ticking) the ‘Alert administrator via e-mail when virus
found’ option you can send an Email when a virus is detected after
you have opened Vet and started scanning files. You must also
configure the SMTP Email tab with the details required to send the
message.

Resident Protection

By selecting (ticking) the ‘Display message box when virus found’
option you will be notified if a virus is detected by the resident
protection as you go about your daily tasks.

The ‘Alert administrator via e-mail when virus found’ option is
currently not available for Vet95. When it is finished you will be able
to generate an Email message when a virus is detected by the
resident protection. This should be ready by quarter one in 1998.
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SMTP E-Mail

SMTP E-Mail

This tab allows you to configure the details of the email message that will be sent
when a virus is detected. At the end of the report that is produced during an on-
demand scan (when you open Vet and start scanning files), there is a summary of
the results. If a virus has been found this summary will be copied into the body of a
mail message and sent to the address(es) in the TO: field.

By leaving virus-alert@vet.com.au in the TO: field a copy of the email alert will be

sent to us at Vet Anti-Virus Software. These alerts will be used by Vet to monitor the
frequency of viruses in the wild. The results will be made available to the publicin
the future. NONE of your personal details will be released to the public, ONLY the
date and type of virus found will become public.

If all of the fields are grey Email alerting has not been enabled on the Alerting tab.

If you use the Master install option to install Vet95 to a number of PCs on a network
please note that by default the Subject of the mail message will automatically
contain the machine ID of the PC that has generated the email alert.

Yiruz Alerting Properties E

Alerting  E-mail |

— E-ail Configuration
Mail Server: [name ar TCPYIF address)

I mail.x .z

"Fram': [e-mail addrezs]
I\rfetﬁlert@x.y.z

To [e-mail address or list of addresses)

Ivilus-alerl@vet.cnm.au; MetddminEs, .z

E-Mail Subject: [+irus Alert

Teszt [zend e-mail] |
Ok | Cancel I Help |

E-Mail Configuration

Mail Server This is the Name or TCP/IP address of your mail server. Please call
your Network Administrator if you are unsure what to enter.

From Enter your email address. This is so that when the email is sent it is
easy to work out which PC it has come from.
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To Enter the email address of your computer support person that you
want the message sent to.

Subject This is the Subject line in the email message that will be sent. It will
contain what ever you enter into the subject field and will also
automatically contain the machine ID of the PC that has generated
the message.

Test (send e-mail) This will send a test message to the address(es) specified in
the TO: field. This button is designed to allow you to test that the
details you have entered will work when a virus is detected.
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Wizard & Password

6.1 Options Wizard

All of the help information on the Wizard options can be found in the on-line help
by opening Vet and selecting Options | Options Wizard, and then selecting the Help
button on the screen where you would like more information.

A printed copy of the all of the Wizard information in the on-line help can be created
by opening Vet and selecting Help | Help topics and then select Options Wizard |
How to print out the Wizard Information.

6.2 Password Protect

Many system administrators have asked that we provide password protection to
stop unauthorised alterations to the Vet configuration, so this feature has been
added to Vet95 and VetNT.

The password protection can be enabled by selecting Options | Password Protect
Options and entering a password. This option can also be set while configuring a
network installation so that the password will be the same on every workstation that
is updated from the server.

Once the password has been set users will not be able to access the Options or
Emergency menus until the correct password has been entered. The password can
be disabled by selecting Options | Password Protect Options and entering the
password.

Enter Password E3

Pleaze enter the pazsword to enable Options menu
pazzword protection,

Pazzword:

||
ok I Cancel | Help

@ The password that is entered is case dependant, so an ‘a’ is not the same as an ‘A’
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Scanning Files

7.1

Scanning an entire hard drive takes time. For this reason Vet allows groups of files
to be selected and scanned. Reasons for selecting groups include:

= A file seems to be corrupted, Vet can scan the file(s) for viruses.

= Floppy disks that arrive from external sources.

= Some viruses only attach themselves to files with a specific extension (e.g. .EXE
or .COM).

Selecting Items for Scanning

Selecting items for scanning is accomplished by selecting one or more files,
directories or drives in the browser window.

Using the Browser

In order to open (display the contents of) a folder, directory or drive that is in the
browser window, double—click on the item or press <Ent er > if the item has already
been highlighted—if you do this on a file it will be scanned.

=] Use the “Level Up” toolbar button to move to the parent directory of the
directory currently displayed.
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To select an item in the browser for scanning, select it with the mouse. Multiple
items can be selected by using standard Windows 95 actions with the <Shi ft > and
<Qrl > keys. All of the items in the browser window can be selected by using the
Edit | Select All command.

Hame | Size | Tupe | todified | -

|11 Macffice Folder E/17/96 10:07: 36 Ak
|- My documents Folder E/7/96 10:710: 36 Abd
2 Praogram files Falder E/11/96 7:55:20 Ak

% Recpcled Folder EA17/96 10:58:26 &M
2 Temp Falder B/21/96 10:42:46 AM
R Folder E/17/96 4:45:04 P

I windaws Folder E/17/96 75502 Ak

__ofids.ffa 4K File: B/21/96 103722 &M
__ ofid= 16K File: B/21/96 10:37:22 A

__ofid=0.ff= 96 K, File: B/21/96 103722 M
ElM 39bptes  File E/17/96 4:45:36 PM

47 bytes  File E/11/96 7:50:28 Ak

19K File: E/11/96 3:59:36 Ak

il File: E/11/96 10:10:00 &k

a0k Program  7/11,/95 3:50:00 Ak

R3IK File: B/31/94 6:22:00 &k

Config.dos A0 bytez  File BA11/96 7A8:56 AM -

7.2 Starting a Scan

Once files, directories or drives have been selected for scanning, any of the following
actions will initiate the scan:

= Selecting the File | Vet menu item.

= Pressing the right mouse button key and selecting the Vet option in the pop-up
menu.
Pressing the <Ent er > key once the file(s) are highlighted.

= To scan a single file double—click on the file icon.

" oo Selecting the GO button on the Vet tool bar.

Results of the scan are displayed in the Report window and also written to the log
file. (See “Reporting” on page 20 for details on the log file).
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The report will contain:

The time and date that the scan was started
Confirmation that the boot sector is okay

The path and file name of any suspect or infected files
A summary of the results from the scan

Startad scanning: Sat How 151701001337
Scanning memory...

Scanning boot sector(a]..

A Boot Record is OK: Standard Tracer

HE

Scanning fila(=]..

AANFOHGEPT. DOG - word Macro/Soncapt virus detected - fila cleansd.
AADCCE DOG - Word Macro/Goldfi ah vinoe detected - file cleaned.
AMDOCE, DOC - wordMacro/Soldfi sh virus detectsd - file cleansd.
AALARCUY XLS - Excel Macro/Laroux. A virua detected - file cleansd.
AAHORMAL DOT - Word Macro/Sol dfi sh virus detectsd - file cleansd.
AATENTACLE EXE - datected Win Tentacles virus. Cleaned file.

Finiahed scanning: Sat How1517:01:47 15337
Humbeer of scanned files: 28

Humber of infectiona: 7.

Humbeer of infections cleansd: 7.

Humber of suapact filea: O

Frogram “iruaes
1 occurmence of Win. Tentacles

Macro Viruses
1 ooccumance of word Macro/Goncept
2 occurmences of Word Macro/Sol dfi sh
1 occumence of Excel Macrof/Larous. A

«[ 1 *
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Tools Menu

8.1

The Tools menu provides a number of options to detect and repair corrupted boot
sectors. This menu allows you to store templates (exact copies) of the current hard
disk drive boot sectors, which Vet95 will use to determine that these boot sectors
haven’t subsequently changed. The Tools menu can also create a reference disk
which stores copies of the template to a floppy disk. Finally, if the worst should
happen, the tools menu can replace the current boot sectors with either the recorded
boot sector template or offer a standard template as a replacement.

Record Template Dialog

The tools menu allows a template to be created for each hard disk drive. Vet will
check that the template matches the current boot sector as part of the first scan of any
session.

Record System Templates E3
Choose the disk drives for which you
wizh to record templates.

o might chooze not bo record a ﬂl

template for a remaoveable hard disk, Hel
to avoid zpurious "mismatch’ reports, B |

Click on each drive (or use the space bar and arrow keys) to select the drive(s) that
you wish to record templates for. Select the OK button when the drives are selected.

Vet will only create templates for local hard drives. Please do NOT create templates
for removeable hard drives unless the drive will ALWAYS be present when your
computer is started.
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8.2 Reference Disk Dialog

A reference disk can be made to store copies of the current templates. These
templates can be re-installed at a later date if the drive has been corrupted by an
unrecoverable virus.

Make a Reference Disk | x|

Select the drive on which the reference disk should be
made.

Enter a caption to identify the PC ta which this disk refers.
Presz OF. to make the reference dizk, or Cancel to zkip it.

IFIoppy A "I

|dentification for reference disk:
IThis iz the template for &drian's D drivel

ok I Cancel | Help |

1 Insert a blank formatted disk, or preferably a system disk in the floppy disk drive

To format a new disk insert it into the floppy drive, in Explorer click the drive, then
click the right-hand mouse button. Select Format, Full and Start.

2 Select the floppy drive in which you will produce the reference disk by using the
arrow keys or selecting from the scroll-down menu.

3 Enteracaption inthe Identification field so that copies of the current template(s) can
be recognised at a later date. As a default the identification field will be set to the
current date and time.

This is extremely important as restoring the templates to the wrong computer will
@ almost never work.

4 Click OK to create the reference disk.

Clearly label the disk and store it in a safe place.
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8.3 Emergency Dialog

was changed after the template was made or if you attempt to restore a template for
a different drive. For this reason the ability to re-install templates is protected with
a password.

@ The re—installation of an old template can cause files to be lost if the drive structure

The Emergency Password dialog will appear and prompt for a password to allow
access to the emergency options. If no password was set during the installation the
default password “VET” will be used.

@ Please note that the password is case dependant so ‘vet’ is not the same as ‘VET’

Emergency Password E
The emergency zervices must be used carsfully, [tz
pozsible to stop your PC working. For that reason, you
must enter a pagzword to get access to them,

Password;

Ok I Cancel | Help

1 Enter the password and then select OK.

When the correct password has been entered the Emergency Services dialog will
appear.

Emergency Services

Chooge a disk drive to verify, Yerify

If a boot gectar does not match a
template [recorded earlier] you can
chooze to replace the template,

Cancel

Help

Pl

Dirives

flopp drive

2 Select the drives you wish to verify using the mouse or arrow keys and space bar.

3 Select OK to start verifying the selected drive(s).
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As each drive is verified a No Mismatch dialog will appear.

4 IfaMismatch dialog appears there is a difference between the template stored in the
registry and the current template. The Mismatch dialog will then offer to re-install
the old template.

For this reason you will be forced to make a Rescue disk before the template will be
restored. If you have any questions call Vet Anti-Virus support (See “Contact
Information” on page ii).

@ Incorrectly reinstalling the old template may cause the loss of all files in the drive.

8.4 Change Password Dialog

Most modern security strategies require passwords to be changed regularly to
ensure computer protection. Also, from time to time, office environment change and
new staff will require a new password.

Change Emergency password E3

Current pazsword:

:

MHew pagzword;

:

Canfirm new paszward:

-

ak Cancel |

Enter the current emergency password in the Current Password type—in box.
Enter the new password in the New Password type—in box.
Re—enter the new password in the Confirm New Password type-in box.

Select the OK button change the password.

[>w|\)|~

For security reasons the password should be changed periodically.
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Cleaning Viruses

9.1

Cleaning Viruses with Vet

Vet has two methods of scanning for viruses. The first is done in the background
while you are performing normal tasks on your PC. The other is when you actually
start Vet and scan selected files and drives. The following sections outline the
recommended default settings for background scanning and the recommended
method for removing viruses when they have been detected.

How to Remove Viruses in Memory

Virus Detected in Memory While Running a Vet Scan

Provided the Memory tab on the Options | Program menu has Enable Memory
Scanning selected, Vet will detect and if possible disable viruses in memory as part
of the first scan performed in any session.

When a virus has been detected a dialog will appear with the name of the virus and
allow the option of disabling it. Select Yes and a message should confirm that Vet
has disabled the virus(es). If it has not been possible to disable the virus call Vet
Customer Care. Once the virus is removed it is recommended that you scan all hard
drives and any floppy disks that may be suspect.

Virus Detected in a File While Running Windows 95

Provided the Enable File Monitor Resident Protection option is selected on the
Options | Enable Resident Protection menu, Vet will monitor selected file activities
such as opening, closing, copying and running. See the

Options | Resident Protection menu or the on-line help for details about the
activities that can trigger scanning.

How to Remove Boot Sector Viruses

Vet’s automatic floppy scanner will detect boot sector viruses when Windows95
attempts to reference a floppy disk. Hard drive boot sectors can only be scanned
from Vet.

Floppy Disk Boot Sectors

By default resident protection is installed to detect boot sector viruses automatically,
to replace the infected boot sector with a standard floppy boot sector and to report
the name of the virus, in a dialog, to the desktop. The defaults can be modified
through the Options | Resident Protection menu. The on-demand scanner can also
detect and repair infected floppy disk boot sectors. The settings for this are
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controlled by the Options | Program | Boot Sector tab. If an infected floppy is
scanned (and it is not write protected) the boot sector will be automatically replaced
and a dialog will display the name of the virus that was removed.

Hard Disk Boot Sectors

When Vet detects a boot sector virus on the hard drive the Repair Infected Boot
Sector? dialog will be displayed.

1 The name of the drive and the type of virus found will be displayed and Vet will ask
if you would like the virus removed. The options are;

Yes Create a rescue disk before removing the virus
No Do nothing except report the virus to the log file
Details Gives information about the infection

Help Displays the appropriate On-line help screen

2 If Yesis selected the Make A Rescue Disk dialog will be displayed. This can create a
snap-shot of the current system which can be used to re-install the current boot
sector in case the removal of the virus corrupts the disk. It is strongly recommended
that a rescue disk be created. Next, Vet will check to see if the boot sector can be
recovered from the virus. The help button will display the appropriate On-line help
screen.

3 If Yesisselected Vet will attempt to remove the virus. If the virus has not corrupted
the original boot sector it will be located and re-instated. If the original boot sector
is unrecoverable Vet will offer to install a standard boot sector. This standard boot
sector will be successful for the vast majority of PCs.

Once the Vet application has been started, the defaults for any boot sector scans will
be determined by the Options | Program | Boot Sector tab. See the On-line help for
more information on each of these options.

How to Remove File Viruses

File viruses will be removed automatically if the Options | Program | Action tab
has been set to Clean Infected Files. Other possible options are to delete or rename
the file. Whichever option is selected, the name of the virus and the name of the
infected files will be written to the log file.

When a scan is performed on a group of files, the file name of the infected file(s), the
name of the virus, and the action Vet has taken, will be displayed in the Vet Report
window. By default only those files that are infected will be displayed. All the files
scanned can be displayed if the Vet Options | Program | Reporting tab All Files
Scanned option is selected.
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Cleaning Macro Viruses

The term “Macro virus” is used to refer to any virus written in a program’s macro
language. Almost all macro viruses have been written in WordBasic (Microsoft
Word’s macro language) and Visual Basic for Applications (Microsoft Excel’s macro
language) for MS Word and Excel. The danger with these macro viruses is that
though they are contained in documents and spreadsheets they are executable code.
Thus the simple act of opening a document or spreadsheet can allow a macro virus
to activate - and infect your system.

When a scan is run on afile, directory, or drive Vet will automatically clean
Winword and Excel macro viruses provided the Options | Resident
Protection | Enabling | Enable resident file monitor is selected.

If it is a Word97 document and it has been infected with a mutation of an existing
virus or a new virus that Vet has not come across before, Vet will remove ALL
macros in the document.

Because it can not be determined which macros are legitimate and which are
infected ALL of the macros in the document will be deleted. This is done to ensure
that all viral code is removed from the document.

Can Vet clean the Excel macro viruses?

Yes. The resident protection will automatically detect and clean infected
spreadsheets, returning them to working order.

Aardvarks
Aardvarks cannot be cleaned with Vet. We suggest a good stiff brush.

(If your Aardvark is infected with a virus we recommend consulting a vetrinarian)
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All files 19
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Bad boot sector 25

Beep on detection 32

Boot sector considered bad 31
Boot sectors tab 25

Browser Window 9, 13, 15
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Details 10, 36

Go 11

Large Icons 10

List 10, 36

New Directory 36
Options 10

Parent Directory 10, 36
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Cancelling auto-scan 28

CD installation 2, 6

Change Password Dialog 50
Clean infected documents 24, 35
Clean infected files 22, 33
Clipboard 12, 15

Closing files 32

Command Box 9

Configure progressive scan 27
Contact Information ii

Cumulative report 21
Customised start-up scan 27

D

Default settings 17

Delete infected files 23
Delete suspect files 23
Disable memory scanning 26
Display (Progressive scan) 28

E

Edit Menu 12

Copy 12

Cut 12

Invert Selection 12

Paste 12

Select All 12
Email alerting 37
Email attchments 33
Email configuration 38
Emergency

Dialog 49

Options 49

Services 49
Emergency dialog 49
Enable memory scanning 26
Enabling 29
Executing programs 32

F

Fast scan 18, 32
File Menu 11
Exit 11
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File monitoring tab 31
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Files of these types 19
First boot 28
Floppy boot sectors tab 30
Full scan 18, 32

H

Help Menu 14
About 14
DOS VET 14
Help Topics 14
Virus Information 14
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Vet95 10
Icons 9
IDE Disk 26
Include subfolders 18
Infected document files 24
Infected files 33
Infected or suspect files 21
Infected program files 22
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Internet protection 31, 33

L

Level Up button 43

56 Vet for Windows 95 Manual

Limit logfile size 21
Log File 44
Log file 20
Resident protection 35
Logfile 35
On demand scanning 21
Start-up scan 28

M

Macro language 19
Macro virus actions tab 34
Macro viruses tab 24

Mail server 38

Master installation 5

Memory tab 26
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View. See View Menu
Window. See Window Menu
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Change Password

See Change Emergency Password

Dialog
Emergency
See Emergency Dialog
Program 13
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See Reference Disk Dialog
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Options Wizard 41
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Password changing 50
Password protection 41
Program Viruses tab 22
Program Window 9
Progress of start-up scan 28
Progressive scan 4, 27

Progressive scan properties 28
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Delete 23
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Rename 22, 23, 24
Report only 22, 23, 24
Suspect files 23
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Check for large IDE driver 26
Invalid boot sector or known virus 25
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Replace bad boot sector 26
Scan boot sectors 25
Treat as a bad boot sector 25

Unknown or invalid boot sector, or
known virus 25
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Reporting 20
All files scanned 21
Cumulative report 21
File Names Reported 20
Infected or suspect 21
Scanning 17
Add 19
All files 19
Default 20
Delete 20
Fast Scan 18
Files of these types 19
Full Scan 18
Include subfolders 18
Show network drives 18
Skip renamed files 18

R

Record template 47
Reference disk 48
Reference Disk Dialog 48
Rename infected files 22
Rename suspect files 23

Report & deny access 33, 34
Report File Browser Dialog

File Name Type—in Box 36
Save as type 36
Report infected documents 24
Report infected files 22
Report only 23, 33, 34
Report Window 9, 15, 20
Scanning 44
Reporting tab 35
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Reference Disk 14

U
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Vet95 Program Window 9
View Menu 12
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Arrange Icons 13

Details 12
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Refresh 13
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