HS USER MANUAL

HACKSTOP

Revi sed docunentation for HS 1.19 (HS.DOC build 17)

1 QuUICK REFERENCE

Synopsis: HackStop (HS) protects DOS COM and DOS EXE fil es agai nst
hacki ng, nodification, analysis, reverse engineering and unpack-
ing. HackStop is distributed as shareware.

A f ew questi ons:

Have you ever witten a program then found out the next day
t hat your program had been cracked and uploaded to all the warez
ftp sites across the world?

Have you ever invested a lot of tinme and noney in devel oping a
program which you released as shareware with a registration key
option? Just to find out that soneone created a generic keygen-
erator to register the current and future versions of your work?

HackStop can help you!

HackStop encrypts your DOS prograns, attaches a decryptor and
makes the program start at this decryptor. Wenever soneone exe-
cutes a HackStopped program it wll automatically be decrypted.
But not before HackStop has checked its environnent. If you try to
debug the HackStop decryptor, you m ght have a hard night...

HackStop was not witten to make noney. Oliginally, the author
used it for protecting his own software. HackStop was released
first as shareware in 1994. It has becone the best-known DOS pro-
tector, stable and pretty secure. HackStop inspired many coders to
wite unpackers or progranms with the same functionality. The reg-
istration fee is very low, looking at the tinme it took us to de-
vel op HackSt op.
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1.2 How To Use HackStop?

Thi s

is HackStop’s command-1ine syntax:

hs [filename] [-options]

Options can start with a slash or even a comm, too.
For exanple, to protect negaprg.exe in the current directory:

hs megaprg.exe

HackStop will only protect files ending with ".COM and ".E

After
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Hackstop“ it. You can inagine why! Be sure to test your protected
program We have tested HackStop a |ot ourselves, but some incom
patibilities possibly arise with, for exanple, overlaid EXE pro-
gr ans.

HackStop automatically creates back-up files with the extension
.BAK for EXE-files. In fact, your original file is renamed to the
extension ".BAK' and HackStop creates a new EXE based on the back-
up file, which is opened read-only. To use the extension .EHS
rather than .BAK, invoke HS with the additional option "-bh". Ex-

anpl e:
hs myfile.exe -bh

The tine and date stanp of nyfile.exe remains the sanme. There are
a lot of other options...

1.3 Commandline Parameters

HackStop can be invoked with the follow ng additional commandline
paraneters:

z Mezaninc
-? -h Di spl ays a short hel p, how to use HackSt op.
- bh Makes a back-up file with the extension

".EHS' for EXE files and ".CHS'" for COM
files. Warning, old back-up files are over-
witten!

- Shows a Ilittle intro with greetings and
other nice stuff — with Adlib sound! For the
intro you need a 386 CPU

-1 Shows HS internal conpiler information.

-k Kills the "HsxxMsDos" signhature at the end
of HackStopped files. You can use this op-
tion to fool unpacker tools. This option is
only available in the registered version.

-nb Does not encrypt the body of EXE files

-nr Does not encrypt the relocations of EXE
files

-p Shows the version nunber, conpile time and
t he personalised text of HS.

-pb Shows the build nunber of HackStop. A build

is a program reconpilation after changes
that just aren’'t mjor enough to raise the
version nunber. The two other nunbers are
COM decryptor size and the EXE decryptor

si ze.
Options are not case sensitive. You can use "-", "/" and "," to
i ntroduce an option.
Exanpl es:
hs -?
hs /ii
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hs -p
hs /pb
hs confile.com, bh
hs real exe. exe -k
hs -i

1.4 What does HackStop do?

HackStop encrypts and secures your executable program files by
pl acing a special security envel ope around them Except the auto-
matic decrypting process, the security envel ope takes care of the
actual protection.

To protect a specific file, sinply run HackStop on it, and you and
your users will not know that it's there unless sonebody tries to
crack or analyse it. This is usually done using a debugger or dum
per. Do not expect to be able to easily trace through HackStop's
security envel ope using many debuggers - advanced debug traps help
destroy this option. Furthernore HackStop has different |evels of
encryption to stop tracing or analysing attenpts on protected pro-
granms. HackStop is one of the nost advanced executable protection
prograns of its type to keep your prograns from being altered or
reverse engi neered.

HackSt op does not only use sinple ‘ XOR encryption techniques. HS
includes a sinple "mni nutation engine" to ensure that the en-
cryption keys are unique. In the current version HackStop has sev-
eral layers of encryption. HackStop includes code agai nst popul ar
hacki ng tools |ike:

TR, lceUnp, TRON -p, UNP, X-Tract, debug

Ded ucker, CUP386, ERP, Turbo Debugger, Softlce

TEU, UPC, Entpack, XPack —-UX, AutoHack, SnapShot, Intruder
CUNP, XO

Please refer to the file H STORY.DOC to see all "supported" un-
packers.

1.4 Files That Can't Be HackStopped

First, HackStop only protects executable files, recognisable on
its .COM and . EXE extensi on.

Second, Wndows, OS/2 or BeOS .EXE files can not be protected by
HackStop. Technically, these files have the PE ,Portabl e Executa-
ble“ format, defined by Mcrosoft. A PE-program is basically a
small DOS program (the ,stub®) plus a huge ,overlay® (additiona

bytes in the program on disk that will not be |oaded into nenory
when the programis executed). The stub says sonmething like "This
program requires Wndows" and contains a pointer to the actua

program DOS will display the error nessage, Wndows wll start
the real program HackStop will automatically detect whether a
file has a Wndows, OS/2 or a linear executable header and does
not waste your tinme trying to protect it.

Third, HackStop has its own limtations:

Documentation for HackStop Page 4



HackStop tries to load an EXE header of 64 bytes to determ ne
the file type. Because of this, files smaller than 64 bytes can
not be HackSt opped.

COM files larger than approximately 61000 bytes can not be Hack-
St opped because the decryptor would not fit into the maxi mal COM
size of 64 KB — 256 bytes (PSP) — stack size. You can find Hack-
Stop’ s decryptor size using the —pb switch.

Files with overlays cannot be HackSt opped because the "Load W n-
dow' of DOS could now be too small for this file. However, you
could try the alternative solution using Ben Castricunis classic
UNP 4. 12b t ool :

unp | program.exe out.exe -r+
hs out.exe
unp o program.exe out.exe

HackStop will not protect files with a weird EXE header for your
own safety. This case includes files with nore relocations than
t he header could include or files with maxnmenm=0 al | ocati on.
HackStop will not protect files with nore than ~16000 rel ocation
itens - files that never have been seen in real life. This is
because the HS decryptor does not scan for a new segnent if
there are so many relocations, a speed om ssion because nost
files do not need it. In the case you have such a file you nust
conpress the file first (we recomend UPX).

H nt: Use an on-line conpressor like Pklite or UPX before protect-
ing the file with HackStop. The program wll be nuch
smal | er. HackStopped files normally are no | onger conpressi-
ble due to the strong encryption!

You can technically protect files |ike COWAND. COM but in our
opinion it makes no sense to protect DOS system files. W did not
test it either.

1.6 Why Should | Use HackStop?

For the few DOS freaks out there, we don't need to say that com
pressing files wth PKLITE or sonmething simlar does not offer
enough protection. Anyone can deconpress PKLITE-conpressed files
quite easily. Not only UNP does the job, but also with a little
interaction TR will do everything for you due to the conplete |ack
of anti-TR-debug tricks. Even if a programis conpressed with the
supposedly "invincible" -E option of the professional version of
PKLI TE or the "pu" option of WA\Pack.

There are a lot of tools that can do this. W have at |east about
40 different unpackers that can unpack PKLITE or LZEXE. | even
have at |east three batch files that are able to renove protection
from COM files. If you are interested in such unpackers, then try
to request the UNTINY archive at your local ROSE Distribution Site
(see ROSEBBS. TXT).

After deconpressing a conpressed program anyone can change your
program (renove copyright screens, disassenble code, etc) and
spread it around. NO software protection program wll stop al
crackers, for sure in 1999. But HackStop does a good job protect-
i ng your prograns against nost of them
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Conpared to other protections nowadays, the nain advantage of
HackStop is clearly its conpatibility. Been famous for this in the
past, we recently have had sonme unstable releases. However, this
version is as reliable as usual.

All prograns from ROSE SWE are protected with HackStop - this
nmeans that about 75.000 users are runni ng HackSt opped prograns!

1.7 Requirements

The requirenents to run files protected by HackStop are basically
zero: DOS 3.30, an 8086 processor with 256 KB, etc... From version
1.19 on, the HS programitself requires at |east an 80386/ SX CPU
to protect files or viewthe intro.

Protected files can run on ny 8 Mz XT, and we have done nuch
testing of HackStop on even this | owest comon denomi nator type of
machi ne, to make sure that HackStop will run on every type of com
puter from Intel 8088 to AVD K7 and beyond. Start HackStop wth
the option "hs -te" to see our test bed.

2 TECHNICAL NOTES

2.1 Version numbering

As you mght know, HackStop has had a turbulent history. Having
had its best tine around 1995, it is now back again, being updated
by two enthusiast authors, who have since a long tine just rewit-
ten the docunentation you are readi ng now.

In the past, HackStop was criticised for its version nunbering

| ndeed there were about ten versions 1.17 floating around. In
fact, this was the ideal weapon against all ungeneric HackStop un-
packers at that tine. The next information can help you to iden-
tify the HackStop version you have net.

Starting from version 1.11, HackStop adds a signhature to prograns
protected with HackStop. You will find at the last 9 bytes at the
end of the file the follow ng code:

"HS", verhi, verlo, "MsDos"
"verhi" and "verlo" are the version nunbers of the used HackStop
program |If you have used version 1.11 then “verhi® is 1 and
“verlo“ is 11.
printf(""Version used: 2i.2602i", verhi, verlo);

From HS 1.18 on, a program called ChkHS is included which uses
this detection of protected files. However, this will not work on
files that are protected using the "-k" switch in the registered
version of HackStop

From version 1.18 on as well, HackStop has the option "-pb". This
option shows the currently build version and the actual protector
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length. This option was witten for ChkExe, ScanExe and other
tools to determne the different HackStop versions. Please note
t hat personalised registered versions of HackStop have a different
build than regi stered versions or the shareware version.

This is a typical output of hs -pb

HS-I1D = HS.386, Build=61.2867.3078 - pre-release for ...
HS-1D = HS, Build=68.3058.3130 - Special X-Mas release!

The HS-ID tells you if it is the 8086 (HS) or the 80386 (HS.386)
version of HackStop. Build is split in build counter, COM protec-
tor length and EXE protector length. Sonetinmes an internal remark
will follow just like "beta version" etc.

Sonme popular online conpressors |ike WAWack, UPX, Pklite, LZEXE
and Diet put a signature into the exe-header. If HackStop finds
one of these known signatures it wll replace themwth "HS".

2.2 COM versus EXE

COM files belong to the CP/M age, when a code, data and stack of a
program together had to fit within one 64-kb segnent. COMfiles do
not have relocation itens, because of this one segnent.

COM files are easy to hack, because DOS is an unsecured OS and
does not clear the used nenory, so the unpacked prograns can be
found in nmenory. COM files fit into one segnment (so CS=DS=ES=SS)
and have no relocations. They don't even have a header: the entry-
point of the program is the first byte of the file. Therefore,
dunps of the unprotected program are directly executable. Unpack-
ers are far easier to wite for COMfiles than for EXE files.

EXE files have a header of varying size. EXE files can have any
| ength and have an overlay if the file is longer than it should be
according to the EXE header. EXE fil es have several segnents.

As well, the EXE header contains the relocation itens. These are
offsets in the exe body where DS+10 has to be added. DOS does this
automatically after having |oaded the exe body inmage into nenory,
but because HackStop has encrypted the exe body and the rel ocation
itens, the HackStop decryptor has to do this itself.

If you have the choice between .COM and .EXE file type, choose
.EXE files, they are safer! For this reason an additional program
(COVMREXE) is included in the HackStop package to convert .COM
files to .EXE. As well as you can protect files twice with Hack-
Stop (remenber that back-up files are overwitten!) you could pro-
tect .COMfiles, convert themw th COVMEXE and protect them again.
This adds a two-level security envelope around your file that
makes hacking a little bit harder, but the loading tine a bit
sl ower .

2.3 How Does an Unpacker Work?

Ah, the technical part... Haven't you been waiting for that? :)
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There are several ways to destroy HackStop’s protection, as shown
in the past. Wen an unprotection utility unprotects a file, it
creates a virtual DOS environment for the file to run in - unti
the security envel ope has finished decrypting or unpacking itself.
When this is done, the unprotect utility wites back to disk what
is in nmenory. Now you have your unprotected file.

Unpackers are usually divided in types. Conpare this docunmentation
to that of other protectors and you' |l see that nobody really
agrees about what the type ,generic unpacker® neans (in my opinion
that’s a program that renoves any security envelope from any
file). By origin, generic unpackers were neant at |east to renove
future versions of a specific packer

Ungeneric unpackers

Ungeneric unpackers are meant to renobve one specific protection
These prograns usually use neat tricks; they hook an interrupt,
set a breakpoint on a place where HackStop by m stake allowed that
or msuse other protection holes. Many unpackers for HackStop have
been witten this way (KaOt's unHS, MegaDevil’'s unpHS, Stefan Es-
ser’s HSR, RandOnmis KillHS, tHE rIDDLER s xHS, Gabler’s HackStop
renover ...) Previous versions of HackStop did not include a relo-
cation decryptor, so ungeneric unpackers were relatively easy to
code; starting with HS v1.19 future versions of these tools wll
require a relocation rebuil der.

Library-based unpackers

Intruder was the first unpacker based on this system UPC was a
| ntruder-recode by ny personal coding god Synopsis, the great TEU
program by JVP followed the idea, the undocunented XPack-option UX
contai ned TEU-code and the latest addition to this breed is the
fine Bl ast Wave.

If your programis witten in a high |Ievel |anguage |ike Pascal, C
or Basic, the conpiled program uses sone interrupt calls which are
typical for the used conpiler. Tools like UPC, Intruder and TEU
sinply hook these interrupts and wait for these calls. Then, they
search the original entry point of the program (because nmeanwhile
t he protector has done its work).

So how does HackStop stop such unpackers? Well, it sinmulates the
start-up code. Tools like TEU will detect a false start-up code
and dunp up to 2 MB of scratch to disk, claimng that this is the
unpacked program HackStop has sinulated nore than 10 different
start-up codes in the past. W have cleaned up a bit in the nean-
time. We still work on a main generic shield, which already ren-
ders all these nice tools useless, but there are conpatibility
probl ems. A prototype of this shield is present in Mess 1.30 /T,
once it is finished it will be included in HackStop.

As an alternative for failing protections in protectors |ike Hack-
Stop, things like Hold s ANTIUPC and MaX Anti-TEU have been wit-
ten and sone people have even cone up with changed system units
for Turbo Pascal .
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Tracers

Tracers break after every instruction. There are several ways to
code a tracer. First, there’s the Intel nethod: using the break-
points the processor provides. In 1994, everyone still wused the
standard intl-method using the 8086 trap flag (,software break-
points“), ITUP and UNP t were conpletely based on it. D sabling
this single step tracing, or playing around with the stack, wll
kick this kind of tracers.

Turbo Debugger 286 does not really use single step tracing. It
hooks interrupt 3. Wen tracing, it overwites every next instruc-
tion with an ,int 3“ instruction. Wen control is returned to TD,
TD restores the instruction and starts all over again. Playing
around with the interrupt table is enough to kick TD286.

The UCF coder Al ex Petroukine (aka Sage) set standards in 1996, by
using the 386+ specific ,hardware breakpoints® we knew from
Softlce and TD386 for his generic unpacker CUP386 /3. The internal

debugger was even greater. It defeated HackStop immediately at
that time and forced the scene to invent even nore tracing-based
anti debugging tricks. Currently, the best tracer of this kind is
GIR (again by an excellent UCF coder, Hendrix), while Lado’'s LTR
and CrazyMaX Ded ucker still do a very nice job. The HackStop
version for the 8086 does not disable hardware breakpoints. There-
fore, a HS386 alias HackStop/32 version is available with severa

386+ antidebugging tricks. W advise you to use HS386 instead of
HS86 because of this better security.

| nventing tracing-based antidebugging tricks is even nobre essen-
tial for the second way of tracing. CUP386 /7, and nore known, de-
buggers like Liu TaoTao’s TR and tracers |like Jaumng Tseng's
| ceUnp enul ate every instruction instead of executing it. HackStop
tries to kick these by checking enulation bugs. For exanple, TR
2.53 treats 386+ instructions |like BT as a NOP

Memory Dumpers

These tools do often not produce working executables, but nenory
snapshots while the program is unpacking. Usually these snapshots
are nmade using the timer interrupt or hardware breakpoints. Hack-
Stop tries to detect these prograns on their hooked interrupts.
Martin Malik’ s hAWD! protection even disables interrupt 13h, but
t his approach woul d sl ow down concurrent processes.

Sel dom described in protector docunentation is the relatively new
technology by EIiCZ to use Wndows-specific breakpoints to dunp
protected progranms. Currently, HackStop does not contain tricks
agai nst Eli CZ EDunp program which makes use of this technol ogy.
The problem is that EDunp operates on ring0O-level while Hack-
St opped prograns are ring3. EDunp can not be renmoved by the Hack-
Stop decryptor w thout harmng Wndows. At the nonment that this
docunentation is witten, all protectors that claimto kick EDunp
do not.

Offline protection

Hardly a protection, HackStop after five years still contains the
i nfamous, often sinmulated ,opcode encryption®, alias Nebel bonbs.
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Even TEU, C phator and PELockNT are full of this anti-
di sassenbling code. The so-called Nebel bonbs take up about 25% of
the anount of bytes of a HackStop decryptor. In fact Nebel bonbs
are just harm ess instructions which junp to a location within an-
ot her opcode. This causes the HackStop decryptor to be difficult
to disassenble using tools like IDA 3.80 or Sourcer 7 by V Conmu-
ni cati ons. However, tools |ike MOWand AHCR (by ROSE SWE) exist to
repl ace Nebel bonrbs with NOP instructions.

Recovery programs

The name of this programis borrowed fromthe docunentation of the
only program of this type: ERP by Richie. As explained in the COM
versus EXE part, EXE files can have relocations. These things in-
vol ve know edge of how DOS |oads EXE files, which is not entirely
trivial. It is easy to find out whether the author of your favor-
ite protector has this know edge: copy any EXE file with nore than
O relocations (say ARJ.EXE) to a tenporary directory and protect
it. Next, view the resulting file. Search for a nice string
(,copyright* is a safe bet). Does it occur? Yes? In that case, the
string has not been encrypted, even while you protected the pro-
gram Even nore funny; try to change the string with a hex-editor.
Does the changed program still run? If yes, consider how difficult
it nmust be for a cracker to change your code.

Run this procedure with HackStop 1.19 and you'll see that you're
safe. But sone protectors, anmong them earlier HackStop versions,
do not encrypt the EXE body if there are relocations in it. Except
for the risk that people are changing the code, it is very easy to
renove the protection itself then — the only things mssing com
pared to the unprotected file are the starting point of your pro-
gram (not necessarily the first byte) plus the starting point of
t he stack.

This is where ERP comes in. ERP recognizes entrypoints in EXE bod-
ies. After successfully ERPing a protected file, the protection is
sinply not executed. It is like digging a tunnel below a wall. But
HackStop does handle relocations, thus turning the sand into
stone...

2.4 About HackStop

HackStop is witten entirely in assenbly |anguage (MASM 6. xx,
macros and ASM |ibraries). W have witten and tested HackStop on
different devel opnment platfornms. Furthernore we have tested Hack-
Stop on nore than 50 different machines with different DOS and
W ndows versions. HackStop's anti-debuggi ng techni ques (which use
the sanme anti-debugger macros |ike ROSETINY, ChkPC or HMS) have
been around for over seven years, wth many people pitching in
i deas and unpackers to make it nore secure. W credit them bel ow
and in the HackStop intro (hs —i).

| f you have any suggestions, questions, comrents etc. about Hack-
Stop, you can contact us. W are happy to get feedback!
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By origin, HackStop is an idea of Ralph Roth. Al versions from
0.90 up to 1.18 are mainly his work. The nmain devel opnent on ver-
sion 1.19 has been done by Stonehead.

2.5 Protection against Viruses?

HackSt opped prograns are imuni sed against the standard Jerusal em
(1808) virus famly. For this reason all HackStopped prograns end
with the sign "MsDos" — this nakes the Jerusalem virus think the
HS-protected file is already infected. Besides, tracing viruses
i ke Happy_Shiny or DAME: Trigger will hang the systemif they are
trying to infect prograns protected with HackStop. If you need ad-
ditional protection, protect your file with a shield like VSS, F-
Xl ock or FileShield too.

It may be possible for a protected program to set off sone anti-
viral progranms that have heuristic abilities. This has not hap-
pened to nmy know edge (it seens they cannot trace through the de-
cryption algorithnm) but sonme (AVP, F-Prot, RHBVS, Suspicious and
Tool kit) are set to alert the user if they detect a decryption al-
gorithm at the beginning of a file's execution. So far, none of
the heuristic prograns | have tested seem to be able to identify
the decryption algorithm as being such. TBSCAN can indicate sone
heuristic flags, however.

3 LEGAL TERMS AND DISCLAIMER

3.1 Disclaimer

HackStop basically has no l|legal guarantee and warranty because |
do not want to get sued over it, and should be used "as is". Here
is the official disclainer:

HackStop ("progran') DOES ALTER EXECUTABLE FILES and may have
or cause conpatibility problenms with them (that is why
YOQU shoul d keep a back-up file, in case of inconpatibil-
ity with a particular file) in certain circunstances.
Under no circunstances ROSE SWE, Ralph Roth ("author")
may be held liable or accountable for any danage to sys-
tem files, executable files, data files, or any other
system or data damage due to use or msuse of his pro-
gram The author also may not be held accountable for
| oss of profits or for any other damages incurred by the
use or msuse of his program The author has forewarned
any users that damage to files may occur with use or
m suse of his program and in executing the program the
user fully understands these risks and this disclainer.

3.2 Documentation

Information in the docunentation is subject to change w thout no-
tice and does not represent a conmtnent on the part of ROSE SWE
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The nane ,HackStop“ is historically defined. In the current age,
the ternms hacking and cracking are often redefined and confused.
We assure you that this program will not stop anyone hacking the
root account on your Linux box. :)

3.3 License - Shareware

The supplied software contains NO public domain progran(s). The
program and all acconpanyi ng docunentation are Copyright (c) 1994-
1999 by ROSE SWE. All rights reserved.

The Copyright laws of Germany protect this software and acconpany-
i ng docunentation. Any use of this software in violation of Copy-
right law or the ternms of this limted |licence wll be prosecuted
to the best of our ability. The conditions under which you may
copy this software and docunentation are clearly outlined bel ow
under 'Distribution Restrictions'.

HackStop is distributed as SHAREWARE. You may use HackStop for the
purposes of evaluating it (after understanding the disclainmer and
the docunentation) for 60 days. No files protected by HackStop
during this trial period may be distributed to OTHER conputers at
all, comercially or non-commercially. If you find HackStop to be
of use to you, you nust register HackStop with the author.

ROSE SWE hereby guarantees you a limted |icence to use this soft-
ware for evaluation purposes for a period not exceeding sixty (60)
days. If you intend to continue using this software (and/or its
docunentation) after the sixty (60) day evaluation period, vyou
must nmake a registration paynent to ROSE SWE. Using this software
after the sixty (60) day evaluation period w thout registering the
software is a violation of the terns of this limted |Iicence!

You shall not use, copy, enulate, clone, rent, |ease, sell, no-
dify, deconpile, disassenble, otherwi se reverse engineer, or
transfer the program or any subset of the program except as pro-
vided for in this agreenent. Any such unauthorised use shall re-
sult in imediate and automatic termnation of this |icence. ROSE
SWE reserves all rights not expressly granted here.

3.4 Distribution Restrictions

As the copyright holder, ROSE SWE authorises distribution by indi-
vidual s only in accordance with the follow ng restrictions.

The package is defined as the entire file either as 'self ex-
tracting executable' or an 'archive' as distributed by ROSE SWE
The authenticity of the package can be verified by contacting ROSE
SWE or using the program CrCheck. The original archive is packed
by RAR, using its AV check. If the package is changed in any way,
the distribution is forbidden. Please contact ROSE SWE to obtain a
conpl ete package suitable for distribution. You are hereby granted
perm ssion by ROSE SWE to copy the package for your own use or for
others to evaluate, ONLY when the follow ng conditions are net:

The package - including all related program files and doc-
umentation files — ARE NOT nodified in any way and nust be dis-
tributed as a conplete unchanged package, w thout exception.
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Smal | supplenments to the package, such as the introductory or
installation batch files are acceptable. This should always be
done by supplying EXTRA files, never by altering the package
(file) as distributed by ROSE SVE

No price or other conpensation nmay be charged for the package. A
distribution cost nmay be charged for the cost of the diskette,
shi pping and handling, as long as the total (per package) does
not exceed US$ 10. The package CANNOT be sold as part of sone
ot her inclusive package, nor can it be included in any commer-
cial or non-comrercial software-packaging offer, without a wit-
ten agreenent from ROSE SVE

ROSE SVE prohibits the distribution of outdated versions of the
package, w thout witten permssion from ROSE SWE. |If the ver-
sion you have obtained is over twelve (12) nonths old, please
contact ROSE SWE to ensure that you have the nobst current ver-
si on.

The package, progran(s) or docunentation cannot be 'rented or
'l eased' to others. If you wish to add any of our packages to a
CD- ROM or other collection, please check the rel ease date of the
version you have. If the version is over twelve (12) nonths old
then please contact ROSE SWE to ensure that you have the nost
current version.

If you would like to distribute the package as a 'D sk-of-the-
Month', or as part of a subscription or nonthly service, then
you nust contact ROSE SWE in advance to ensure that you have the
nost current version of the software. Only current versions nmay
be shi pped as ' Di sk-of-the-Mnth' disks.

You may not list this product in advertisenents, catal ogues, or
other literature that describes this product as ' FREE SOFTWARE' .
This is 'Try-Before-You-Buy' software, it is not free!

4 CLOSING

There is no doubt that HackStop can save you tine, effort, energy
and noney. There are no "run-tinme fees", "royalties" or anything
of the type attached to the cost of HackStop. You can protect and
distribute as many files as you want with HackStop ONCE YOU REQ S-
TER. The cost is DM 30,-- per copy of HackStop. Please use the
file REGSTER DOC to order a registered version of HackStop.
Please send the register form to ny address, even if you have
transferred the noney to ny bank account, because our address wll
of ten be unreadabl e on checks!

4.1 Registration

There is alnmost no difference between the registered and unreg-
istered version of HackStop except for the "beg remark"™ and the
ASCII remark in HackStopped programs, saying that it is an UN
REG STERED SHAREWARE version. The registered version of HackStop

has a different 'data offset', other antidebugging nacros and a
different protector length, so progranms protected with the share-
ware version will always differ from the registered versions. The

regi stered version of HackStop supports the "-k" switch to renobve
the HackStop signature. Along with registering HackStop you wl|
receive the newest currently available version of HackStop. To
regi ster your copies of HackStop please print out the file
REGQ STER. DOC.
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Additionally with the registered version of HackStop you wll re-
ceive the latest versions of ROSE COM Crypt/ 286, ROSE EXE Cryptor
(REC) and ROSETINY (Freeware) as well as beta versions of HackStop
or other file protection tools, if available! German users wll
additionally receive sonme bonus antivirus progranms in German wit-
ten by ROSE SWE. W always try to pack as nmany prograns as pos-
sible on the disc containing HackSt op.

Registered users can order the newest version of HS for half
price.

4.2 Personalised Versions of HS

You can obtain a so-called "personalised" version of HS. The dif-
ference between the normal version and this version is that your
copy of HS carries your nanme and address or an advertising sl ogan.
If you want, you can include up to 6-10 lines of text! You can
send us your ASCII text logo to be included in HS. EXE. There is
al so a version available with no text.

For this reason personalised HS versions will produce HackStopped
progranms with a different length and a different offset that neans
that they are harder to attack than the registered (standard) or
Shar ewar e versi on. COWERC AL USE OF HACKSTOP REQUI RES A REG STRATI ON!

4.3 How to get the newest version of HackStop

First take a look at the file ROSEBBS. TXT - it contai ns addresses
provi di ng new HackSt op versions for downl oadi ng.

Hanno Boeck has established the "EXE distribution list". Over this
mailing list we send the newest HackStop (and related prograns
from ROSE SVEE) .

Join your mailing list at subscribe-rose swe@G oups.com get all
prograns from ROSE SWE via email - see ROSEBBS. TXT for further de-
tails!

4.4 Contacting the Author

ROSE Softwareentwicklung
Dipl.-Ing. Ralph Roth

RalphRoth@gamx.net
http://come.to/rose swe

Check the file REGQ STER DOC and ROSEBBS. TXT for the com
pl ete address, PGP key and Emai|l address!

4.5 Enhancements In Future Versions

If there is enough interest, the followng features could be im
pl ement ed:
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Enhanced encryption of the HackStop decryptor using a nutation
engine, to inplenment the earlier clainmed ,menory encryption®
100% This could be done using the SHAVMVE nutation engine from
St onehead's Mess. However, a major rewite will be necessary.
Virus selfchecking of COM and EXE files (optional).

Optional password protection.

Optional 80386 checki ng of HackStopped prograns.

HackStop for coff2 files (produced by GNU DIGPP conpil er)
HackStop for Linux (elf file format)

Handl i ng of Wndows 9x/NT (PE) EXE programs. A PE (W n95/ NT)
prot ot ype al ready exists.

Thank you for evaluating HackStop and reading the docunmentation.
Happy HackStop'ing! Al inprovenents and suggestions are wel cone!

4.6 Credits

W would like to thank and send "greetings" to the foll ow ng peo-
ples for pitching in ideas, finding bugs and doing beta testing of
HS the | ast years:

Andreas Marx (author of CGL AV and TScan)

Ben Castricum (aut hor of UNP)

Christian Chisler (author of W n-Commander)

Gi scha Brockhaus (author of Skull Check)

Hanno Boeck (author of ChkEXE)

J. H Dinges

Pet er Hubi nsky (Sysop SAC BBS/ SAC ftp) for being the first
di stributor of HackStop worl d-w de.

Rafal Werzbicki & Piotr Wrezak (authors of WAWack &
SacVi ew)

Ral ph Biedermann (formerly sysop of LionBox/Germany), all
t he sysops distributing HackStop!

Rene Rudol f

Stefan Kurtzhal s (author of SSC)

St onehead (aut hor of Mess and co-aut hor of HackStop)
VrtikSoft - J. Valky & L. Vrtik (authors of TraceLook). THX
guys for pitching in so many ideas in HackStop

Walter Gabor and Thorsten Wber (M.D) for correcting the
docs.

WIlli Marquardt for antidebugging tricks and for being the
first person hacking HS.

Everyone on the HackStop betatester-mailinglist

The 31337 side (X-Adi, UE, UCF, TPiNC, Vandals etc.) - see
the intro. You know docunentation sucks! ;)

Al those we have forgotten to nmention: Run HS.EXE with the
option "-i"

Jereny Lilley and Andrew Kacy. The earliest version of this
docunentation was witten around 1995 using the docunenta-
tion of their prograns Protect! and LockMaster as an exam

pl e.

/* the end */
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