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A few words from the team

Firg of al, we would like to thank you for purchasing or consdering the purchase of IDA Pro. If
you decide to buy IDA Pro, let us stress that we don't see this as an end, but rather as the beginning of a
relationship : our god is not only to offer timely technical support but aso to respond to your future needs.
That iswhy your feedback is so valuable to us: please fell free to contact us; IDA Pro's users have made it
what it is now.

Based on your feedback, we continue to improve IDA Pro. Be sure to regularly check our web
pages for enhancements, corrections and new releases. All IDA Pro customers are entitled to free updates
over the Internet for one year.

Writing a manud for IDA Pro is probably an impossible task : disassembler users are highly skilled
specidids, IDA itsdf ishard to use, counterintuitive at times and, difficult to master. In addition, IDA Prois
S0 versdtile that what applies to Java class disassemblies hardly matters for segmented 80x86 architectures
and vice-versa. No matter how hard we try, the perfect manua is out of our reach. It isunlikdy that we
will ever be able to cover dl your questions in advance but we are here to help you. Therefore, this Sartup
guide does not aim to be an exhaudtive introduction to IDA Pro. Rather, our hope is that it will expose the
generd philosophy behind its operation and help you get afaster start with IDA Pro.

[Ifak Guilfanov, Man Developer
Pierre Vandevenne, Manager



Screen Resolution

IDA Pro dso runs on non-Windows platforms, that iswhy it is still a character mode application. The
default 80x25 text screen is probably not the environment you want to work in. When it first sarts, IDA
Pro will offer you a choice of available resolutions.

If you run the DOS32 version of IDA Pro (IDAX), the program will adapt to any active resolution,
provided it is within bounds accepted by your video card. For further configuration, you may want to
examine the IDA.CFG configuration file and customize the workspace resolution to your liking.

Window zize: Medium (188x35>
Window size: Wide <(132x25>
Window size: Big (132x43>

Load thisfilein any text editor and search for SCREEN_MODE. Y oull find something like this, where

#ifdef __ MSDOS__

SCREEN MODE = 0 // Screen nopde to use
/1 0 - don't change screen node
/1l DOS: AL for INT 10

#el se

SCREEN_MODE = 0x8040 // Screen node to use
/1 high byte/cols, |ow byte/rows /1
i.e. 0x5020 is 80cols, 32rows

which we suggest you adapt to your need.



Processors, Processors

When IDA Pro loads a binary image, it will try to determine the format of the image and the
processor that was targeted. If it cannot automatically make this determination, you will see the following
didog

Ax1 804
0 BxA

Change processor
=

G

Y ou can then select the appropriate processor for your project. Some of the processors we support need
to be specified explicitly, for example if you want to force the endianness (ARM) or use specific processor
extensons such as MM X or 3D-Now, you will have to sdect them manudly.

Intel 88x86 processors

Often, IDA Pro will auto detect the processor type (Intel 386 in protected mode for example), the
file type (Portable Executable for example) and will use the information collected from the header of thefile
to initiate auto-andysis. Thiswill start exploring the obvious execution paths in the target program.



Analysis Options
Andyss options can be defined initidly from this menu.

[¥]1 Analysis enabled

I H

The defaults are usualy good for most purposes and will not be reviewed in details here.
Remember that dl the IDA Pro andyss parameters can aso be configured through the IDA Pro
configuration file and the gpplication menus. It should be noted that the configuration file is probably the
best place to store settings which you frequently use.

Defining Code

Sometimes, either because the file has no specific entry point (& ROM for example) or because the
automatic andys's has not found an execution path, it will be necessary to help IDA Pro. This combination
of automatic andysis and human intervention iswhat alows IDA Pro to obtain results that the
non-interactive products cannot reach.

In the following Stuation, assume IDA Pro haan't recognized that this sequence of byte is actudly a
meaningful code sequence. Move your cursor on the seg000:0b91 line and press C

seg000: 0B9B db 0BOh ; _
seg000: 0B9C db 90h ; E
seg000: 0B9D db 26h ; &
seg000: 0B9E db 88h ; é
seg000: 0B9F db 4
seg000: 0BAO db OBEh ; ¥
seg000: 0BA1L db 1 ;
seg000: 0BA2 db 0 ;
seg000: 0BA3 db 26h ; &
seg000: 0BA4 db 8Ah ; e
seg000: 0BA5 db 4
seg000: 0BA6 db 3Ch ; <
seg000: 0BA7 db 20h ;
seg000: OBA8 db 0C7h ; A
seg000: 0BA9 db 6 ;
seg000: 0BAA db OFh ;
seg000: OBAB db 5;
seg000: OBAC db 1;
seg000: 0BAD db 0 ;
seg000: O0BAE db OF8h ; °
seg000: OBAF db OFh ;
seg000: 0BBO db 84h ; &
seg000: 0BB1 db 0Clh ; -
seg000: 0BB2 db 0 ;

And IDA Pro convertsthis sequence to

seg000: 0B9B nmov al, 90h



seg000: 0B9D nmv es:[si], a

seg000: 0BAO nov si, 1

seg000: 0BA3 nmov al, es:[si]
seg000: 0BA6 cnp al, 20h

seg000: OBAS8 nmov word_148_50F, 1
seg000: 0BAE clc

seg000: 0BAF jz loc_0_C74

IDA Pro will not dways autometically recognize dl the code in agiven program : this Stuation is
perfectly normd. It is possible to influence how IDA Pro handles unrecognized code through the andyss
option configuration pand. The kernd anays's options have an impact on the auto-analysis IDA Pro

performs.

[ 1 Create offsets and segments wsing Fixup info

In most cases, the default options offer a good compromise between accuracy and convenience. If
IDA Pro identified code where it should not have, it may be agood ideato try deactivating the M ake
final analysis pass option. In those situations, where some code is not identified because it is not located
in expected locations, Coagulate Data Segments may be useful. Remember that these analysis options
can aso be defined through the configuration file and, in most cases, thisis the best place to modify them.

** When the input program or binary has been encrypted or compressed, IDA Pro will not
be ableto disassemble the part of the program that isnot in clear text. In thissituation, you have
to solutions - either write a decryptor in IDA C or use a file unpacker to pre-process the tar get
file.

Pressing ‘C’ in an undefined section restarts the IDA Pro code andyzer. All execution paths
starting from the newly defined code will be explored and analyzed. Sometimes, a smple manua
code definition will help IDA Pro discover dozens of execution paths. Note : this operation will not
adversdly affect what you have dready defined.

Defining Strings and Data

InthisStuation, IDA Pro falled to identify wheat is clearly an ASCII string. This middentification
occurred because the string is not actualy directly referenced by the program



dseg: 0146 db 0ODh

dseg: 0147 db 14h ;
dseg: 0148 db 43h ; C
dseg: 0149 db 61h ; a
dseg: 0149 db 61h ; a
dseg: 014A db 6Eh ; n
dseg: 014B db 20h ;
dseg: 014C db 6Eh ; n
dseg: 014D db 6Fh ; o
dseg: 014E db  74h ; t
dseg: 014F db 20h ;
dseg: 0150 db 6Fh ; o
dseg: 0151 db 70h ; p
dseg: 0152 db 65h ; e
dseg: 0153 db 6Eh ; n
dseg: 0154 db 20h ;
dseg: 0155 db 66h ; f
dseg: 0156 db 69h ;
dseg: 0157 db 6Ch ;
dseg: 0158 db 65h ; e
dseg: 0159 db 20h ;
dseg: 015A db 2Eh ; .
dseg: 015B db 24h ; $

Move your cursor on the dseg:0148 line and press A. The string is now defined and an automatic
name has been generated. From now on, this name will be used by dl past and future referencesto this
gring, either the ones IDA Pro will discover or the ones you will tell IDA about.

dseg: 0148 aCanNot OpenFile db 'Can not open file . $

Thisdring is $ terminated. IDA Pro usudly handles most string types automaticaly. Specid
Stuations are best handled through the ASCI1 Style dialog box.

Create a string now: Setup default string t

C—style (B terminated>
D

3
Y
U
C

o CF P [ ek O

irst termination character
econd termination character

BNl
ST

The word at dseg:0146 is actudly an atribute used when the string is displayed. Moving the cursor
on that line and pressing 'D' will eventualy cyde through the 'db' and the 'dw' data type. Either one could
be the one you wish to define, depending on how the program actualy handles those vaues. Had the next
word been undefined, dseg:0146 could eventualy have been defined asa a'dd'. You may dso definea
structure.

Undefining Things

In this admittedly artificid example, a sequence of spaces has been wrongly converted to three dd's
and a meaningless sequence of ingructions. (these conversions do not occur anymore in IDA Pro 3.82 and

up)



dseg: 02B6 dd 20202020h

dseg: 02BA dd 20202020h

dseg: 02BE dd 20202020h

dseg: 02C2 ; --- -
dseg: 02C2 and [ bx+si], ah
dseg: 02C4 and [bx+si], ah
dseg: 02C6 and [bx+si], ah
dseg: 02C8 and [ bx+si], ah
dseg: 02CA and [ bx+si], ah
dseg: 02CC and [bx+si], ah
dseg: 02CE and [bx+si], ah
dseg: 02D0 and [ bx+si], ah
dseg: 02D2 and [ bx+si], ah
dseg: 02D4 and [bx+si], ah
dseg: 02D6 and [bx+si], ah
dseg: 02D8 and [ bx+si], ah
dseg: 02DA and [ bx+si], ah
dseg: 02DC and [bx+si], ah
dseg: 02DE and [bx+si], ah
dseg: 02EO and [si], ah

It isnot possible to redefine them immediately as an ASCII string. Incorrect definitions must be
undefined before new definitions are gpplied.

Firg move the cursor on dseg:02B6 and press 'U' to undefine dl dd's in turn, then undefine the
stream of ingructions. Now, the 'A" key can be used to redefine the stream of 20h as an ASCII string. By
now you are probably thinking that thisis abit dow. Ian't there afaster way ? Y ou bet thereis. Smply
move the cursor on thefirdt line you want to undefine, press SHIFT and DOWN ARROW simultaneously
to mark the area to undefine and then press'U'.

The Undefine command is your best friend. Although IDA Pro Isnot likely to produce an output as
outrageous as our example, misdefinitions can happen, particularly if datais moved around & run-time and
references to some addresses are meaningless on the binary itsdf. Because one single change code
definition can change the whole disassembly, atypica undo is not practicd in IDA Pro asit would force
IDA Pro to save the state of the entire disassembly, atime consuming operation.

Arrays

Arrays are afairly obvious extension to the standard data types. Their definition is



sraightforward and controlled by this dialog box that pops whenever you attempt to define an array.

Current address - dseg:-82D8A

Hext defined item at - dseg:B@2ES8

Hext named item at : dseq:8578 aBootbhlock
Array element width - 1

Maximal possible size: 24

Current array size -1

Suggested array size - 24

24 il {in elements}
tems on a linefli il <B-max>
lignment -1 i¥! <—-1-none. B-auto)



Tip ! One of the most frequently asked question about array definition is: "How do | fit moreitems
on aline". Wédll, the answer is & the same time obvious and hard to find : you just increase the line length.
Condder these examples:

- -
Fl »
Fl »
- F]
- F]
- F]
Fl »
Fl »
- -
- F]

[X¥] Line prefixes I -
I 1T 1  Humber of opco e hytesli-lil
1806 : WFE4 H £
1800 : WFE4 <
18006 : WFE4 loc_B_FE4:
18008:WFE4 28 nop

data directives)

3 4woidX» Mar inlFC iR
{length of
arguments of
}1 structic_ms‘ indention EIE

Now this

[A] Line prefixes I "
I 1 T 1 Humhber of opco e hyteslﬁ-lil
1808 : AFE4 <

1008 : AFE4 L4
1A64 : BFE4 loc_@_FE4:
1884 :AFE4 2@ nop 5 oscoooc
; “void> Mar inFENiE:
(length of
arguments of
1 structiqns inc_lentinn data directives)

n manta fndandsdan

See the difference ? The Text Representation menu is the key to wider arrays!



Operands

IDA Pro hasawide array of options when it comes to operand, as shown in the following menu.
One interesting thing to know isthat the block shortcut first encountered with the undefine command il
works. Define ablock and convert "en-masse".

Hexadecimal

Decimal

Octal

Binary

Character

Segment

Qf fzset by data segment-Mo

Offzet by current segment Ctrl-
Of fzet by any segment...
Uzer—defined offset... Ctrl-
Struct offset...

Enum member. ..

Stack variable

Change sign

Enter operand manuwally... Alt-F

=]
=
i
H | =mJ-mnoomm T

Using Structures

Soon, you will want to use IDA Pro more advanced features - for example structures. It is possible
to interactively define and manipulate structures in the disassembly. Consider thissmple sample C

program:

#i ncl ude <stdio. h>
struct client {
char code;

long id;

char nane[ 32];
client *next;

b

void print_clients(client *ptr) {
while ( ptr !'= NULL ) {
printf("ID: %l d Nane: % 32s\n", ptr->id, ptr->nane);
ptr = ptr->next;
}
}

Here isthe disassembly without any structures defined, as IDA Pro automatically generatesit:

@rint_clients$qp6elient proc near

ptr = word ptr 4
push bp
nov bp, sp
push si
nov si, [bp+ptr]
j mp short loc_1_32
loc_1_19: ; CODE XREF: print_clients(client *)+24j
nov ax, s
add ax, 5

push ax



push word ptr [si+3]

push word ptr [si+1]
nov ax, offset al d4l dNanme32s
push ax
cal l _printf
add sp, 8
nov si, [si+25h]
loc_1_32: ; CODE XREF: print_clients(client *)+7]
or si, si
jnz loc_1_19
pop si
pop bp
retn

@rint_clients$qp6elient endp

In order to use meaningful names ingtead of numbers, we open the structure view (View -
Structure) and press'Ins to define a new structure type. Structure members are then added with the 'D’
key for data and the 'A" key for ASCII gtrings. Aswe add new structure members, IDA Pro automaticaly
names them. Theregfter, you may change any member's name by pressing N.

client_t struc

code db ?
id dd ?
name db 32 dup(?)
next dw ?

client_t ends

Finaly, the defined structure type can be used to specify the type of an ingtruction operand. (menu
Edit|Operand types|Struct offset).

@rint_clients$qp6elient proc near

ptr = word ptr 4
push bp
nov bp, sp
push Si
nov si, [bp+ptr]
jmp short loc_1 32
loc_1_19: ; CODE XREF: print_clients(client *)+24j
nov ax, si
add ax, client_t.nane
push ax
push word ptr [si+client_t.id+2]
push word ptr [si+client_t.id]
nov ax, offset ald4l dName32s
push ax
cal | _printf
add sp, 8
nov si, [si+client_t.next]
loc_1_32: ; CODE XREF: print_clients(client *)+7]
or si, si
jnz loc_1_19
pop si
pop bp
retn

@rint_clients$gp6elient endp



What about structures within structures ?

Yes, itispossble. Fird, define each structure by itsdlf. Then, from within the higher level
structure, use at-Q to embed an ingtance of the member structure. Here is the result.

AfampleStructure struc

Alord dw 7
du 32 dup(?2
db ?

Bil AnotherOne ?
AfSampleStructure ends

AnotherOne struc
field A db ?
AnotherOne ends

Enumerated Types

You can use IDA Proto interactively define and manipulate enumerated typesin the disassembly.
Congder this smple sample C program:

enum col or _t {
BLACK, /* dark colors */
BLUE
GREEN
CYAN
RED
MAGENTA,
BROWN,
LI GHTGRAY,
DARKGRAY, /* light colors */
LI GHTBLUE
LI GHTGREEN
LI GHTCYAN
LI GHTRED,
L1 GHTMAGENTA,
YELLOW
VWHI TE

b
enum day_t { MONDAY, TUESDAY, WEDNESDAY, THUSDAY, FRI DAY, SATURDAY, SUNDAY };
enum bool _t { FALSE, TRUE };

int is_suitable_color(day_t day,color_t color) {
if ( (day == SUNDAY || day == SATURDAY) && color == RED ) return TRUE;
if ( color == BLACK || color == BLUE ) return TRUE
return FALSE;

}

In order to use meaningful names insteed of numbers, you smply have to open the enums window and
press insert to define a new enumerated type.



0000000

Boolean tuypes
FALSE ane JERTLEE] ifl|
TRUE lacegys |

; standard PC palette

BLACK
BLUE
GREEHN
CYAN
RED

; Daus of week

MONDAY
TUESDAY
WEDHESDAY
THURSDAY
FRIDAY
SATURDAY
SUNDAY

L 1 1 [ |
(=gl R R K wa]




Stack Variables

Obvioudy the following disassembly could be improved : the parameter passing isfar from evident,
we smply know that a certain number of bytes are passed to the function.

; This function takes 3 long arguments

fncl23d proc near
push 14h
call
push ebx
mov edx, [esp+10hl]
push edx
mov ebx, [esp+10hl
push ebx
moy eax, [esp+10hl]
imul eax, ebx
imul eax, edx
push eax
call
add esp, OCh
pop ebx
retn
fncl23 endp

IDA Pro will automatically recognize the parameters passed on the stack. Don't you prefer this
representation ?

fnclz23 proc near

argl
argz2
argl

dword ptr
dword ptr
dword ptr

14h

ebx
edx, [esp+d+arg3]
push edx
mov ebx, [esp+8+arg?]
push ebx
mow eax, [esp+OCh+argl]
imul eax, ebx
imul eax, edx
push eax
call
add esp,
pop
retn = Stack of fncl23
fnclz23 endp jalalafelelalala)
goooopon  r
DODoERO4d argl dd ?
_TEXT ends oRopoDoE arg? dd ?
DDDooDOC arg3 dd ?
QODoO010
0000010

segment dw
ends

Just as about everything in IDA Pro, stack variables may be given meaningful names. Hereis how
to do it. The stack variables of any function can be reached by pressing "CTRL-K" when the cursor is



located at any position in that function. The loca stack window appears and the 'N' key can be used to
name stack variables. Try it an seefor yourself !

var_18
var_14
var_13
var_11
var_ D

A_UValue
var_4

nl wngd mug) mmg) meg mnl wng wng




Programming with IDC

In atypical disassembly, there are alot of repetitive tasks that could be automated or specid
Stuations that require an additiond bit of control. IDA Pro offers IDC, apowerful interna C-Like
language. 1t is documented in the IDC.IDC files and severd samples examples are provided with the
gandard digtribution. Y ou may want to examine them carefully. Below isared life practical example.

Using IDC to analyze encrypted code

This smdl tutorid demonstrates how to use IDC to decrypt part of aprogram during andysis. The

samplefileisaportion of the Ripper virus.

The binary image of the virusisloaded into IDA and andysisis darted at the entry point.

cli
Xor
nov
assume =
mouw
sti
mou

push
call

dbh 21h
dh 5Eh
dh BBh
dh BB%h
dh BAEh

ax, ax
S8, 4AX
s:inothing
sp,. 7CABK

si, 7C58h
CE

near ptr sub_@_E2

Obvioudy, the bytes right after the call don't make sense, but the call givesusaclue: it isadecryption
routine. What we need isa samdl IDC routine to mimic the decryption and get at the plain text bytes.

proc far

moy

push

pop ds

push cs

pop es
assume es:segdB@d

lodsh

XOop al. @AAh
stosh

push di

and di. BFFh
cmp i

pop

Jnz

Xop

mou




We creste asmdl IDC program that mimics the decryption routine.

static decrypt(from size, key ) {

auto i, Xx; /1 we define the variables
for ( i=0; i <size; i=i+1l) {

X = Byte(from; /1l fetch the byte

X = (x"key); /1l decrypt it

Pat chByte(from x) ; /1l put it back

from= from+ 1; /'l next byte
}

}

We save thisIDC routine into afile and press F2 to load it into IDA's interpreter.

Enter IDC file name

Then, we press shift-F2 to cal it with the gppropriate va ues. Please note the linear address used for the
gtarting point. Pressing OK executes the statement.

Now that the bytes are decrypted




cli
xor ax, ax

mouw 88, ax
assume ss:nothing

mow sp, 7CARh

sti

mou =i, 7C58h

push (3

call near ptr sub @ _E2

8Bh
HAF4h
Biih
13h
4
48h
48h
5@h
AB1ih

[
BD3h
BEAh

8Eh
HCAh
33h
HAFFh
AB%h

a

1
BF3h
BASh

We move the cursor to offset 0x50 and press C to inform IDA that there is now code at that location.

cli

xop ax, ax

mow 88, ax

aszsume ss:nothing

mou sp,. YCAAh

sti

mou gi, YC58h

push cs

call near ptr sub_@_E2

sp

mou ds:413h
dec

dec

push ax

mov cl. b
zhl ax, cl
mou es, ax
Xop di, di
mou cx, 188h
FEPE MOYSY

mow ax. 7%h
push ds

push es

push ax

retf

dh *'FUCK *'.2%h.’'ENM UP **

And the code to alocate memory for the virus gppears, dong with a rather impolite message.
now resume anayzing the rest of the virus.

.. Wecan



FLIRT

Fast Library Identification and Recognition Technology is another revolutionary IDA Pro
capability. Thistechnology dlows IDA Pro to automaticaly recognize cdls to the standard libraries of a
long list of compilers. It makes the disassembly easier to read and saves your time. Who would want to
waste time disassembling long runs of code, only to discover that is was a sequence of callsto the standard

push 1ARD

call

add iy 2o - .

movax  eax. ax Flrlrt identifies standard
mou word_ _ARG,  eax

mYL Seetarscolibrafitalls

call sub_@_E1B

push large 178858h

push large 10881h

call
add gﬁiiﬁinlp

push  Loseeed 20081 h

call

call _clreol

push offzet aASampleQfTheRe
call _printf

add sp, 2

call sub_@A_D22

cmp ax, 2

Jn= loc_@_8C2

mou word_358_AAB, B8

call sub_@_8F8

loc_B_BC2:
push large 178858h
push large 18881h
call _window
add zp,. 8
push large 198881h
call _gotoxy
add sp, 4
call _clreol
push offzet aDo¥YoulantToSav
call _printf
add sp, 2
call sub_@A_D22
cmp E . |
Jnz= locret_@A_8F7
call sub_@_C27
A1 ABE3 : sub_B_76B+178

Standard libraryi TCCA/TCC++ BCC++ 16 hit DOS
zeqBBA:A2AA: Already dacea-vr-cedc—<hiane - make 'uwnexplored’?
dseg:1FC?: Already data or code ¢(hint: make 'unexplored’>

library functions ?

Asyou can seein the above screen capture, IDA Pro usualy detects supported compilers
automaticdly. However, this identification is not dways 100% successful, for example because the
application you are disassembling has been compiled with some specific version of awidespread compiler :
thisisthe case for smal Microsoft Windows utilities such as clock.exe. One other stuation where the
identification may fail is when compiler information has been stripped out of the target program, asit
happens with some viruses written in high-level languages. Findly, if the compiler is not supported,
recognition will fail.

If you suspect that the target program has been compiled with a supported compiler but FLIRT
does not kick in automaticaly, you can force the application of library identifications sgnatures. Inthe
example pictured on the following page - program compiled with Delphi 3 - FLIRT has not recognized the
compiler, as the Sgnature view does not list any signature set as gpplied.



State #func

public start

proc near

push ebp

now ebp. esp

add esp. HBFFFFFFF4h

mov eax. offset loc_@A_454614
call sub_@A_4@854DA

Pressing the INS key in the Sgnature window displaysthe ligt of available sgnatures.

File Optional Librar

SWITCH TO ABRIDGED LIST OF SIGHNATURES

Applying the Delphi 3 Visud Component Library gives returnsthis result

riie EO1T Mavigate view vprions WiNoows 4+ HU=@Eglolep: NOHUY 1o=1s=!

File State #func
DIUCL Applied 1627 Delphi 3 Uiswal Component Library

loc_@_43%A28:

eax. L[eax+158hl]
BTCanvasPTextHeight

loc_B_439A34:

mou eax, [eax+158hl
call BTCanvasBTextWidth
retn

AB439A25: sub_BA_4399DA+55

1697 functions have been identified, resulting in a much more understandable disassembly. What if your
compiler is unsupported, you still may benefit from the FLIRT technology, a least if you have accessto
your compiler libraries. By downloading our tools and generating your own FLIRT databases, you will be
able to attain the same high leve of recognition that you get with the shipping defaults.



Processor SDK

A processor SDK exigts. It isavailablefor freeto dl of our existing customers. At this stage, it is
officidly unsupported, dthough we do provide some support when we can. How difficult isit to create
your own processor module ? Well, frankly, it is not an easy task....

To be continued and expanded...



