FLAWFINDER(1) Flavfinder FLAVFINDER(L)

NAME
flawfinder - find potential security fhs ("hits") in source code

SYNOPSIS
flawfinder [--contex{] [-c] [--columng [ -m X ] [ -minlevel=X] [--immediat€] [-i] [--inputs] [-n] [--nev-
erignore] [ --loadhitlist=F ] [ --savehitlist=F ] [ --diffhitlist= F ] [--] [ source code file ]+

DESCRIPTION
Flawfinder searches through source code looking for potential securvity. flalavfinder uses an internal
database called th&uleset’; the ruleset identifies functions that are common causes of secuwity. fla
Every potential security fla found in a gren source code file (matching an entry in the ruleset) is called a
“ hit,” and the set of hits found duringyaparticular run is called thehitlist.”

To run flavfinder, smply give flawfinder a list of filenames of C/C++ source code, and it wilvig® a list
of hits, sorted by riskThe most potentially dangerous hits arevamdirst.

The risk level varies from 0O, little risk, to 5, great risKhis risk level depends not only on the functiorytb
on the alues of the parameters of the functidfar example, constant strings are often lessyrislan fully
variable strings in mancontexts. Flavfinder knavs about gettd and will treat constant strings passed
through gettet as though thewere constant stringg=lawfinder ignores tet inside comments and strings,
and will only respond to identifiers listed in its ruleset.

Typical use is to apply flefinder to a set of source code amamine the highest-risk itemJ.hen, you can
use --input to xamine the input locations, and check to make that only lga values are accepted from
untrusted users.

Once yowe audited a program, you can mark source code lines that are actuallyfinause spurious
warnings so that flafinder will stop complaining about thenTo mark a line, put a specially-formatted
comment either on the same line (after the source code) or all by itself in vlmipre. The comment
must hae me of the tw following formats:

. // Flawfinder: ignore
. /* Flawfinder: ignore

Note that, for compatibility sake, you can replace "RAdinder" with "ITS4" in these specially-formatted
comments. Sincé’s possible that such lines are wrong, you can use ‘threeverignore’ option; this
includes responses thabuld otherwise be ignore (anore confusinglyit ignores the ignores)Trhis com-
ment syntax is actually a more general syntax for special dresdbi flawfinder, but currently only ignor
ing lines is supported.

Flawfinder intentionally wrks similarly to another program, ITS4, which is not fully open source awtw
(as defined in the Open Source Definition) nor free sofiwjas defined by the Free Saftes Foundation).
The author of Flafinder has neer seen ITS4S8 ource code.

OPTIONS
--context

-C Shaw context (the line haing the "hit"/potential flev)

--columns  Shaow the column number (as well as the file name and line number) of each hit; this is
shavn after the line number by adding a colon and the column number in the line (the first
character in a line is column number 1).

-m X

--minlevel=X Set minimum risk leel to X for inclusion in hitlist. This can be from 0 ‘@io risk”) to 5
(“‘maximum risk’); the dehult is 1.

--neverignore
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-n Never ignore security issuesyen if they havean ‘ignore” directive in a mmment.

——immediate

-i Immediately display hits (donjust wait until the end).
——inputs Shaw only functions that obtain data from outside the program; this also setwvehtol®.

--loadhitlist=F
Load hits from F instead of analyzing source programs.

--savehitlist=F
Save dl hits (the "hitlist") to F

--diffhitlist= F
Shaw only hits (loaded or analyzed) not in F

BUGS
The database is currentlyoefully incomplete; this is merely the first releaseterestingly enough, it can
still detect some problems in real programs in this early form.

Flawfinder is currently limited to C/C++It's designed so that adding support for other languages should
be easy

Flawfinder doesr’ fully parse C/C++ codeThus, it can be fooled by usdefined functions or method
names that happen to be the same as those defirkitisdd h its database.

Security vulnerabilities might not be identified as such hyfitaler, and corversely, some hits aren’really
security vulnerabilities.

SEE ALSO
See the flafinder website at http://wwawheeleicom/flavfinder. You should also see tigecue Pro-
gramming for Unix and Linux HOTO at http://wwwdwheelercom/secure-programs.

AUTHOR
David A. Wheeler (dwheeler@dwheelgsm).
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