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Web Confidential™

Introduction
by Alco Blom

If you are anything like me, you've probably got a growing number user 1Ds,
passwords, registration keys, PINs, serial numbers, and the like, stored in various
places on your Mac or scribbled on miscellaneous pieces of paper around your
home or office. When you stop and think about it, you probably have more of
these pesky bits of information scattered about than you realize.

The proliferation of the Internet is exacerbating this situation. Increasi ng
numbers of commercially-oriented sites, such asthe NY Times, require some form
of registration even simply to view content. Other transaction-oriented sites, such
as Amazon.com, or personalized sites, such as My Y ahoo, require passwords for
personal services. Many sites now use cookies to track users, but if your cookies
files get deleted or corrupted, you'll have to re-enter your usernames and
passwords.

I decided to write a software program to manage passwords and the like; it is called
Web Confidential. It uses an intuitive, easy-to-use cardfile metaphor which will
enable even novice users to get up to speed in no time. Power userswill find a
large number of options to enable them to configure Web Confidential to meet
their specific needs.

Last but not least, Web Confidential permits you to encrypt your password files,
protecting this sensitive information from prying eyes, using the state-of-the-art
“Blowfish” algorithm [1]. The Blowfish algorithm was published four years ago,
and has been proven extremely resilient to cracking. No known successful
cryptanalysis against Blowfish exists.

Web Confidential supports keys of up to 448 bitsin length.

Note: Macintosh and Windows versions of Web Confidential are also available.
Please check <http://wWwww.web-confidential .com> for details.

[1] - Applied Cryptography, Bruce Schneier, 1996. John Wiley & Sons, Inc.
(see also <http://wWww.counterpane.com/blowfish.html>)
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Web Confidential™

Requirements

Web Confidential is a Palm OS program. It runs on all Palm OS compatible devices
with Palm OS 2.0 or higher. Thisincludes the following devices

Pal nPi | ot Per sonal Synbol ® SPT1500

Pal nPil ot Pro Synbol SPT1700

Pal m 111 handhel d Synmbol SPT1740

Pal m111c handheld Handspri ng® Vi sor ™

Palm 111 x handhel d Handspri ng® Vi sor ™ Pl ati num
Palml1lle handhel d Handspri ng® Vi sor ™MPri sm
Pal m 111 xe handhel d | BM® Wor kPad™ ori gi nal

Pal m V handhel d I BM Wor kPad

Pal m vx handhel d | BM Wor kPad c3

Pal m VI | handhel d Qual com® pdQ™ 800

Pal m VI | x handhel d Qual comm pdQ 1900

Pal m mLOO handhel d Sony CLI E PEG S300

Pal m mL05 handhel d Sony CLI E PEG S500c

Pal m n600 handhel d TRG® TRGoro™

Pal m nb05 handhel d

Web Confidential uses about 60 KB of storage on your Palm.

Mac OS and Windows versions of Web Confidential are also available. A Conduit is
supplied to synchronize data between your desktop and Palm.

To synchronize with the Windows version of Web Confidential you need a PC with
Windows 95 or higher and Palm Desktop 3.0 or higher.

To synchronize with the M acintosh version of Web Confidential you need System 7
or higher and Palm Desktop 2.0 or higher. We recommend Palm Desktop 2.6.1 or
higher.

Limitation of Liability

Under no circumstances including negligence, shall René Laterveer, Alco Blom or
Arno Stobbe be liable for any incidental, special or consequential damages that
result from the use or inability to use Web Confidential, even if René L aterveer,
Alco Blom or Arno Stobbe have been advised of the possibility of such damages.

Support

Web-Confidential-Talk isamailing list dedicated to the discussion of Web
Confidential. The authors of Web Confidential participate on the list and provide
support. To subscribe to Web-Confidential-Talk:

Send a message to: <reguests@web-confidential.com=>
Start the body with: subscribe Web-Confidential-Talk

Or contact the author at: <pal m-support@vweb-confidential .com>



mailto:palm-support@web-confidential.com

Web Confidential™

The Concept Of Shareware

Web Confidential is distributed under the so-called “ shareware” principle. This
means that you are expected to pay a modest registration fee of $20 if you continue
to use the program beyond atrial period of 30 days. Within thistrial period, you
have full accessto all of Web Confidential's features. After thirty days of use, you
cannot add new cards but you can continue to view and edit existing cards. Upon
payment of the registration fee, you will be issued aregistration key which
removes these restrictions. Payment of the registration fee entitles you to
subsequent incremental upgrades. |n addition, the wishes of registered users will
be taken into account in future enhancements of the program.

Although freely distributed viathe Internet and on CD-ROM collections, Web
Confidential is not public domain software; it is commercial software which is
professionally devel oped and supported. It represents many hours of work by its
devel oper, whose primary source of income is derived from the devel opment of
shareware software. Y our registration payment ensures the continued viability of
high-quality software devel oped by independent devel opers committed to the
Palm OS.

We trust that you will honor the shareware concept and register Web Confidential
if you continue to use it. To encourage you to pay the shareware fee, the
unregistered version of Web Confidential has the following restriction:

After 30 days of use, you cannot add any new records to your files. However, you
can still view and edit your existing data.

After you register the program, this restriction is removed.

Web Confidential for Palm costs $20. Y ou can register on the WWW using this URL.:

<http://order.kagi.com/?A B>

If you wish you can order through the Palm OS software site PalmGear where you
can also order by phone 817.640.6558, and fax 817.640.6614.

<http://www.pal mgear.com/sof tware/showsoftware.cfm?prodl D=6908>

Web Confidential for Macintosh or Windows are separate order items and also costs
$20. If you want both the desktop and Palm programs, the price for the bundleis
$35.

There is a special bundle priceif you also purchase URL Manager Pro. The bundle
priceis US $55, including three programs. URL Manager Pro is the professional
bookmark manager for the Mac.

Please go to: <http://www.url-manager.com»
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Web Confidential™

Installation for Windows

To install Web Confidential for Palm you must first install the desktop version of
Web Confidential. Launch it’ sinstaller and follow the instructions. When the
installation is compl ete a window will open with the installer for Web Confidential
for Palm. Make sure that Palm Desktop is not running. Launch the installer and
follow the instructions. The Conduit will be installed and configured and the Palm
application will be prepared for installation on your device. HotSync to install it
on your device.

If you are trying Web Confidential for Palm you are finished now. If you also use
the desktop application see the section HotSync™ bel ow to setup the Conduit and
install your desktop file.

Updating from a previous version

Before you update from a previous version we recommend that you first make a
backup of your password database.

The standard Backup Conduit only makes a backup of the Palm password database
if it is encrypted. Therefore lock your passwords on the Palm and perform a
HotSync. The encrypted Palm database isin afile with a path like

“C:\ Pal Ml User\ Backup\ Web_Confi denti al _Dat abase”. The exact path depends on
your user name and where the Palm Desktop has been installed. Make a copy of
the file in a secure place.

Y ou can now install the new Palm application and Conduit as described above. Y ou
don’t have to remove the previous version from your device.

M ake sure that the desktop file is upgraded to Web Confidential for Windows
version 2.1 or later.

- Open your filein the latest version of Web Confidential for Windows.

- Make asmall change like adding a record.

- Saveyour file.

Removal

Remove Palm application from your device by tapping the Home icon, select the
App/ Del et e menu and select “Confi denti al ” and tap Delete. The Web Confidential
application and all its data will be removed from your device.

To remove the Web Confidential Conduit click “Start\ Setti ngs\ Contr ol
Panel \ Add/ Renove Software”, select “Web Confidential for Pal m’ and click
“Renpve” .
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Installation for Mac OS

The Macintosh version is supplied with an installer. Double click “Confi denti al
Instal |l er” to start the installation.

Y ou will be asked to subscribe to the Web Confidential announcement mailing list.
To subscribe, enter your name and E-mail address and click the “Yes” button. If
you don't want to subscribe, click the “No” button. We recommend that you
subscribe, so we can let you know when a new version of Web Confidential is
available. We will never share the information you provide with others.

The next dialog shows a popup menu with the Palm Desktop users. Select the
HotSync name of your Palm and click the “OK” button. The Palm application will
be copied to your Install folder and the Confidential Conduit into the Conduits
Folder. Put your Palm in the cradle and push the HotSync™ button to transfer the
Palm application.

If you are trying Web Confidential for Palm you are finished now. If you also use
the desktop application see the section HotSync™ below to setup the Conduit and
install your desktop file.

Updating from a previous version

If you use the Macintosh Conduit make sure it is set to “Synchr oni ze” and that the
right desktop password file has been selected. Unlock the password database on
the Palm and perform a HotSync. Y ou will now have a backup of your Palm
passwords on the desktop.

If you don’t use the synchronization with the desktop version you can find a
backup of your passwords in afile with the name “Wb Confi denti al

Dat abase. pdb” in your user folder inside the Palm Desktop folder. The exact path
depends on your user name and where you have installed the Palm Desktop. Make
acopy of the filein a secure place.

Y ou can now install the new Palm application and Conduit as described above. Y ou
don’t have to remove the previous version from your device.

Make sure that the desktop file is upgraded to Web Confidential for M acintosh
version 2.2 or later.

- Open your filein the latest version of Web Confidential for M acintosh.

- Make asmall change like adding a record.

- Saveyour file.

Removal

Remove Palm application from your device by tapping the Home icon, select the
App/ Del et e menu and select “Confi denti al ” and tap Delete. The Web Confidential
application and all its datawill be removed from your device.

To remove the Web Confidential Conduit drag the file “Confi dential Conduit”
from the “Condui t s” folder inside the “Pal m Deskt op” folder.
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Installation for other OS

Expand the ZIP-archive “conf i denti al - pal m zi p” . Install the file “Wb
Confidential . prc” onyour device.

Removal

Remove Palm application from your device by tapping the Home icon, select the
App/ Del et e menu and select “Confi denti al ” and tap Delete. The Web Confidential

application and all its data will be removed from your device.
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Categories

There are fifteen categoriesin Web Confidential:

WWW Sites, WWW Forms, FTP Servers, Newsgroups, E-mail Contacts, Login
Accounts, POP Accounts, Bank Accounts, Credit Cards, ATM/PIN Cards, Personal
Data, Software Keys, Serial Numbers, M embership Numbers and Miscellaneous.

With regard to the WWW, you can use the categories “WWW Sites’ and “WWW
Forms’. There are two types of Password Protected Web Sites. One type uses HTTP
Authentication to gain access to aweb site. You will know if the siteisusing HTTP
Authentication because when you try to bring up the site, a dialog box will appear
asking you for specific password information. Please store thisinformation in the
“WW\W Sites” category. The other type of Password Protected Site asks for a
password viaaweb form. Therefore, you would actually enter your information
into aweb page rather than a dialog box. Store these passwords in the category
“*WWW Forms”.

In“FTP Servers’ you store your user |D and password to get access to password-
protected FTP Servers.

In “Newsgroups’ you store your user |D and password to get access to password-
protected newsgroups.

In "E-mail Contacts’ you store E-mail addresses of personal contacts.

In “Login Accounts’ you store information you need to access the various UNI X
and PPP accounts at | SP (Internet Service Providers) you have.

In “POP Accounts’ you store the passwords you need to retrieve mail from your
various mailboxes.

In “Bank Accounts’ you store the bank numbers you have.
INn “Credit Cards’ you store the numbers and expiration dates of your credit cards.
In“ATM/PIN Cards’ you store the numbers of your ATM/PIN cards.

In “Personal Data’ you store data like your drivers license, your insurance policy,
your social security number.

In “ Software Keys’ you store all the registration numbers or software keys that
you have received after registering software programs.

In “Serial Numbers’ you store the serial numbers of various equipment that you
have in the house. The serial numbers of your VCR, TV, HIFI, Laptop and PC. You
might need them if they ever get stolen.

In “Membership Numbers’ you can store various identification numbers that you
receive after you join an organization or group.
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Demo period and Registration

When you start Web Confidential for Palm for the first time you will see a demo
notice. Y ou can try Web Confidential for 30 days. After the demo period you will
not be able to enter new passwords or HotSync with the desktop anymore. Y ou will
still be able to look at your data. After you register all functionality will be
available.

& Thank you for trying
Web Confidential. This
is day nurnber 1 of 30 for
trying this demo.

To order go to
wuww web-confidential.
COom

|: QI :I[Regiiter...:l

To register tap the “Regi ster...” button. Enter the registration key exactly as you
received. Please note that the registration key depends on you HotSync user name.
M ake sure you supply the correct HotSync User Name when requesting a
registration key. Also uppercase, lowercase and international characters are
significant.

Registration [ )

HotS5ync User Mame:
Falrn 25 Ernulataor

Registration Key:

N
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List View

When you start Web Confidential for Palm you see a list with your passwords.

Category popup

“

Confidential w Hll

Aniather thing ]
Password list CITI Bank
CITI Card ]
MM
iflac O
larmes Bond Confidential ]
B! Note button

Mridc.conn aocaunt
Ml Internet Service Provider

Mikan Coalpiz 950
SEF"."iFE Page of ==z4all G scroll buttons
Tenniz Club /
-
Loak Up:| R
Look up field
New button Lock button

« Use the scroll buttons to scroll your passwords.
= Tap apassword'stitleto view or edit it.

= Tap the Note icon to edit the attached note in a full screen Memopad-like
view.

= Tap the New button to create a new record.
= Tap the category popup to list the records in a specific category. We have
already defined sensible categories for you, so you don't need to do that

anymore.

= In the Look up field enter the beginning of a password to jump directly to
it.

= Encrypt your database by selecting the “Encrypt...” item from the
Encryption menu or tap the L ock button.
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Encryption

Before you can encrypt your database, you should enter a passphrase. In the list
view select “Change Passphrase...” from the Encryption menu. If you want to
HotSync™ with your desktop, you should use the same passphrase as for your
desktop password file. Y ou can enter the passphrase with Graffiti or tap the
keyboard icon to enter it using the onboard keyboard. Check the “Hi de
passphrase” to show the characters entered with an asterisk. Note that some input
alternatives like Fitaly Stamp are not compatible with the Hide-option. Keep the
“Hi de passphrase” unchecked if you use such an program.

Confidential w All
B i"ussphruse a

Enter your passphrase:
HEHEEEEE

Irnportant: remember this
phrase well. If you forget it
vour data will be lost forever!

[ Hide passphraze
[ ok ][ Cancel ] [Delete |

Close your database by selecting “Encrypt...” from the Encryption menu or tap
the lock icon. Y ou can now switch to another application, your database will stay
encrypted. When you need to look up arecord, launch Web Confidential for Palm,
tap the padlock icon and enter your passphrase.

Whether your database is open or closed you can always switch to another
application. When you launch Web Confidential for Palm again, it will check if
the database is closed or open. If it is open it will show your records/passwords. If
it is closed you can enter your passphrase to open the database or switch to
another application, leaving your data encrypted.

Confidential
Er

Your data has been encrypted.
You can now safely switch to
another application.

m To open your database
H| tap the padlock and
i anter your passphrase.

To view your passwords tap the padlock button and enter your passphrase. When
you start the application or powerup your device with the passwords locked the

passphrase dialog will automatically popup.

10



Web Confidential™

Preferences Dialog

The Preferences menu item in Options menu allows you to change the
preferences.

Confidential Al

Another thing ]
Preferences a

Auto Lock:
[ After » 2 minutes

O AtExitand Power Off
[ After aHotSwnc

' Hide Passwaord Fisld

= Select the “Aut o Lock” checkbox to automatically lock your passwords after a
timeout. With the popup menu you can determine the timeout.

e Setthe“At Exit and Power O f” option toimmediately lock your passwords
when you switch to another application or power off your device. See the
section on HotSync to use this option with the HotSync Conduit.

« If you select the “Lock after Hot Sync” checkbox your passwords will be
encrypted after a HotSync.

e The“Hi de Password Fi el d” checkbox allows you to enable or disable hiding of

the password field in the Edit View. If this option is enabled, you have to tap
the password field to view or edit it. To hide it again tap any other field.

11
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Edit View

In the Edit View you can edit your records. All your records have five fields. The
field names depend on the type of record.

Category popup

Edit | I Sites

Marne: Jarmes Bond Confidential

Home Page:http:/ fwwwweb-confiden,  Edit fields

tial.comsbonds
ser [0 jarnes /

Password; ¥FEEEER

Mote:For sites with HTTFP
Authentication. Yhen

wou try to bring up a site Note button
and a dialag bo iz /
[ Crone :II:DEt-:uIs R E

N

Detalls button | Expand button

Done button Copy Key button

= Tap the field you want to change to edit it. Y ou can also jump to the next or
previous field with the Next/Previous Field Graffiti strokes.

= The fourth field, which contains a password or account number, will be
hidden to prevent people looking over your shoulders seeing it. To view or
edit the password, tap the field. To hide it again tap any other field. Y ou can
disable this feature in the Preferences dial og.

= To change the record's category tap the category selector and select the
category from the popup list.

12
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m B Sites
Marne: Jarnes B | Forms
FTF Serwvers:

Homne Page: http: s Mewsgroups
tial.corn E-Mail Contacts

User D¢ jornes  |L®3in Accounts
FOF Accounts
Pazsward: #%%%%: Bank Accounts
Mote:For sites|~redit Cards
Authent |ATMAFIM Cards
yau try Perzonal Ciata
and a die| Zoftware Keys
Serial Murnbers

[ Done ][ Details... ||Mernberships &

< When you' re finished editing or viewing your record tap the Done button.
Y ou return to the record list.

= Tap the Details button to show the details dialog. Y ou can delete the record,
change it's category or mark it private. Go to the Security application to
hide private records. Note that private records are just hidden, not
encrypted. To encrypt your database, including the private records, select
the “Encrypt...” item from the Encryption menu in the list view or tap the
L ock button.

[Edit | Y Sites |

Marme: James Bond Confidential

Harne Page:httpeSwawweb-confiden
tial.corns'bond.s
Uzer ID: jarnes

Details

Category: = WA Site:
Private: []

(o ][ Cancel | [Delete...

= Y ou can copy the password field to the clipboard by tapping the Copy Key
button. Y ou can then paste it in another record or another application.

= To edit the note field in a full screen view tap the Note button.

13
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- If thetext istoo large to fit in afield tap the Expand icon to popup a dialog
in which you can edit it. If the text is too large for the expand dialog scroll
your text with the scroll bar.

[Edit | Y Sites |

Marme: James Bond Confidential

Horne Page:http fwwwweb-confiden

Jarnes Bond Confidential

e To beam the current record select “Beam Passwor d..” from the Record menu.
The receiving device should have Web Confidential installed.

e Select “CGenerat e Passwor d..” from the Record menu to generate a random
password. Y ou can determine the length of the password and which type of
characters to use.

Edit | Y Sites |

Marne: Jarne: Bond Confidential

Horne Page:http. fwwwweb-confiden
Length: &
Uze: @ Uppercase
' Lowercase
F Murnbers
O others

[ ok ][ Cancel ]

14
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Note View

Y ou can edit a hote attached to a password record by either tapping the Note icon
inthe List view or Edit view. Y ou will be presented by a screen similar to the
MemoPad view.

If your finished editing then tap the “Done” button. Y ou will return to the
previous view.

Y ou can del ete the note by tapping the “Del et e” button.

Jarmnes Bond Confidential

For sites with HTTP Authentication,
Yhen wou try to bring up a site and g
dialog box iz appearing asking wou
for specific password inforration,, it
uses HT TP Authentication]

15



Web Confidential™
HotSync™ with Windows

To HotSync™ aWeb Confidential database you need Palm Desktop 3.0 or higher.
Y ou can download Palm Desktop from the Palm Web Site:

<http://www.pa m.com>

The Conduit requires Web Confidential for Windows version 2.1 or higher. If you
are still using an older version, please download the new version and convert
your file to the new Web Confidential version 2.1 file format.

For HotSync™ to work, your password file on the desktop should be encrypted. The
database on the Palm should have a passphrase defined, use the same passphrase
as for your desktop password file. The database on your handheld should not be
encrypted when you start HotSync™.

The name and location of your password file is fixed and cannot be changed (at
the moment). Itsfilenameis“My Passwords”. If your HotSync nameis, for
example, “Pal mar 0”, the location of Palmaro’ s password fileis:

C./ Pal m Pal mar/ Confidential /M Passwords
Note that the user directory is not always exactly the same as the user name.
When you will do your first HotSync, you will need to decide to either write your
Palm database of passwords to the PC, or your PC password file to the Palm

database. To configure the Conduit, launch the HotSync manager (part of Palm
Desktop) and choose “Cust om.” from the popup menu. Y ou will see this dialog:

Custom |

IF'aImarn:n j

Conduit A chion

YWieb Confidential Synchronize the filez

EET Do Mathing

Drate Boak Cio Mathing Change. ..
Addresz Book Do Mathing

To Do List Do Mathing Default
temo Pad Cio Mathing

Expenze Do Mathing Help
[riztall Enabled |

Inztall Service Templates Do Mothing

Cicbarn [N e B e ] ll

Select the Web Confidential entry and press the “ Change..” button. Y ou will see the
16
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dialog shown on the next page.

= To write your Palm database to the PC, select the setting:
“Handhel d overwites Desktop”.

After the HotSync, a new password file, named “My Passwor ds”, has been
created in the directory

Pal ml Pal mar/ Confi denti al

= To write your PC passwords file to the Palm, you will first have to rename your
current password fileto “My Passwor ds” and then place it in the directory

Pal ml Pal mar/ Confi denti al

Now select the setting:

“Desktop overwites Handhel d”.

Web Conhidential

— Palmara'z Current Settings:

Default HotSync Action: Synchronize the files.

Mext HotSwnc Action: Synchronize the files.

=ly=
Ehy -\
B-=
s yC

— HotSyne Action for Web Confidential

™ Desktop ovenwrites handheld

" Handheld ovensrites Desktop

i Do nothing

ak.

Canicel

Help

[T Set az default

YWerzion:  1.0b1

= On the Palm start Web Confidential by tapping on the Confidential icon in the

Application Launcher.

e Tap the menu silk button and from the Encryption menu and select “Change

17
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Passphrase. . .”. Enter the same passphrase as used for the desktop file. To
HotSync™ the Web Confidential database on your handheld should not be
encrypted. If you have set the preference “Auto Lock At Exit and Power O f”

unlock your passwords, put the device into the cradle and press the HotSync
button on the cradle.

= Put the Palm device in the cradle and push the HotSync™ button. Y our Web
Confidential password file will be installed on the Palm.

After installation of your password file the Conduit will automatically change its
settings back to “Synchroni ze the fil es”.

If you change arecord on your handheld or your desktop it will be synchronized
at the next HotSync™. Note that if you changed arecord on both the desktop and
your handheld you will end up with two records after a HotSync™ because the
HotSync™ manager in that case can never know which data you want to preserve.

To sync more than one device each device must use its own “My Passwor ds”
desktop file.

18



Web Confidential™

HotSync™ with Mac OS

To HotSync™ aWeb Confidential database you need a PowerPC M acintosh with
Palm Desktop 2.1 or higher. We recommend Palm Desktop 2.5, which isincluded
with Mac OS 9. Y ou can aso download Palm Desktop from the Palm Web Site:

<http://www.pa m.com>

The Conduit requires Web Confidential version 2.2 or higher. If you are still using
an older version, please download the new version and convert your file to the
new Web Confidential version 2.2 file format.

<http://wWwww.web-confidential .com/notes20.html >

For HotSync™ to work, your password file on the M acintosh should be encrypted.
The database on the Palm should have a passphrase defined, use the same
passphrase as for your M acintosh password file. The database on your handheld
should not be encrypted when you start HotSync™.

To install your desktop data on the Palm, do the following:

= Use the Confidential Installer to copy the Confidential Conduit to the Conduits
folder inside the Palm Desktop folder.

e From the Palm icon in the menu bar select “Hot Sync/ Conduit Settings...”.

[ =————"——"— ConduitSettings=>rc————H 8

J”
User:[ Palmaro i] ﬂ

Conduit Settings

La=st HotSync I MNext HotSyne &ction
@ &ddress Book never synchronize |~ |
@ &vantGo Connect never Retrieve Web content
@ Backup never Backup
@ Date Book never Synchronize
@ Install never Install files
@ Memo Pad never Synchronize
@ To Do List hever Synchronize
@ Wweb Confidential never synchronize
Fr

19
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e Doubleclick on “Wb Confi dential ”.
e Select “Maci nt osh overwites Handhel d”.

* Click the Set button and select your Web Confidential password file. The Web
Confidential password file should be encrypted.

Conduit Settings

Web Confidential™ for Palm 1.2b1
B+*E @& synchronize

n ‘E {_» Macintosh overwrites Handheld
%‘i {3 Handheld overwrites Macintosh
12 3 Do nothing

Default Setting: Synchronize

_ HMacintosh Password File

Mo web Confidential encrypted passward file is
specified. Jet...

__Credits

web Confidential™ & 2000 Alco Blom and René Laterveer
Wi <hitp: s Awewew web-confidential .come

| Make Default | cancel |

= On the Palm start Web Confidential by tapping on the Confidential icon in the
Application Launcher.

= Tap the menu silk button and from the Encryption menu and select “Change
Passphrase. .. ”. Enter the same passphrase as used for the desktop file. To
HotSync™ the Web Confidential database on your handheld should not be
encrypted. If you have set the preference “Auto Lock At Exit and Power Of”
unlock your passwords, put the device into the cradle and press the HotSync
button on the cradle.

= Put the Palm device in the cradle and push the HotSync™ button. Y our Web
Confidential password file will be installed on the Palm.
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After installation of your password file the Conduit will automatically change its
settings back to “Synchr oni ze”.

If you change arecord on your handheld or your desktop it will be synchronized
at the next HotSync™. Note that if you changed a record on both the desktop and
your handheld you will end up with two records after a HotSync™ because the
HotSync™ manager in that case can never know which data you want to preserve.

Y ou can sync more than one device to the same desktop file. Select the same filein
the Conduit settings of both devices. To transfer the passwords from device 1 to
device 2 HotSync the first device. Set the Conduit settings of the second handheld
to “Maci ntosh overwrites Handhel d” and HotSync.

Web Confidential and BackupBuddyNG

A previous version of Web Confidential had an incompatibility with the Mac OS
version BackupBuddyNG. Version 1.2 has solved this. If you use BackupBuddyNG
please make sure that the preference “Aut ol ock After a Hot Sync” isset. Then the
Conduit will encrypt your passwords before BackupBuddyNG will backup them. If
you don’t use the Conduit please make sure that your passwords are encrypted
before doing a HotSync. Y ou can use the preference “Aut ol ock At Exit and Power
O f” to do this automatically.
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Questions & Answers

Q In the Conduit Settings | can’'t select my Macintosh file.
A Make sure your password file is upgraded to Web Confidential 2.2 or later and
that it is encrypted.

Q In the Conduit Settings | can’t select my Windowsfile.
A Make sure your password file is upgraded to Web Confidential for Windows 2.1 or
later and that it is encrypted.

Q | have set the Conduit Settings correctly, but still my desktop datais not
synchronized to the handheld.

A Enter the passphrase in the Palm application (menu “Encr ypti on/ Change
Passphrase. .. ”). Use the same passphrase as for your desktop file. If you have set
the preference “Aut o Lock At Exit and Power O f”, unlock your passwords, put
the device into the cradle and press the HotSync button on the cradle.

Q It doesn’t work.

A Make sure you have told the Conduit where you M acintosh password fileis
located. Open the Conduit Settings dialog in the HotSync™ Manager and specify the
location of your password file with the “Set . . . ” button. The Windows version will
sync with afixed file. See the section “HotSync™ with Windows version” above for more
details

Q In the HotSync™ log there is the message “Unexpected file format version
nunber.” or “This is not a Wb Confidential file format.”

A The problem is with the desktop file. Y ou need to upgrade it to at desktop version
2.2 or later for Macintosh or version 2.1 or later for Windows .

- Open your filein the latest desktop version of Web Confidential.

- Make asmall change like adding a record.

- Saveyour file.

Q It still doesn’t work.

A Please check the HotSync™ log. For the Mac click the Palm icon at the right side
of the menubar and select “Hot Sync/ Vi ew Log..”. For Windows click the HotSync
Manager icon in the lower right and select “Vi ew Log. . .”. Send the log message to
<mailto: pal m-support@web-confidential.com>.

Q Why should the Palm database be unencrypted when doing a HotSync™?
A Because interruption of the HotSync™ process to allow you to enter your
passphrase, would conflict with Palm’s concept of HotSync™.

Q Web Confidential for Mac has reorganized the categories. |s there any easy way
to transfer multiple entries from one category to another?

A The Password Manager category is now called Miscellaneous. Some passwords to
log onto a Web Site should now be put into the category Web Forms. Thereis an
easy way to change the category. First put all your data on the Palm. On the Paim it
isvery easy to change the category viathe category pop up menu. Tap acard in
thelist view. When the card isin the edit view and you tap the category pop up
menu, the category is changed. Now HotSync™!
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Q | get a message that the passphrase should be at least than eight characters even
though | have entered one of more that eight characters.

A If you use an input alternative like Fitaly Stamp keep the option “Hi de
passphrase” unchecked.

Q I have forgotten the passphrase. Can you decrypt my database?
A Sorry, without your passphrase nobody can access your data.

Q Will my database be backed up at HotSync™?

A When during a HotSync™ your handheld database is unencrypted, the Conduit
will synchronize with your desktop file. If it is encrypted, a backup of your
handheld database will be put in the backup folder of your user folder. The clear
text unencrypted database will never be put on your desktop computer.

Tip: The encrypted Palm database isin afile with a path like

“C:\ Pal Ml User\ Backup\ Wb_Confi denti al _Dat abase”. The exact path depends on
your user name and where the Palm Desktop has been installed. Make a copy of
the file in a secure place.

On the M acintosh the backup will be in afile with the name “Wb Confi denti al
Dat abase. pdb” in your user folder inside the Palm Desktop folder. The exact path
depends on your user name and where you have installed the Palm Desktop.

Q | cannot find the backup of my Palm passwords on the desktop.

A See also the tip above.

Usually the Palm Desktop will beinstalled at “C: \ Pal Ml ” but you might have
chosen another place.

Y our user directory depends on the HotSync name of the device but does not need
to be exactly the same.

If you have cleared the option “Hi de file extensions for known file types” in
the “Fol der Opti ons” the backup file will have the pdb-extension. In this case the
path is“C:\ Pal ml User\ Backup\ Web_Conf i denti al _Dat abase. pdb”.

Q What is the difference between Web Confidential and other Palm security
applications?

A Web Confidential isthe only product which has a Macintosh version, a
Microsoft Windows version and a Palm OS version. The Pam version is supplied
with a Conduit to synchronize the handheld data with your desktop file. So, if you
use a PC at work, an iMac at home and a Palm on the road you can access your data
everywhere. Also, Web Confidential uses Blowfish for encryption, which has no
known weakness.
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Web Confidential™
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Web Confidential™

Delete.. » I |.ntial
Edit Mote... « A
H Generate Password . |nfiden

Bearn Password... ~B
Uzer IC: james

Password; ¥##EEEs
Mote:For sites with HTTP
Authentication. “When
wol tey to bring up a site
and a diglog box is

[ Done ][ Details... | 5 &a |_§h|

| Record I:ﬂ Options

Marm| Undo U

Cut X

Horne Pag| Copy 1
Faste P

Wser I[| Select AN -5
Copy Password W

Fasswar

Mot Keyboard K
Graffiti Help -

wol tey to bring up a site
and a diglog box is

[ Done ][ Details... | 5 &a |_§h|

Preferences...
About Web Confidential...
Harne Page:httpedSwawweb-confiden
tial.comsbonds
Uzer IC: james

Password; ¥##EEEs
Mote:For sites with HTTP
Authentication. “When
wol tey to bring up a site
and a diglog box is

[ Done ][ Details... | 5 &a |_§h|

25



Web Confidential™

Note View Menus
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