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Title: System and Method for Disttibuting Software Over
a Network

Background of the Invention

The invention relates tn a system and mothod for disttbuting sofiware over a
network, More particuiary, the mvention relaes in a method for comtrolling softwars
diztribution by cmbedding a sub-componemt of the distriburion comrol software in each
software application, and heving a central moniteting software for monitoring the
distibutson of the software applications.

Digetally epcnded infottontion, or software, is one of the most coonomically
irmparyan commodities of the ara. The ease and econamy with which perfiect copies can be
toade: and chatribabed hae promoted the spread of software and rolated technalagics through
traditional covumcrcial channels such 23 retail and mail-order sales, More tecently, none
traditional distribution channele such as diswibution over petworks of interconnected
computers such a8 the Intérnet have become more visble, These non-traditional digmitation
chenels heve made it difficub for software crestors end copyright holdem wo regulate the
use of thear creations of to raceive payment and registraton informetion fram their users,
Consequently, software producers forfeit substattial revenmues and valuskle information
About their customer hase and potential markets while businescs and unbversides fimd
themgelves subject to legal prosecidion and imimidation for software piracy.



10

15

25

Wil SEAYNES

PCTUSSNLISE

Varipus seauity methnds hnve bees employed in an attemnpt to fobdbit illegal copying
of seftware. Suth attempts heve inchided softwara mecarity, fack & pasiweond protection wnd
rejuiring origme! dgkettes to inkinte sterigp, for expmple, and hardwan securdty, mch =
 tongle, for examyple, iater 2. Furtber, hardware-based copy protection techniques, as well
az those which mvolve madificalion o cushomization of exscutahle programe, prevend
& naknatay of software disitntion in the software marketplace. Therefoce, these protection
methods beve goosrally proved ioadequake for lacge-scale commercial disrdnation of
sofiware, Thus, zoat lerge seftwere companies have relied on shrink-wrap licenges and
Legal cemedies to enfiorce their copyrights which have proved modersidy effsctive.

Annther chall=nga to the software industry iz regulsting the installafice of poftware.
Since individial users perfben maodt meklidions of acfiwars, the vendor ks 1o control over
the software instnllation A ueer can currently purchese softomrs that wil not un an the
user's computor. The oser may not know the limitations of the uxer’s compter hardware
of may not imderstand the scitware's handware requirements. TF & user purchases gofbaare
nrd the user's compuier hardware is madequete to mun the sofiware, then varkns problemes
are going to ocoor o the metillidion and execotion of the software on the user™y hardware.
The user will kava to spend mach time md effort mtempting 1o resolve the problem, often
inchxlmg rubiiple calls to the vendor's techmicat support liney at & cost /o both the vendor
s postentially the unes.

Additinnally, compenies having lurge networked facilities can ioperaally heve
thousands of networked oompiners acosssible by BUMSCOWUS COttam ISrvers on B Single
netorerk. Fach of the coment kervers can be ruening amy of verious opernting systems s orn
the compaters with which the servs i commumertog. From an informetion management
stordpoint, meitaming such & coorruter bast can be very difficult given that each user may
herve to ingeall their own eofiware or, in the case of networked software, esch server bas
individun! gy of netwinked] softwere B o nahaet of the users.
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Many compoter users are refactant 1o purchase goftware onine due 1o security
issues. The pogsibility of piracy of the software and, more importantly to the wer, peraonal
mifarmation inhilits many wsers from taking advantage of this method of trangaction. Some
en-line services include security features for such information, but gemeralky lack an abiliny
for the user or the service to audil (he soeurity of the ransmisgion, In addition, an-line
pervices gererally do set allow the service to keop wsers tnformed of new products and
releases, unleas the users release peraonal information to the scrvice.
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Sammery of the [nvention

The gorementicned and other objects of the mvention wre wchieved by the imenton
which iz 2 sysiem fior installing » softwize application to a remate computer via a netwonk.
The network & one which has at leact ono content server Tocated thereon, which serves dma
ter & pharality of abtached computer clieots.  Ths ettomd: model is intended to inclnde bath
inaneic and ibermets. That ix, tha network may be an interosl corsemte network, an
imtanet, or n plobal pthwiok of networks such ax the Infernet, iy cxmmmple. The systam
comprises 2 server module ekl :m agent module.

The server module & depoxed on the server. The sorver module mainteins & detsbase
of software applications and constraints wepociated therewith. In the case of commenainl
diztribution of the software spplicaticn, the server modiln slso mebdams a databess chat
inchrdes billing mformstion,

The egent module cam he emhedded in more than oae Lype of software epplication,
and is actuatable Ty the renols cotrputer to mitiste installstion of the software application
on the remote comprter. Upon iniliation, the sgent module electrioally communjoates with
the server madule which selectively enables the installarion. [n the caps of & commetcial
distribution of the software aver the Intemot, for example, the user, upon finding & software
epplication which the user wishes 1o parchase, the user aelects the software application. An
agent module wouid then commmnionte with the srver module.

In oie embodment, the agent modul= wonld he embedded fa the soffware application
the umr selected 1o purchese, and it would be sctustable by the remate computer,  After
aciumdion by the romote computer the sgent moduke would comummicate with the server
module, In sother embodimen, the agont module embedded in the anfware application
would remain inactive urtl after the sofwane application was inxelied. In this embodiment,
8 second agent module, which for derily will hareimiter be referred to ax a phig-in, disposed
oa the remote comparter would communicate with the server module. The phug-in would!
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preferably be installed in the user’s browser aaftware, which the uer iz using to comed to
the Internet

The server module c2o e 0o & separte remote content serwer or the sanm cotbeit
gexver upon which The roftware mpplization is located. The physical loation it not impoctant
to the Indbvidunl modules wy lang &1 they can commmumicate elscironically. The server
machile then tranafers hardware congtraints, peicing infismation and aswwilsble opticna
particular t0 the chosen poftwers ppptication to the remote computer.

The user of the ranote computar then wecepty the pricing, coafiraeg acceptance of
locxamse: borron amd Injuits weey information, ali of which is then tranaferrad back to the server
module 23 identifcation information.  Lpon verified receint of the uger's information, the
server module thee anables the metstlation of the software applisation by communicaring
with th= agent modube, either the agent module embedded in the software applicaton or the
plug-in embedded in the browser. Installation of the sofiware application cun then procesd
over the netwnrk.

in further aspects, the invention provides methods im accord with the wppamtus
described above. The aforeentioced and cther aspects of the invention are evident in the
tdawangs and 1 the degcription that followe. '

PUTUEY 11348
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Bt Deseription of the Drawings

The foregaing i other objerts of this imnstion, the various Festires thereof, &= weli
as the invention itself, may be more Hilly wdersoad fom the fallowing deecription, when
read together with the sccompanying drawings in witch:

Figure | i 1 Hlack disgram of the: sofiware distribution syatem of the meotion;

Figure 2 is a data flow dingram for the instalation of software over the sysem of
Figure 1;

Figure 3 I8 a data flow diagram of a soffware wpdide procethae for the system
accordng to Figure 1; aod

10 Figure 4 is & block disgram of & corporate network utilizing the imyention.
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Detzilad Description

Whil= the present invention retains uillity within 2 wide veriety of networks and nusy
bt embodizd in seveval diffseent fo, it 3 advamageovsly emploved in commection with
the Imperpet. ‘Though thic ix the form of the prefored embodiment and will be described na
such, thin enbrodiment should be considensd Hhostrative and ot restrictive,

Refersing now to Fiee 1, a remote computer 10 is shoem having o elacirical
connaciion 12 to a oetwork 14, The remote computer |0 can be 2 personal computer, gach
as an IBM compatible or w MAL, ¢an be a work station, or aoy other much compinter that is
sdaptedd to conrmnicate over 2 mebwork 14, The electrical conaection 12 o vaed panerioally
to indicate p physcsl cosneatinn to & dientierver nétwork, Though such 2 comection @R
take any of various Fatms and v wny of numsnous protocods, in the preferred emboadiment
comaunicition via the dectrical comveetion 12 wes Troosfer Control Prolocolintemest
Protocol (TCPAP), TCPAP is prefrred as it i the coommunication protocol ute requimed
to comemamicate over the Internet. Cememmnneation ovor the Imternet is desirable becaise the
Internet it 2 global intecomection of multiple content servers which e Besly
communicable 10 each other 2nd sccaxeible by an imlimited group of rmote computers. For
ilhugtrslion purposes, the netwsik 14 will be arpined to be the Intemnat, though other
poasibilities exist, such as electronic mail nerworks wilizng X.25 protocols,

Al previpusly stated, the network 14 s multipls cootent secvers, one of which is
shown in Figure 1 as content server 16, The comtent server 16, in thie example, i cramed by
8 third-party vendor of software, The softwsoe can ba any digitally stored information
rxliding both executzble evd nor-executable digial information. Fxamplag of the
faregaing are exeoutable zofiware applicetions, digitally stored muesic, digially stored
referencs: mpkerialy, photographs, inter el Therofore, amy refiarence o software or softwars
mpplcaticns contaited hansin dnall be understood ta encompans moy form of digitally atored
information whether or not leted a8 an sample shave.

PCTATSF NS
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The third -party veadof uces the contend server L6 to s=li spltware by udng a virtunl
store 18, The virtaal store 18 genamlly provides a large listing of avaiinble safiware Gom
which a potentls] purchazer can choose. 'When a user of the remvote computer 10 denides 1o
purcipe u sofivare application 20 from the virtuel sers 18, the remote commrter 10 eencds
& message via the elecincal coonection 12 over tha network 14 and throngh ancther elacirical
connaction 12 to the cottent aerver 16, Since the virta! siore 18 is smply en applEction
nmnnmng cn the contert esrver 14, the cantent server 16 neuntss the installnton fancticns of
the virtual piore LB for the sclected softwnre application 20, The ingtallaticd Ranction oo

the cooternt yerver L6 are genenlly poverie] by sm agent module which the oser of the
comote compazter 10 i uging to accass the viral stare 18.

in one emhodiment, an agent soduls 22 i sinbedded in the softwire application
20, The agart moduls 22 is actuxtrble by the remote computer 10 to ancees the virim! store
1%. Tha ager module 22 ix mmbedded inta the software apphication 20 by a developer of the
scftware appication simply by incorporating a library of functions which meke up the agenl
module 22

In another embodment, the agent module 22 embedded in the software epplication
20 13 mactive until after the mstallsticn of the softwire applikaton 20 oo the remote
oompuier 10 In this embodioent, 3 zecend agent madule, & plug-in madile 21, is installed
e the remote computer 10 and used to nccegs the virtual gove 18, The plug-in module 23
ia made available on the Internet or ather well knoan cepolrnes or By gther well mown
methods, for installation on the: renmats computor 10 by the weer. The plug-; madde 23 is
preferably disposed n a softwanrs packege 1%, 2 browser, which the user of the remote
computer 10 usct to accesd 1he virtual itoce 15, When the egont mioduls 22 is actusted che
agent module 22 and the plog-in module 23 have ihe same Bmctiooality, and the agent

madule 22 and plug-in module 23 are used nterchangeably by this irvention, although for
clarfty the tonbodimertts walh refar o ome of the othwr moduls,
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Upan being actusted by tha virtual store 19, the phag-i module 23 sonds & meamepg
via the petaork 14 to & server modulo 26 dapoaed om o cemote sigrvar 24, e skilled in the
art will realize that thin mismple deacrtbes & remoete server, but the imventon will work as
deseribed if the server mochde 26 is also disposed on the comer cerver 16, This particuler
example allows mltiple content servers 16 Lo communicate with & single server tadude 26,
and therefore the server Todule 26 1a dimosed on a data stomge appaatis 25, suck es 3 bard
disk or any other means for stormg dgxal formaton, on the remoete server 24,

The strver modube 26 il 2 darshese of softewre applcatioas. The developsars
Tharve: peviinnaly registood 1he wee of the software applicstion with the secver maduls 26.
Tfthe devdope: hed neglacted to perform the cepistration, then this first installation stempt
would f2il and the server madule 26 would sitemp 1o contact the: developer,

The database comains mfrmation rélnting to the software applications comprising
tbe name of the application, tha developer, bardware constrainta, operating ar ather softwars
cOTSiTRINE, pricing, nformation snd any otier particular mamictions or informatlon halpdol
for the instaliatinn

The strver mochile 26 then transfers vis the whectronic connection 12 and the nerwark
14, a dialng box 10 the remeic computer 19. The dialog boce posts installation information
from the databass an well & alows anoess ta t softwire hoenas agreement for the
particuisr enftevare. 1 the user chooses 1e read the Econse agrestnent prior to aceeptmee,
the tesit 15 seat 10 the remote computsr ekber fom the erver module 26, from storage within
the databaxa, or 4 Enk ta the developer’s pags on the Watld-Wide Web & exercised. In

rdther caze, acceptance of the Ycense is generlly required befoce contiouing, thaugh the
developer wny choose to perform this fimetios uring the sofrware ingalinion Haelf

In the prefirred smbodiment, the diakog box displeys information prepared by an
mdependent suditor relative to asuring that the installation sofiwars performs only certain
limited functicis atrictly neosssery for the sofiwars instailation wnd does oot examine o

B
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transfer other data froon the ramate coorpater 10. The dizlop box alsa gives the neer the
option of verfidog the covdeatiaks of the lnstalber.

If the uzer exervises the option 10 verify the credentialy of the installer, the plug-in
meduls 13 connects 10 an sudit server 30 maintained by an independe=m wydited, The plug-in
module 23 lwks to » vidiication program, which simpdy incorporates a lihrary of inctions
thvat make up an audit modle 34, disposed on a hard disk 32 in tha mdit server 30, The user
is then imvited 10 exter 2 mumber displayed on the display sereen of the remote commater 10
by the plug-in mwduke 23 witch is & code representing the inflaBer. The verifleation
pragram 34 then aurhenticates (b sodited insaller by providing the nstallar's neme and
detsils regarding the oature of the audit which the auditor has performed. Alisrmatively, the
venifieation program 34 could be sutematically initizted by having the phug-in modusle 23
tranaorik the code 1o the mudit server 30.

The user must then input persanal information, uch s nane, sddive and phooc
tymbers, 23 well 12 biling mformation, soch 25 8 credit cand mumber for example. The
billing information wsually twst be included to enable the transaction. In the prefermed
embodiment, both the billmg and the user iformation are kept confidentinl and are,

‘therefore, transmitted using sequre nthods.

Ay ol ¥arious serre mothods can be used, such as enooding the information in 2
known manner readahie only by the server module 28, for example.  Other uch soce
metbods comprize key-eamrow snnapaulated within sn application program inteyface (“APT™)
#och 25 a Secame Sncket Layer m WETSCAPE, a trademark of Meticape, Inc., of
CRYPTOAP], a trademark of Micmsoft Corporation,

Onwe il biling information iz verrfied and the uter information i recorded in the
database meiniamed py the srver module 26, 1he server module 25 transmits an enahling
command ta the plug-in module Z3 which allows tranemission of the software application
20 1 the remerte comyputer 10, The saftemes applicdion 20 is yransmittad as an installetion
progtam which ix then inatalled locally 10 the remote computer 16

a1
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The agent module 22 embedded in the software spplication 20 remming enyhled and
Active, And masiminins commamication with the gorver wmodule 26, At predetermined intervals,
once & week for scanghs, the sgeot module 22 oan then camespond with the secvec module
26 and inguire w 4 whethe aoy updates sra wvailabla to the softoare applioatipn. The
server module 25 can then iR the sgeot module 22 of updates or sy addniana)

marketing information winch the vendor wonld have the waer of the software application 24
ko,

Fignre Z shews 1 Sow diagram of a method wideh will ba deecribed with rafersnce
1 the symiem of Figure 1.

As provicosly described, an metallation request 36 i first recaived by the plug-in
module 23 after 2 user decides to purchase the software appkeation 20.

The: ugsr oy then queried whether installer verification i required 38, If &0, then 2
code given to 1he wer by the plug-in module 23 is input 40, The cade helps determine
information appropriate o the softwane application 20 and the ingtaller, which should be
transmittad to the user  If the ingtaller infornation 3 sufficient and the installer is varified
41, then the installslion process is comimed (theorwise, the insallation is termimated 54,

The server modula 26 is then cantacked 42 by the phog-in modale 23 and pricing.

consrart mormation, and any special ingmuctions are then transnitted to the user of the
remote computer §0,

Ag previoudy deeqibed, m the preferred smbodiment the vaer iy provided with
infbrmaticn by the independent muditor regerding the Emited fanctionality of the installing
pregram, The user is givan the oplion of verifmg He credentinls of she mxtelier, Tf the user
chooses this option, the usar is given the option of compecting to the auditor via a Web
Browser such ax NETSCAPE or directly by tha plug-in moduls 23. Once canmented to the
audit module isuiging the vefichtim pregran 34 dispased on the mufit secvec 30 provided
by the independent auditor 36, the usrr will have the opporiunity to review the sammces

“Il=
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provided by the auditor and to verify that the insaler iz known 16 the ditsr. To perfiem
the verification, the user would aoler & code which might be a checksam for the instalier aod
the software epplication 20 of the installer, would appest oo the user soreen 10, Dhing this
cade, the enditor would werify that the installer i cartified by the sditor. At this stage, the
vaes aleo has the optlon of rogisecing with the installec by entering usar infemation anch
8 5c, addeeon and phone urober, regacdless of wivether tho user will purdass §, softvare

terminating the insiellation.

The user then mpats billing inforoution 44. The bElling information can be credit
card mumbers, debit card morbers, 3 pre-established aecgunt Aimber, or & ank acoouotit
mumber or amy of yauious oiber fnance related numbers or forms of slectronic comoerce.

At this stage, the user has the option of entering user informabion such as name,
addresy tnd phone number, 30 that vltknately the installer cap wack whe is waing the
softwirg applisstion 20, The plig-in module 23 at this point also extracts Som the ranots
computer 10 sexial mmber information or Bty other information particuler to that remote
computer 30 1hy is sofrware accequible, In the preferred embodiment, the other information
wchude hardwine and roolipurition information of the maching. The remote server 24 vis
the s=rver module 26 i ured to determine whether or oot the remote computer 10 is capable
of ruming the software application 20 which the user indends te rurehase. Ofien such setinl
mymber information s eevable simply by making a call 1o the BIOS of the remate
compuier 10, Beth the mlhrmatian apacilic; 10 the romota computer 10 aad the user of ibe

remote computer 10 may be soored on the date storage apparatus 25 ap dentification
il .

The billing information is then transferred back to the server modole 25, which
verifieh the billiog mformation 48, Such verification In the preferrsd embodimen: i3 done
by communicating the mambers to 4 ceninal source of yerification io much the sama manoer
as is done for conventional transactions. That is, the credil card number is mansmitted to z

-13-
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credit card number venfication service and & vexification code is wansmitted back. If the
billing infortmation is oot acospeed 48, them the user in imvited to mmst new billng
infrmation 44. Tf the biling infbrmmion & accepted 50, then the plug-m moduole 23 is sent
an emabling signal which allows tranfer of inatslstiom sodules 52 of the software spplica-
tion 20 to ths revole computer 10. The installation moduler a1 paieally axecutable
modules which are craated by the server at the 0me of & roquest by the plug-in module 23
30 a8 1o coatrls only the parficole product optiens which the yser hng porchnged. Thersbor,
the exerutahle cade ean be combimaed w that it will oaly operate on the remote competer
1Q for which the uzer hat purchaxed the anedication softwmms 20,

The executable code is tranamibted s 8 sl scincting cxecuiable nx ix well known
in the art. The plugin moduls 23 then exeaes the self-extraating evenutable which
proceeds to automatically ingtall the sofivears application 20 on the ramobe computer 10,

The yoer then follows the mrocedure proseribed thersin to install the pofiware on the
remote eoaputer 10, The sorver module 26 during this process monitars the metallatoo to
verify the imstallation 54, Upon completion, the plug-da module 23 n the software
application transmits inmallstion informaton back to the server module 26,  Tf the
instafistion failed, or was unsuccessful 56, then the instxlintion lope and the identifieation
information are tranemitted 1o a techores] deparonent 58 of the installer or the devaloper
such that contact can be made to fhe usor divectly. The transmission te the technical
depariieat can be by any imawn comermication methed including mamal comact. 1n the
preferred embodiment, bowever the techmical department would be Jepossd upon the
netwark and in elecirical communication with the sarver module 26, The technicel uppart
person would theh have, prior to making any cominet with the uper, eotrplete mftrmation
relared to the hardvweare and software and the instelistion atiempt, all prior to cantacting the:
uwer thus expediting the sippont pocess.

If the ingiallntion was successfil &0, then the vser inputs whether the uxer wishes
mutnmatic notifeation of Amure updates and relevant measagey 62, I the foture contacts wre

- 13-
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astabled then sach tone the vendor of the anftoame epplication 20 updatss ths snfiware
application 20 of tiamsmits informition relevant to the softwere epplication 20, the egenl
module 22 datects the meaagefchomge and informa the usor.

The pracedure ix then complete 64,

Figure 3 is 2 method semitar to that of Flgune 2 and will be described with refenence
to the same syitor of Figroe 1, but in this method aa update is bang Tequested M), An
updats is raquesied geosrally in ome of two droamstances: the user bas received a demo
version of the apphcatinn soffomre on cither o physical medium, such 33 ddostis or CDr
ROM, ¢ heas deanlaaded o fens version fram the weador, o n rew yerson of the sofieara
han been prodeced by the dewcloper. Tn gither event though, the user is requeating to
purchaze n new version Gom the vendes.

If the softwire is 2 demo version, then there would ganerally be a soft button in the
graphic user irterface {"GUT™) that slows the user 1o buy the softaare. Sdecting the ution
redivates the sgemt moduls 22, the agent modude 27 ten cotdects the satver modole 26, If
8 aew verucn of the sofiware il been produced then, as previously described, the agent
middule 22 which pedodicalty comtacts the sarver madule 25 for miermalion on new versions
has Lkcly irformed the user of the zvailabilicy of the new version.  In thix case, the agent
modhile 22 ia simply being inatracted by the user to update the soflware apphcation 20,

In ither event, the updare requesl 70 schintes the agent madule 22 10 p=nd 2 sigral
1o the server module 26 requesting the vpdete whik: also tranemitting the idemification
information 72, The identification information in again sequre, hike the billng itformation,
and incldes user information end computer information spacific to the remote compuner 10,
& el ag inkorimetion relatmg to the wftwere application 20 which i to be opdated.

A check in perfivened to sanfirm thet the update is belng requestsd by the some
remoie compurter 10 oo which the software application 20 wes originally installed §0. Then,
the server madide 26 checks For the availsbility of 2 pewer or a full version 73, In this way,

-14 -
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piracy ix mnbibited i thet the me reaote computer 10 must be requesting the update e was
the i that ariginally requested the softomre spplication 20, Under smme circunstansed,
the remete computer 10 mey change for reasoos other then poating softwmre  Soch
ciroumstances can include rephcing the computer with a more modem computer o
transfarming the softwnre apphication 20 purguant 1o g terme of the ot agresment to 2
remole computer 10 10 the new computer a2 long A verflcaton is made thet the old
computer either oo kegar ecists or is no longer loaded with the software application 20,

A comparizon 74 i3 thea perfonied in the reidote rrver 24 1o check whathee the
software application 20 is an old version or is 2 demp version. If it & the mest current
versinn 76, fhen the proceduce 12 compleds 92 and the update request is canoeled.

If thix request iy tot ade and it #s deterined that the uzer i pirating the ssfiware
52, then a sigral = sent from the server module 28 (o the ngsnt module 22 1n the remots
computer 10 to dizable the program 84, Thes program will then no Jonger be uxable by the

remote computer 18 wnd ooy the complete new metsllation incheding 2 purchase of the
softoare will re-enable the sofiware.

T the: resnote comyrader 10 is the =me mechine 84, theo fhe hardware CONsTAnE are
thén rachackoed 86, This is to ingure that the newy updated sofborara doas not have addnional
hartware constraints that the previous version had not had

¥ the soflware update is more than Smply & maimenance updsts, there may be nddi-
tional bilimg neceesary. The user 9 then crmabled to use the previcus billmg information or
input new billing ieformetion 88, Upan verdfiostion of the biliog information, the new
veriiom it then installed 90 and the procodurs s complete 92

Refering now o Figme 4, another spplication of the imvention is shown, A
et pritite: ndbwork 102 is shown haing & corporsie server 100, The camporaie earver 100
in in shecirical comemnladion with both the corporate natwork 102 and the outside network

- 15
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14, i.e., the Internet. The corpocate network 102 provides a commmmication bus for a clien
computer 104 23 well 85 spmerans other dieot and server computers 106

It should be noted that a typical corporse setwork, or intnet, of & luge corporation
i3 actunlly quite Eke the previously described Intennct in that & great varbety of networks and
equiponent are lmkad eogsther throgh o vartiety of sub-netwotks ond routars, Ageim, like the
Inbexnet, there is ilmast no method in such & petwork to iastall or de-stall softemrs across
subnoly, xnd ctemly pot across different netwiorks.

In this ¢mbodiment, the vaer of the cEent compter 104 wishes to parchase & ne=w
software applicstios. The metellaion and poyment can procesd exacily ng previcusly
described for & non-metworked commater if po desimed.  Generslly though, » corporate
netwerk bas network admirigryiors who ty to keep sofiware applications uniform and
purchasiog departments, which iry to govermn spending,  Therefore, in such an installation,
ithe oocporate server 100 containg on its bard disk 138 multipia sofiwars applicarions 110,
112, each having an agent module embadded therein as previoushy deacribad

The yptem admibilatrtor for the corporate network 102 would penemlly purchaze
 proadetcrmuned mumber of boenseas for the software appliodion 110 using & method dmilar
to that previously described or upload them dirsctly from & vendor's dick. The uset would
then aceeds the softonro applicztion 110 uaing ¢he chent computer 104 vip the corporate
network 102, Raquestivg installation of the apphcatinny softwara 110 causes the agent
coninmed therem (o contact a server module 114 which, in ¢this embodiment, is stored oo the
bard disk 108 of the corporste server 100, The secver modula 114 monitors the oumber of
Ecenses and, if mowe arc availsble, then =nabies the iostallation.

[f adEticmel licenses are required, the server madle 114 conants the remote server
24 and requests edditional liceoee= 135, IF the systan administrator hag appraved the
trensaction, for example by heving a standing pre-approvat of oo moge than two additionsl
license withmn confimatian, then the licenss 116 is dowoloaded mmd & message is oot 1o
tha mystem edministratay.

-16-
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Periodically, un aucting modale 118 on the date storuge appamatus 25 of the remote
ver 24 quenier the corpoeate atreer (00 for information relading o licennsy gnd
ingtallations, The server modube 114 then transfers such information to the remate asrvet
24,

The @padltty of beitg audited by an ndependent xadiior provides 2 user aaoimnce
that tha urer's wivacy will be protecied. The mdiing system bsrsin described is physically
end orgemizaticnaRy sepuerats from & sofiware developer, the viche! stors, or, o the case of
2 corporale intranet, 4 departmait of the corporating. Thiy mparabeness alows foc 4 server
to be dedicated to the sole task of ieialling softwane and for this secver 1o be placed in &
physically securs setting. Thus, the romots ierver 24 can be situated in & locked roem
deddicatend sodely to the task of installing software. By periodically sxamining the disk of this
server with software appropriate B this fesk, which is well iown in the e, the datn
refumned to this server ceuld be verified not o comizin any daa other than that required o
comptete the ingailation

Figure 3 shows 2 system configimation where the fimctions previously handisd by
ihe gingle remcts seryer 24 havo beea divided amaong aeveral servers and shauld, therefors,
bc rond with contiuing reference to Figure 1. A router 120 soutes mcoming data 1o
appropriste servers, Initially, whien an 2gent module mooiwcts the router 120 the request is
wanaferred ot recepiionist shrvar 122, The receptionist secver 122 vecifies that the request
is fom an axborized agent module, and then tranefers the request to server A 124 o7 server
B 126 Sexvera A and B 124, 126 actually perform the installation.

The racapionist server 122 maribors which of servers A ar B 124, 126 ate curremtly
busy aod roules new requests to the leas busy server 124 126, Thus, the use of the
recaptionist is ureful to prorvide Loading to other srvers to maimuin appeopriate levels of
service aod wlso provvides for a confipuration that is tighly scalable, sines additional capacity
ean be added simply by adding sdditional mervess.

s
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[ emt mhermadve emboditent, each of seovers A and B 124, 125 mome n
predetecmined 2ot of applications. The veceptiomiar upon receiving & request for metallarion
ﬂnmappﬁmmmwﬂlﬁmﬂmﬂummﬂumn

Alzo shown i an audit server 178 which iy tasd 10 comtimuously sudit the operstions
of servers A anil B 124, 126, In the prefered embodinest, the suditig opemticn alzo
inclzdes monitoring of deta roceived by servers A and B from ussr of the remote computer
10. The muditing server 128 comnuumicates with the indepsndent auditor so that periadeally

or om dezmmnd the awxlitor is ible to vorify the actunl operation of the servers A ad B 124,
126.

The auditing aperation that would take place has a dual fincticn. The owners of the
virtuel store 1% are able to have sccurate records as to the softwars that was actually
installed. The ueer of the remmte computer 10 would ke the agsurencs that ooly data

neaded for the installtion and options chobent by the user were in fact anxferred to the
Tanote server 24

An edditional design element of the system hersin deseribed ic Bhat it will use an
exclustive suditc-capable packet {XAP) ta transfer datn Bom the mmols computec 10 to the
remote server 24, The muditor can awilt this capability by exmitiniog the C++ code, ae
described belew, by chserving a build of 1he yoftware, and by verifying that the sofiware
achually nmning on the rervers is the sanwe software ag that produced by the comtrolled budld.

The fallowing are an examphe of the steps that an independent auditor would use 1o
venity tha the software performs in 2 specific manner and does oot vialate the privacy
inter=sts of the user. The method described below of ewditing the functiomality of the
roftware will be described psing O+ calls. The C+ Lmgmage v used due to its mherent
mechemisms for systematic data byping such that the exact nature of data pessed in packets
wn be cantrelled ang defined. One sldllad i the art will recognize that these steps can be
performed in other languages with lice fincticnality without departing from the essenee of

the inverioo.
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In arder (o cartify the operaton of the server, the mditor will Bt eaurGoe the
softwars for tho sérwer and the agent. The exditor will perform or observe 3 build of the
scftwers S the aonarees and will verify, through its audit server or by other meane, that the
anfivwore thal was buikt in 3 the sene software achually ruming on the remote server 24.
Finally, the aditor will supplemet and comfirm this sodit by examining the achoel data
received by i serven.

T accramplish thia taak, the safitor will determine from the sourcey that the software
can oaly rcehve o XAF Packed cluxs and that the software can pnly seod 2 XAP Packet
class. The soditor will then examine the sofiware and verify that 2 AP Packet can only
contain oentain types of dute and will note thar this data ix recesanry far the ingtellation of
the software and doas not include date that i= not necezary for mstallation of ths sofiware.

The muditor will verify that the TCP/IP receive fimction ocowrs anly meide 2 daxe
XAP_Receive, and appesars only moide this class, The moditer will wverify thod »
HAP Recelve clase can ooty bo created using n XAP Packet, and the suditor wilt ohsarve
that the only mterface to the rest of the applicadion from the XAP Receive class ix through
the XAP Pacloet From these observations, the anditor will be abbe to conclude that the
applcation can onfy macive data that can be inesried int o XAP Packe,

The suditor will verfy that the TCP/IP send fraction is encapsulated in a clasx
XAP Ship, and appears anty maide. this class. The suditor will verify that 3 XAP Ship
olject can only be created fhom, 8 XAFP Packet, and that theretors, without 4 XAP Paciot
abject 1he application will cannct ship dara ower TCP/TP. The auditor will verify that the
TCR/IP ship funchon oaly ships the data provided to it by XAP Packet From these
obwervations, the seditor will be able 10 coachude that the applcation can only ship dats that
can be extracted Bom 2 XAP Packet,

From exsmioation of the sources, the mditor will chsecve that 8. XAP Packet e
only be composed of XAP Record objects, C++ han fucilites for defining insartions and
extmetions Jom clessss, which can limit the ineertions ol extractions to ertain other
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clasees. The XAP Record Classes will be deflned in the appEeation. The auddtor will
examize aach of thess claysed. From examination of the individual XAP Record classes the

. tuditor will comchude that thess tiasies can be composed ouly of cortain XAP Dade objects.

Aguin the XKAP Racord clusses will hive defined meartions and exiractions which will Bepit
the data that czno be put into these recocds to XAP Dwin objects. Fually, the anditor will
exmine the various defined, XAP T objects, and will olsserve that the XAP Data objects
ropresent the duts fieeded to pecform an metallation but will oot permit other data that might
viciata a usor's privacy. For example, the dats objects could have predefmed Lmits on
avernll lenpth aod predefieesd date valuss which would resder impomible the copying of
corregpondence Brom the user’s personal computer. The data ohijects woirkd be Emited 23 4o
5z and contet 00 that bitmunps or spread sheets, for example, could nat be copied from the
uster's parsonal computer.

The invention may be embodied in giher mreciflc forms withow departing Fom the
#piTit o easential characterislics therenf. The prasent emboditments are, therefore, 1o be
congidered in all respects a3 ilhustradve and nost reatrictive, the scope of the invention being
indicated by the appended claims rather thati by the foregping description, and all chanpes

which come within the meming and ringe of squiveleicy of the clwims ars therefoare
miended {0 be erbhraced thersin,

= -
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Claims
The cmbodiments of the inventlon In which au exclusive prapesty oc mivilegs i
claimad o dofined at Bilows:
1. A gystem for mrialing a poftwate applicadion to & redts Saaprotes via a oetwork
having at Leact ane content s, coting:
2 verver module wnd

en Ageat module achmiyhle by the comote compuler 1o Inftiete installation of the
software mppllcation on the remots compuinr, the sgent module upon
asdertively wntbles the muafintion.

2. The gysten accaning to olxim 1 wherein the remote oomprter in slectricat
i sation with the server modul Tranamiis informadon to the ssrver module.

1. The system according ta claim 2 wherely the information transmitted froe the
remoie computer in biling information.

4, The system mpecording bo claim 2 wherein the saftware  appBcation provides
aspovizted pricing mfarmation.

5. Ths system according to alaim 3 wherein the seover module compriges biling means
Ear verifylng the billing information received frem the remate computer.

& The system acoording to claim 5 whersin the biling means fther comprisss:
n oentral aovree of verification; and

a software modutz in slecirical coonmumication with the central aourse of

vaification, which tranemsfty the balfing inforeation to the ezatral anuree and
receives from the central apurce a verification onde.

-Il-
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The cystem scoer¥ing to siatm 1 fiorther comymising an installation kg, iraocferred
by the sgeni module to the porver modale afier Dwhillation of the software
spplinetion is compleds.

The spstom acconfog to claim 2 wheren the oformation cremenitted fioin the
remots ocmpuries is idemification infrmation.

The pywtem acconding to claim B forlher compeising:

sodiing mepny for reconding the safromre applicslon embadded by the apemt

» duie momge apparatus in electrical commmmication with the server madule for
The: system tccording to claim B firther comprising = tachoical department, in
elecirical commumcntion with the sarver module, for selectively receiving the

Instaflation Yog wnd the idenrifiestion tnformation transmitted fom the server
modhile,

The gystem acording to claim 2 further comprising 2 data storage apparatusz n
electicsl commumication with the perver module for storing the information
transinitied from the remate conputer,

The system according to claim 11 further comprismp anti-piracy means for
sedectively ennbiing the installstion of the acfiware spplication on the remote
catputer, '

The sysiem according ta claim 12 whorein the aoti-piracy mesns in electricl
dlsposed upon the dua Aomes apparalus against itformation transmitted from the
remote compter.

The system according to elaim 2 farthes compriziag secusity means for confidectinlly
irensmitting the information.

=37
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The aytiem according 1o cleim 14 whensin the security megms i & &z encryption
srtorire modnle

The sysem socarding to cleim | wharein the agant moduly and the server modyl=
bi-directioasll -

The ryytem pocording to clxin T whereis the servor modide eod sgent module are
dispassd Lpoa the conbant server.

The sysiwn mxocding to daim | wherein the ostocak Sxiher cxamprizes 3 cemote

mhﬁgtﬂmmﬂhd@nﬁﬂmhﬁmﬂuﬁﬂﬂnw
o thi CORtAT Rerver

The system according to claim | wherein the natwork is an ictrace,
The gystem acconding to chhim | wherzin the netwock ix a0 internes,
The system nocarding to dlaitn 1 further comprising:

an st pecver disposed remotely from the contant secver and

an audit modile dsposed on the podit secver, the mudlt module in electrical
communication with the strver module for commmnicatmg to the remote
computer mformation regarding the functionality of the agent mathde which

Tt srsbern wecordpp 10 claim 1 fAother compristig:

an audit aerver disposed remolsly from the content dsrvat,

an inciplisticn fle emboddad in the agent module; and

an modit madule daposed om the audit server, the sudit module in electrical
communicadion with the server modude for communieating ta the rempte
compner lafocmation regarding the Bmctionality of the mstellation file,

Tho gyatom acvordmg to daim 1 firther comprixing:
s pudit sahver dispored remotely from the content s=rvec, 2iid

-n-
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z2n audht modale dispossd an the audie server In dectrion) commundsxtion with the
agont module, selectively enabled by the spmt moduls for vefiing an
installer of the sofiwere appEcation

A method for irstalling a scafiwere application oo & remote canmputer vin 8 network
the method comprising the steps of! '

selacting by the remots compurer the sofiware appBeation to be nraNed
whese the softwares application is sctuatable by tha renota computer

somnmumcating the mquext fom an egent moduls to £ sarver module, tha asever
mocule dixposed upon & content server;

tramamitting a8 Infocimation request from the ssrver modules to the remne
compter, and

satecthvely transmitimg the softvars epplication as en inaralintion fie to the remote
COIMILES.

A methed secording to clalm 24 further comprizing the stapy of;

receiving identification infiormatiom from the ramote computer; and

storing the idenificetion information of a data storegs apperstus in electricsl
communication with the server module.

A oethed sctonling to cleim 24 forther comptislng the step of recuring the
tonfidentisbity of tha trangfer of the information between the remote commrter and
the server module.

A method according ta clabn 26 further comprises the stepa of companing the
information deposed an the deia slorage appersive agained the identification
information from the remote computer bo ascactain piracy by tha remate computer.

A method according to cleim 25 Gyrther soinprislog the sep of dissbing the software
Mplication oz the remote conmpute,

- .
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The metiod of olxim 24 further comprising the teps of:

selectivoly connecting the remore computer t0 2m audit server upco actation by
the nemote computer of the agest madule, actuntion of the sgent module
ensbing the verifieation of the installer of fhe software applicationy, end

dinpleying ot the ramote opmpoter an output of the verificatinn,

The method of claln 24 farther asoprishg (he #teps of

selaciively iniiiaimg tha agpent moduke to comammicdts with an audit modole
disposed upon mn mudlt sasrvec, the sudit 2erver Esposed remotaly from the
content sacver:

exacuting  verification progrmm disposad upon the audit sarver, upon selssian by
the remote computer to verify the mutalisr of the anfwaes appFeution shd

displaying om the remots compater an cutput of the verification progoum.

A method for mudting an sgent module ta verify the installatbon of 2 software
applcaticm by the agent maduls comprising the ateps of

examinmg by an audit module, the audit module disposed upon an sudit sarver, the
sofivare appication bpving o embedded agent module in eecirical
commmication with the sdit moduls, the mdit module disposed remotely
from the agent madule:

examining the software applicatton dspozed remotely from the seftwere epplication
hewvling an embedded agemt modula by the audit medula, and

compariag the softwars applicarion heving an emberdded apent madule againgt the
softwate spplication dispoged rmemordy Fom the software applicaton bheving
s embedded agent,

The method of clemm 31 whereln the step of exammung the witware spplcation
flrther comprising the steps of

FUTARYVI 1548
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ascertaltitng that the software application exclusively tranemits 2 maique packet,

the uniqus packet sskctively mnapsulnied by 4 tansult header genernied
iivrna whe undepoe: packed;

srcertaining fhat the saftware spplication sxchivaly reosives the unkgue packet,
the unlgus packet solctively eneapsulsted by & receive header geozraded
from the unique packes;

verifying the unique packet exclusively contrine pradetermined objecty; amd

verifying  the predetermrimed objects ace oecouary to the Rwetionafity of the
installatinn of the snftvmre eppBeation.
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