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The coonation wod ereedimg »f s enhomand ool measage seocking to the present Lnventon,
as well us initil receipt of m enhmced a-mail nessape i © & vser svert, will now be
theacribed with seapect to Figimes 10 ang 11,

FIG2, 10-101B iThusdrate the process of craptng 2od transtistting an aolamead s~mel] nessags
with n contafner attAchivent thet ir golf oyeming and hae the ofher characteristics deseribed
herait. [n slop &, hasder bfoomotion 32 firot domignated bo deBac the container. Thereafic:,
cottiponent definltions wre comicd by the: ender in & tep 64. Thore can be eny pamber of
componet defitions dasired, with & being vnderstnad that the miowe definitiors that exist, The
Lxper the sizs of the atechrent thet oitl niimately be ransmftied, Theeafter. sb-compomert
definitlons can be vieited for cach cormpoment objact, a5 descrited previcuely, s sier 56, T
sp B, the sompenon: and mb—componont Skca oo combined ol au ActiveYeew T, which
thereafiae is combimed ofth header fifornmbinn znd atiachryents to creatsa comtaner fil2 in eten
0. The continer fie i ewcrypted in sep 72 Once baing encoypled, in the prefemmed
emhocdimer, the Jave clags fies, collectivedy termed the resipient exscumble sofiwar, s tha
nutive st are attached to te encryted contioet e in sep 72, Mim: socoding foilows i
atep B, which oimo pocoded fil i thea atinched 1o au c-ronil esseps i sep 80 and
rmaited.

Upit receipt ot the mecipent compuier in gtep B4 with mference oo FIG. 11, doulds
choking the tesshved mesmmpz m gtan 36 i oo 2 jova vinmel wachine =il cape self cpenins
i occitrs in step 8H, or, altemetively, opening the container attachoment. ‘Themafier, the fils
ox exteoctsd foom (he wibechoont in stop W and imvocaticn of the agplienivg (B jurs virul
trachineand the java cleen fked) and sxiracton of e senders commines dui f31m) in sep 94 will
cinze the dieplay of fhe: container in st=p 96 Thereiter, is sap 98, the compower 30 avails the
reciplents aetlon, 26 will be Eother deccribed heremafier,

As b perult, of the displey on the display 38 of the resipient compuier 30, 2 contairer, s
& the cavelope voulai 100 iHusuatod in FIG. 12 is chisined, Az vhis Thmo, the reciplars
exacmiotle software then proceeds o a stats in which it wails for fhe: e b0 IBi= 8 wetion, &
will now be dascribed with epect © FIG_ 13,

In gep 110, a first event takes plice. Siop 112 follow: and a dstermination in mada in e
1F2 s tn whetler the event tivt thkres place in o event that i3 dected bo ons or moR objact
wianpiamnils, I i is w0l such an cyvenl, den aicp 133 flows Snd e moipienl execmtahs
eaftware docs nothing, and waitr for @ pext event in step 126, Types of nothing svent would
b, for instance, if the ouss curser (22 lhostrsted in FRG 1. moves 6 an e thet & oot over
&0y obisct compoment.
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I, bomvarvirr, etap 112 dedmmminen that the erent in dimaotod to o avityporent object™Vixel, then
step 114 Follows amd it 18 dekrmimed which component ohjecis have evanin, and then in step
113 the sxton meacixtad with the event ittvnded for sach component vhject aies place,

For iagtatice, i cottpetietd object 102 ilhubrpted im E1G, 12 conliims sa User Action of FIG.
9 |n the form of & mmise avwer, then the seion of plachie the mmae cursor 122 over the
aocvponent objest 102 will cowew in piop 112 n detoomination 1a made, thar the actlon Livoelnes
a cottposett object, s i sop 11€ 5 determination that the astion pertains to componen
abject 102. Therealfter, step 116 to raoks yd the action associsted with that event will be
eoutnd. A spacifiic exxmple of such events will be providsd herelnedter,

FHY. 14 illenizates coe fanctions) ativibute of the posent imveatlen, which fimctional
aticintn xm ba ool forth g thy indtiedon of receving v enbopood enidl icasge e sonding
i the proent invention, or aftar the: ixitiatios of e action stermming fror & corpooant oiject,
An evenl 124 ndtintes the condtional dieplay of conients fmctipn| stribots, I tin coniticnsl
cieplery o conteats fatctionsl siritmie oocars af e initelis of the enhanced c-meil weaapre,
sep 126 follows aid the enbmesd s-mail message is opened us n giiachowent, o has been
provicwaly deserbed. Otep 128 follorms, 0 which srms ard comdilamy which nost be epreed
upon are first made Imvwn o the recdipient.  Thereafter, step 130 follnas and e texipicots
recpenss i3 repoted bk to the sender, in 3 manner wsing aeene fnm of retom recelpt 8 will
be descrbed bessinatier. I the conditions respondad to in & msrmer deemed aporopdate by the
sendet, then sip 132 follows, and the appecpate cottetls are then de accesslble to the
teelpdont. Biop 194, which fcllows thereabor, waks for avollics mvag) W ocew, ae has been
provicusly descibed with refeence ta FIG, 13,

FIA, 15 ilfusteates aiwrither fonctonal ectribote of the pressnt vention, referred 1o 81 8
remm mosipt. H o rehin woipt & reqested by the seoder, sicp 136 i3 mitiated af Ao
appropriste dme. This soubd ke when the attachmert that foring the enhmnead e-nail aczording
te the: pmscnt irveotlow is iullally wasoilod @ Gy ripicny, when the Teciplant choses the
enbznced o-mail that has best peceived, or & coe be triggemd by o cvent that ralates (o & sub
campenent of & companent object acconfing to the poesent investivn. I dhe sender did not
requtst A etomn recnipt when nidally =ending the sessape, then sep 140 follows, na action is
takan, and then sop 142 weis for anotder event i corur, we b besn previomly deseritea witk
reforence to IO 13, TF, Tuwover, sander mquescd o remmm mcelps, sep 144 follpns ang 2
determinalion is made whether a speciiic format of rispose wae equeded I not, piep 14€
Tollows end n cofanlt response, snck ai "xyz@abo.oom 18 opeoed the envalope @1 100
pacific. dywhght tme" 1 ransmitted. 1hls reeponss bedng delivesed nAthg tho Ender addrees
inconmation, ad ather ime micrmation o Ge sysem,  Sep 148 follows md the computer 30
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wnite for amother evant ta ba mitlsted by the reatmient, ma bia boon previcously doacdbod with
pelerence to FIG. 13,

K a epecific formut of msponse ot foquasted in step 144, then isp 150 follows and
determination i made whethe the sender’ s quest monested 3 specific ot fron the ceigiar
tyoe of mapoess. IF i did not, then e senders configoned reapomse 15 stot i siep 152 to
addrassee gpecifed by tha sender, whisk moy be the peadun ovwe o-mal eddreo, 1be addeca
of another, or the address of muny othors Thermafier & gep 134, 1ke pep 148 meviomgly
dexcribed, Tollows.

I & reaponse from recipisnt was eoocsicd, then the regoested pesponse iz mads oo i
atep 156 emed collacted and compikad in sep 155 Theremfter, the reciplen’s Tesponzs i
tsbtnathedly temmmdting o sep 160 and crcther walt stop 162 follows,

The: return seczipt mapomica tranemmitted back to the sender in stepe 146, 152, and 160 are
each automaticdly eett wxing the APl provided by reepactive e-mail cliemts,  For SMTP,
rootines o0 send mail can be wrlien wing pablic damain informution,

FIG:. 16A, 16H1-1682 and 16C1-16C4 jllustrete axample Juxs vimocores for an eavelops
contwine: boving 0 conpany bpo as an objact componenl acoxrding Lo b jnvasivn, FIGs.
154-171 fllostue views and nelions that myolt from the data slehores such as et Fanth 1o
FI35. 1€A, 16E1-16B2 and 16C1-16C4. So thar the cxpshilities of the prassn inventon cao
bz approciated, it shoukd be fnted thet FIG. 17A is repressniad by the dets stroctore of FIGE.
1fa, 1601 and (&C; FIR. 178 s repeesanted by the: data stroctore i FHIG. 164; FIG. 17C &
ceanoechted by e dol structors m FHG, 160F; md TIG. LTD b epoecowd b e duia
stroctare in FIGL 1604,

Of yticulsr pofe, 8 mome cwxr 180 in FIO, 174 resnle in a obble 130-A. which
correrpeade to dets wxocimies with the bubhle as cefined by tonse over actioa if FIG, 1601
that has g fext sab-cotpetent. Similoty, FIG 1602 data defines that the monse mver - 37 wil
conee 2 process lench attilbaee e will ol i woio ok eing played by 2 progran
ethbining progmn insmctiors o lamch the mrdie atitent, witch programs can alsa hove been
trunstnitisd from the sondor with the odginally say. enbrmzed e-mail essags.

A digital time stap 134 = also meluded and Bucheates edther semdes wransmission Qi o
in the shernative, @ cenified time stump foom n dedicwied Gme samp seever.  Ohject
compoments 1EE-20d 2 alay Jivimisd un bulh sdzs of the covelope, #00 Feprsenr the. abilite
of the present mverdion 1p depict, % decired by the uam, many diffurent fema, in meny
different nwisers, a3 woll a: aftdbules that then kead to the recipisny o other areas. Faor
intance, Fipnre 16C3, when o mooze click avar the stamp ahisct compenemt 185 aoeid, 3 the
wer 15 on-Hos ab e time, will resalt in the mser mivowieally heing comsetd o the home
pege 206 illusiwcd in FK3, 17A. If, brwever, that momse cick Dver the shimg object
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compenent 136 oecors, bl dw oree i3 aff-Hae, thn tha FIG. 1603 pritenry sob-compooart i
not wsed, bt the elizmats rob-component identified by FIG. 1504 iz Imnched, whist # s
cae reanlty in A iexinal messge beicg displayed.

The shove cxemple 3 mtended to show Bew robust the cohaaced c-meil messgr
cnhaneement eppamtus accordng ko e presnt ivvantion ichustly i, By being able tobe sont
93 oty wttdehiiart throogh s-mesil, the sppearsnce of the a-mnil mevmge can be cbancal ot the
cqtie ofthe setider, and the recipicnt will be ensored of bting ebl: o mopive It 0 the Intendsd
focao, ginze the exsculshle recipient progrem indructions e preforably ranmmiliad as part of
the atiachment,

Fanthermors, even though the. excouthle recipi=nt program insttuwetiong can snsoms receiy
of the maesage in ite moanded forea, the anchitesinre of the preacn: invention alse provides thar
if o nacre robust program of hardware ¢loment exirs oo the reciplent compeer 30, which car
even furber endamce the codtent (bt iv tamonited by the sender, then that more fobual
piogram or hardwane elsmen Bxiss o the rectmiest compier 30 can be need instesd of the
cancmiabic moiplcv program metructions that weye temsmitted by the sender.

Whils the mvention bhos beon porticularty shown and described with 1efaans o s
prefesred embodiments, it will be mdecstood by these skilled in the act hat vatins chmges i
fiormm and detmil may be made (erein witho. depaning from the: sgicit and scope of Bv preasar
nention,
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1. A nethod of processing m e-mail message Gut inohiies a mpresemtation of an envelop:
mﬂnhﬁngaﬁn:ammpma:mmnfﬂmm;nmqmidmu&wdﬂmpdmgﬁ:dqﬂ
of:

receiving, it £ald compuiry, asid =-madl measace that inchadss seld represcation of said
anvelopa containtng £ad bima gtedm;

renudering on aid compItar scrten, using xid compater, & represenixtton of 2 front of gaid
anveiope;

Tendeing o said computsr Roreea, using sl computrs, » mpmsenation of said Hre sErp
&t o screen locsbion thet in wiliin the front of the evelops;

atndny, upon initiatien of 0 vaor Rotkm whea & entwor §3 positicned ou anid Cugars
soecn Al & scromn bocaticn coccspending o that of 5213 ttoe sinep, 6d computer i ¢ mmneat
with & hocatim mixocisherd with =aid tme samp.

2 A mrthod aceandivg to ciaim 1 whersin siid kiep of cansing kaid computer 1o conoret with
smid lecation avocisted with snid Goe stany eses 8 unifro o cueng: ks o determine sald
location,

3. A method sexording o claim 1 wherein snid rep of tndering mid enveloge penders sald
eavelof fremt & thet ¢ is eclmgnlar in shape and i time o i locied o the vppar dgix
hﬁﬂ.mﬁf:ﬁdmphrmﬂm

4. Amethod acending 1o cluim 3 whersin wid s-mail message forthes mchulse 2 samp, wail
wrmip being displayed on sald seresn ot the vpper vight hani comer of sald reotengular cavelops
much that said tme stamp ovedaps sid slary, and said mechod farher comprises the uzp of:

cousng, upcn imiletion of anodwr user el whos cabd cwsr is posiloocd oo sald
Cotripites kexees in amgther ecreen location correspometing to fhet of aaid stamp, said compoter
b cottet with ancther lacation saseciated with wid st

3. A octhod wecording to claim 4 wherein sald step of caneing sdd cofpmber to conrect with
sald anollec: lamtimn sewise] will suid SAwp wees swwrher yoiToEm feAGdoe locabar by
debermioe smid Jocatiom,

6. A rrethod sccording to chim 1 whereir gaid zen of cousing in parfrmed by exemstion of
eleciatle sofvware that is mozeived by eald comprber with said -mail meseap:.
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7. A methed scsonding v olmim | whertin sdd comosil mocmnge fobes fuluckes 1oa i
coment, sid texiual condent being ropresaried tr an chject oo said envelops, and forthe
comprising the step of causing, opon imtetion of another oser ackion when said ooser &
posilinned on sald compulist screen o aniher sereen localion eorresponding to that of =aid
phject, mid compoter o deplay seld omal coieat,

H. A method accoeding to chim 7 wheorin. wpoo nitation of sald encther nsee action cansitg
Baid Cotrputet b displey mvid moinal comtent, sald mother neer action el coxes tha 1Eps of:

genaating i eleclnlc reapomas: mdicaing sadl textu] content fas heen demlayed vy gmid
cHmouker; and

% A thod accurding to chim 1, wherein each »f sid sovelope front and mid time stamp
have an seocinted cotponent ideutifer which gaid etrmpater ness when reodering said avelops
front 2nd said o stamp.

10. A method seeotiing to claim 9, wheeein each of mid eovedope frotl wed sid time stamp
have aesociated component height dan and cetpenatt widkh data whish said computer n3es
when retidecing mid envelope front wnd sed tive sbomp.

1., ﬂ;nwﬂmﬁm:mﬂi-gbnhim.lﬂ.whuﬁnmhufuﬂmudnyuﬁx‘undaﬂﬂlmﬂm
bave srencisted vertical screen location des, and borzomtal scrten location data which said
COMPUR: wies when rendering maid envelope front and =2'd time stamp.

13, A method icoording to claim 10, whersin auid cnvelops Hme stamp has m associaed sub-
sempanat idertificr which said coinpuic. won duing swl skop of cansing gl commRer
connest with ssld anotinr location aeociated with aaid stmp.

13. A pwdhod soxerching to claim 1 wherein said thhe shnp provides both & dewe and a tima

14. A mothind waarding o duim 17 whkernds asid doe samp 1= proviced from a trme stamp
SErver.
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15, A swthed ssoording ta olnim 1 wherein sid o-naoil facsaape further icclodes another object,
CHUSME,. Upon mitaticn of anothes user sction when said emisor & pasticned on zald
comgAtes screem o goother sceen location eoifespending o thet 3F s2id chijeet, mid campoter
to prochuce b tomes.

1€. A mecthod acconding o claim 1 wherein 2od e-ntail memage further inchides engther ciject.
said object being dispheped on eald eereen and said owthod forther compeinca the nmp of:

Calwmg, opm mikeicn of another user sctien when mid morsor s postiomsd oo e
tomater scieen in another scesm location corresponding o that of weid object, sxid computer
1o play B wdea,

17 A method of proceising m oo mestags that inclndes o rpresentation of mm envelope
containdie & sender idatity identification oo & compiter screen of 2 cotopmirs, exid methoc
comfrisiap the stepm of

reaciving, ol asd cormpcter, sxid e-mall message gl isclughz il epressmadon of wlc
emvelope contalamg smd sendsr #domiiy;

renderlng ol siid comgRitar soreen, neing sRK COTIPRLE, & Terearnizion of & it of aic
arvelope;

rendering 01 9aid confier acreen, naing said compoter, 4 mpeosextaton of said sender
identity idontificathos A w acreon location thet i wothin e Front of e wivihops;

nnwina,npmhlthﬂmnfnummﬁmnﬂmnmmurismﬂiuﬂmmﬁmmm
acern ot 8 peren Jocstion cettespooding o that of said seoder denbty identficadon, sald
compuier o comect with 2 locadon aezeviaed with naid sonder identlty identfication

1E. A method according to detm 17 wherein sald stap of v i sompuern i comes, wilt
said locaxdon aeeociated with wd sender identity uses 4 vaiform regounce neathr to
Jetrmine aokd Ineniion,

15. A methiond seaading wcdsin 17 winaein sald e-amil messags URHe ehades 3 ms stamg.
and sa1d mwtbod forther comprizes e step of:

causing, Wt initirgon of anofer e Action when said coreor 15 posifoned oo Eair,
COmmer Ectedn in mnother scpeen Jocarion comrsionding o that of sld Howe stanp, 80
mmmmmmmmmmmmm.
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20, A owthod ssoording to slom 19 wherein prid rtep of amoging did comguiter 10 coonest with
sald anclher location socistzd with wuid timn eep naes apother nndfecm rosmores locaing (o
deot=rmin: egid Jocation.

2]. A method soording to cluim 17 whersh said aep of rmdedng sald envelooe eoders gaid
arvalops fromt oo that it ie rectanguia: in chape, said amdec ddentity idemtificution i Iocatcd on
the nppes beft band comer of said recnguly exvelopes and said tme sEmp i located o the

2. A method axcording to claim 19 whersir wid email messge farther inchudes g stenp, sid
stamp being displayed on axld szrcen o the oppor right hand come: of s id v gular vevelupe
goch thal said tine stamp ovetlaps axid stemp and spid method Nirther comprises the step of:

CawsLg, vpon infation of & Pusther mer action whea said cwsor iy posiioned on said
CUnpuieT gerest I another scoeen Joratlen cooerpanding to that of sald stemp. said comgute:
o conmezt with ancther location asscciated with said stanm.

23, A ethod necerding t0 claim 17 wherem sald sendet identity iz mpresented ax one. of a loge
axd mo address.

2t A methed sceoedbng b cloim 17 wherein amid &-mail wasgage firiher includes 5 request fio;
w 2ondigured rogpronas, Mid sequeil bor soid confignod roaprose being represciuenl iy w yitsimg
on aad envelope, and method forther compeising e de of;

cauaing, Wpon inifiation of anoter wsg action whee smid mmmer is posidoned oo aid
COTpAIter Boreen M ancther ecreen Jocatlen contapending o that of said obiect, seid competor
to digplay said reqoest for coafipnied repomc;

compiling of said coudlpinal vepines culaod i @ud anguier by s81d 1ser g

tronmmittmg sakd coamplled confizumed mepone from Jpid compmter,

25, A method of pesoiing, on & icreen of a steand compater that oses B Seond =-mai
pietform, information te @ racipient thet hes been elecmmicslly trassmitted as sn e-mail message
Fama B vuguler vsiug 2 sl c-muil plafarm o sald sacond SHmpuier and recsivimg st eI
fimet compuier trom sald seead conrpater 3 Tehur recsipt cottpristng the stzpn of:

fomming & data fils epreienting said Dfoonaion =e g plorcdity of ohiects, some of i
objects kering seoriared themwith dgital Imeers svd cortain of said abjects hving mumciatad
theserwith a pinmlity of mifakle pob-compotents, sid initeblo sih-components being miriamd
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by & usar action, oach of aald phicallty of objccta hoving mm ancciated compmpent Identfle
which said compoter veas 1o enderisg vieaal portins of wid objecks,

creating execntabils solitwere thal can conse sail informatlon o antomatical 'y pregent itsell
cu aaid soree of $id ecomd commuer, geneate a rsbam receipt Iidicating that sod inftrmation
has been presemied and cmiss sald digital imegea t2 be modered;

oreatin® an s-madl massase file by oeobimag tegother said cnccotablc naftwerc and asid
duta fAle;

elecoromdeally transudtting, smich v-mail message fiks from said first eormpaoter 1 said s2cond
Cartes;

antehatically presmiting said information oo wid screen of said stcond compte;

gencrating, af sald aceond computcr mod using sakd srscatabk: soflwec s said seaund e
readl plafortn, sid rdomn recsipl; znd

recelvitg, after transmissinn of 1] retom rece;pt, saic remmn eesipd at said Grst oMt
thereby muicating that seid itformpocn has besn prezoated o said recipienr.

26. The methed scoonding i claim 25 wlerein sid user setom ix onc of 2 monge-ower, 4
meune chel wid o mouwee dooble click, which sctlen ccours akeu o varmor ju lucaksd aver (m=

o uaid cettiin objecin and which sction cawses anather electronds: tesponse.

11, The methn§ acconding to clanm 25 whaein said wer scticn is ope of # mouse-over, &
oot elick atd 2 mowse deuble click, whith acton gocoe when & cunot 1s located srer one

o sal corinin ehjccta mod which acdon camsos agdio tones to be produes],

25, The method sccording 1o claim 25 wherein 1aid oser action is osc of B moOuaE-ovar, &
mmoso click and 8 nonse dotkile click, whizh setion occus whey 8 cumor is lecuted pver exe
of sald certain objects and which acion caneex 8 riden W be played.

23. The methal secoaling o cladr 25 wheredn gald vas astivn in osa of & manee-aver, &
mre dick and 5 moges dovble cllck, which setio accom when g cursor is locaked over o

of said seriain ohjecs md which acion cewes mother digital inage to be preeemted.
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30, The methed sccording to cladon 25 whersin cold oo oCHat i3 e of 2 MCUS-CVET, 3
mouse click amd & ownuse dowble click, which aetion oooms when & oomsor is locsied over ooe
o emid certein ohjncts end which action ceuses smid cooputer o coatect with a location

spncigted with axid one of sitd cantidin objects.

Il A method woording to slom 35, whomin ocotait of amid initinhle Milmaugenrcars wil
tesalt in different actions, ane actics ocenrinp i the serand comyputer is cm-lme and another
acticn cocarring if the second commuirs in off-line
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PEOGRAHHEN'S HAKE : HGESH GUMBATH
RATE : D2V
FUIFCTMME - EHTELOPEMAX
FLE HAHE : EWPAEARA

HEADR DEFIRITION Fo ENYELOPE FILE
"

HMCILIDE "SEERKEH"
FCLUDE "WMDOWLH"

HIFUIEF_EAVPHEAD_K__
HUEFME _ENVPHEAD B

TPPEREE TROTT THENVELIPEHEANEN

l LNSIGEED SHONT SSIE;
CHAR CHMAJGE FERSION;
CHAR CHMUROMNEREION;
SROET DATRTYTE:
WRD USESECTRITY MTURUTES: 24 WY 1R 15 BT EATELOFE
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HALK COLOR (REDY 1HES | 255 YELLOW
DK, COLCS, (GRERK) IEREE
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