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CHAPTER 1. INTRODUCTION

1 Introduction

EMCO Malware Bouncer is a malware removal application. It can scan your machine and check for the
existence of any of the items defined in the malware definitions database. With just one click you can scan
and clean your machine for viruses, worms, trojans, spyware, and dialers.

EMCO Malware Bouncer has the following functionality:

e Scan for all types of malware (page .
e Set scanning preferences (page .
e Remove, quarantine, or skip found malware items (page .

Fix a malfunctioning Internet connection using WinSock (page .

Update your malware definition database (page [12)).




CHAPTER 2. HOW DO I GET HELP?

2 How do I get help?

This manual is designed to help you find the information you require as quickly as possible. If you are unsure
how to do something or you have a problem, try the following approaches:

e Table of contents - The Table of contents allows you to scan through the topics that are available in
a logical order. It is worth taking a few minutes and reading the Contents to familiarize yourself with
the help.

e Index - The Index lists key words and where they appear in the help. Use the Index when you know
the type of thing you are looking for but are unsure where the information might be.

Note, Important, and Warning graphics

Text that is particularly useful or important for some reason appears in the help in the following manner:
=y

3

2+ This text is an important note.

This text is a general note.

. This text is an urgent warning.
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3 General functions

Certain functionality in EMCO Malware Bouncer is used in the same manner throughout the application.
This section describes each of general functions and explains how to use them.

3.1 Sorting columns

EMCO Malware Bouncer displays various data in columnar format. You can sort on these columns using a
number of different criteria:

e (All) - Displays all items in the column.

(Custom...) - Opens a filter window that allows you to set one or two filters on that column.

(Blanks) - Displays only items that have no value in this column .

(NonBlanks) - Displays all items that have a value in this column .

*item name* - Displays only that particular item. This list is automatically created by the value of
each item in the column.

To sort columns:

1. Click on the [¥] button in the column that you want to customize.
2. Click on the required option.

3. If you clicked on the any option except (Custom...), the data will now be displayed correctly in the
table.

If you clicked on (Custom...), click on one of the operators from the top left drop-down list and enter
the appropriate value in the right-hand field. You can use * as a wildcard.

21x]
Show rows where:

Machine

Idnesnotequal j Iunlx"

« And O Or
| =
-DK Cancel |
X

Figure 3.1: Sorting columns: Filtering a column

4. Repeat the previous step for the bottom two fields and click on either the And or Or radio button, if
required.

5. Click on the OK button. The data will now be displayed correctly in the table.

“ To remove a filter, click on the X button next to the filter.
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3.2 Grouping columns

Columns in many areas of EMCO Malware Bouncer can be grouped to provide a different view of the
information. When grouped together, each separate type of item in that column is displayed as a separate
row, with a list of each item contained within it. You can also apply grouping within groups, if required.

To group columns:

1. Drag and drop the column header onto the dark gray grouping area. Your display is now grouped by
that column.

Scan Status ’
Type ’
M achine [+]| Hame [=]| Description
[2] Scan Status : Mo Threats Found. no Action Taken
Type  ADWARE
Type : DIALER
PEERTOPEER
iE

Type : ¥IRUS

Tvpe : wORM

Figure 3.2: Grouping columns: Grouping using the Scan Status and Type columns

2. Repeat the above steps if you need to group items within the first group.

3.2.1 Removing grouped items

You can remove grouped items when you no longer need to view the columns by groups.

To remove grouped items:

1. Click on the column in the row at the top of the columns and hold down the mouse button.
2. Drag the column back to the list of columns, until two small green arrows appear.

3. Let go of the mouse button.

Scan Status /
Type !

M achine [+ Name Type | = || Description
[2] Scan Status - No Threats Found, no Action Taken
Type : ADWARE
Type : DIALER
Type : PEERTOPEER
Tupe : SPYWARE
Type - TROJAN
Type : VIRUS
Type : WORM

Figure 3.3: Removing grouped items: Removing the Type group

4. Repeat the above steps for as many groups as you require.
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3.3 Exporting tab information

. . = - . .
You can export information from the 8 SeanRests |68 Startup Fiograms | or B8 Hitow tab in the following formats:

e HTML
o Fxcel

o XML

To export tab information:

1. Click on the m button.

2. Click on the Export >Scan Results >Export As... menu option to export results from the
] 5can Results tab.

Click on the Export >Startup Programs >Export As... menu option to export results from the
Ii! Startup Programs tab.

Click on the Export >History >Export As... menu option to export results from the EE Histow tab.

3. Enter the name of the file in the File name field in the required location and click on the Save button.

Savens 21|
Save in: I. j Ll i

My Documents

o
My Computer

-
My Network File name: Iscan 04_02_2005 j Save
=

Flaces —
Cancel |

7]

Save as type: IHTML (* htmly

Figure 3.4: Exporting tab information: Exporting scan results information as HTML
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4 Using EMCO Malware Bouncer

EMCO Malware Bouncer provides the following functionality:

e Scan and remove malware - Scan and remove malware from your machine.

e Scan and remove Internet Explorer malware - Scan and remove malware special types of malware
from Internet Explorer.

The following sections detail each of the listed functionality.

4.1 Scanning and removing malware

The main function of EMCO Malware Bouncer is to scan your machine for various types of malware. You
can choose to scan and report any found malware items, or scan and remove any found malware items.

“.' Make sure that your scan settings are correct before running the scan - refer to page [§| for more
information. Also make sure that you have the latest malware definitions database before scanning - refer
to page [12] for more information.

To scan and/or remove malware:

i, -
1. Click on the w button.

2. Click on the Scan and Clean ->Afterwards menu item to scan your machine and report any found
items, or Scan and Clean ->Immediately to scan your machine and remove any found items.

3. The scan is now in progress. This should take less than 30 seconds, depending on your machine speed
and how much other work your machine is doing. Click on the _ Caneel | hutton if you need to stop the
scan before it has finished.

When the scan has completed the B SeanResuts tab is automatically displayed if no malware has been
found, or the Detected Malware from Last Scan window if malware has been found (refer to page
or page respectively, for more information).

Scan Status pa

M achine [+ Name [+]| Type [+ Description
[E1iScan Status - No Malware Found - Congratulations
[HIC [Ha Malware Found | [Clean

I

Figure 4.1: Scanning and removing malware: Malware scan results

4.1.1 Setting scan preferences

EMCO Malware Bouncer includes a number of scan preferences. You can change the following settings:

Basic

¢ ADWARE - Scan for all malware definitions that are classified as adware. Adware is a form of spyware
that collects information about the user in order to display advertisements in their Web browser based
on the information it collects from the user’s browsing patterns.

e TROJAN - Scan for all malware definitions that are classified as trojans. A trojan is a destructive
program that masquerades as a benign application.
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e DIALER - Scan for all malware definitions that are classified as dialers. A dialer is an application that
attempts to use your dial-up device to call a specific number, usually a quite expensive toll number.

e VIRUS - Scan for all malware definitions that are classified as viruses. A virus is a program or piece
of code that is loaded onto a user’s machine without their knowledge and runs against their wishes.

¢ WORM - Scan for all malware definitions that are classified as worms. A worm is a program or
algorithm that replicates itself over a computer network and usually performs malicious actions.

e SPYWARE - Scan for all malware definitions that are classified as spyware. Spyware is any software
that covertly gathers user information through the user’s Internet connection without their knowledge,
usually for advertising purposes.

e File level scanning - Scan the file directory structure of your machine.
e Registry level scanning - Scan the registry of your machine.

e File and Registry level scanning (Both) - Scan both the file directory structure and the registry
of your machine.

e Live Results - Display scan results as they occur. If not selected, scan results are only displayed after
the scan has finished.

e Report detailed scan results - Display detailed scan information. If not selected, only limited scan
information is displayed.

e Only display found malware - Only display malware instances that have been found.

e Do not show skipped threats - Only display malware types that have been found. If not selected,
all scanned malware types are displayed.

Additional Scanning

Most of these options display any found keys or startup items in the |88 Stamp Programs tab - click on the
|88 statup Pragrams tab for more information.

¢ MSN MESSENGER - Enable EMCO Malware Bouncer to scan for MSN Messenger.

e PEER TO PEER (File Sharing) Applications - Enable EMCO Malware Bouncer to scan for file
sharing applications, such as Kazaa or AudioGalaxy.

e HKEY LOCAL MACHINE - Run - Enable EMCO Malware Bouncer to scan the
HKEY_LOCAL MACHINE\Software\Microsoft\Windows\CurrentVersion\Run Registry setting. This
setting stores the names of executable files and document files that Windows runs automatically when
any user logs on to the system.

e HKEY LOCAL_MACHINE - RunOnce - Enable EMCO Malware Bouncer to scan
the HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\RunOnce Registry setting.
This setting stores the names of executable files and document files that Windows runs automatically
when any user logs on to the system. When these programs are run, their names are deleted from the
RunOnce key so that they do not run again automatically.

¢ HKEY LOCAL_MACHINE - RunServices - Enable EMCO Malware Bouncer to scan the
HKEY_LOCAL _MACHINE\Software\Microsoft\Windows\CurrentVersion\RunServices Registry set-
ting. This setting stores the names of services that are run in the background when the logon dialog
box first appears. These keys are for background services such as remote registry service and are run
only once per startup.
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HKEY_CURRENT_USER - Run - Enable EMCO Malware Bouncer to scan the
HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Run Registry setting. This set-
ting stores the names of executable files and document files that Windows runs automatically when
any user logs on to the system.

HKEY CURRENT_USER - RunOnce - Enable EMCO Malware Bouncer to scan the
HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\RunOnce Registry setting. This
setting stores the names of executable files and document files that Windows runs automatically when
any user logs on to the system. When these programs are run, their names are deleted from the
RunOnce key so that they do not run again automatically.

HKEY _CURRENT_USER - RunServices - Enable EMCO Malware Bouncer to scan the
HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\RunServices Registry setting.
This setting stores the names of services that are run in the background when the logon dialog box
first appears. These keys are for background services such as remote registry service and are run only
once per startup.

Startup - All Users - Enable EMCO Malware Bouncer to scan the Startup folder in the Start menu
for all user profiles.

Startup - Current Users - Enable EMCO Malware Bouncer to scan the Startup folder in the Start
menu for the logged on user.

History

e Log to History - Enters all found malware in the =8 Histow tab - click on the B8 Hitow tab for more

information.

To set EMCO Malware Bouncer preferences:

1. Click on the & Setings tab and make any required changes in the various tabs. Any changes are

automatically saved and applied the next time you scan your machine.

Basic | Additional Seanning  Histary

what to scan for i scan result

¥ ADWARE ¥ TROJAN " DIALER W Live Fiesults
W VIRUS W wORM W SPYwWARE [~ Feport detalled scan results
[ Only display found mal

Type of scan

= File level scanning \1::

(" Reqisty level scanning

& File and Registy level scanning [Both]

Figure 4.2: Setting scan preferences: Setting EMCO Malware Bouncer preferences

4.1.2 Dealing with detected malware

When malware has been detected via a scan (refer to page [8|for more information), the Detected Malware
from Last Scan window provides you with three options:

e Remove - Delete the malware permanently from your machine. This is the recommended action for

most malware.

e Quarantine - Remove the malware to a secure folder on your machine where it can not run. Quaran-

tined items can be restored, if required. This is the recommended action if you are not sure whether
you want to delete a malware item or not.

10
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e Skip - No action is taken, and the detected item is kept on your scan list. Not recommended unless
you are sure that you want to keep a malware item active. You can remove items from your scan list
as well, if required.

Any action that is taken is displayed in the S8 Histow tab.

To remove, quarantine, or skip a malware item

Took -
1. Click on the m button and click on the Show Detected Malware menu item to open the
Detected Malware from Last Scan window, if it is not open already.

2. For each item, click on the button and select the required option from the Set Action
to Selected Items menu.

To remove an item from the scan results list, click on the button and click on the
Remove Item(s) from Detection Grid menu option.

3. After you have dealt with all items in the scan results list, click on the m button. All
actions are displayed in the EE Histow tab.

= Erecute I\‘ Management + | @ Letailed Infa | fs  Erxport Grid

[+ ]| Name [+]| Type
WNMC.MY.SEARCH.BAR TROJAN

Figure 4.3: Dealing with detected malware: Dealing with detected malware

You can also perform the following functions on the scan results list:

e You can get more information about the selected item by clicking on the M button
and clicking on the various tabs.

e You can export the list by clicking on the m button and clicking on the required
export option (refer to page [7| for more information).

e You can print the list by clicking on the and clicking on the Print or Preview menu
options.
4.1.3 Restoring items from quarantine

You can restore items from quarantine, if required.

To restore items from quarantine:
1. Click on the '8 Quarantined tab.
2. To restore some items:

(a) Click on the on the item(s) that you want to restore from the bottom half of the display area.

(b) Click on the 14 Hestare from Quarantine + | button

11
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(c) Click on the Selected Items menu option.

] All Ttems g

Figure 4.4: Restoring items from quarantine: Restoring items from quarantine

To restore all items:

(a) Click on the T4+ Restore from Quarantine - button.

(b) Click on the All Ttems menu option.
4.1.4 Malware definitions
Malware (short for malicious software) is software designed specifically to damage or disrupt a system, such

as a virus or a Trojan horse. EMCO Malware Bouncer uses a database of malware definitions to search for
installed malware on your machines.

To search for and view malware definitions:

1. Click on the % available Definiions tah.

2. If you need to sort the definitions using columns, refer to page [5] for more information.

Type £

|Name

Type : ADWARE

Type: DIALER

Type: SPYWARE

= Type: TROJAN
|NMC.ADCL|CKEH.E

MNMC.ADNAP
NMCADUENT

NMCADW . SECTHOUGHT.A
NMCAGENT BF
NMC.AHERD

NMCAILATI
MNMC.ALLCLICKS.A
MMCANALOGR
MNMCANDROV

HNMCANITS
NMCAOLPS-HP

Figure 4.5: Malware definitions: Viewing malware definitions by type

Updating the malware definitions database

You can update your malware definitions database automatically via EMCO Malware Bouncer, and you
should do so on a regular basis. Refer to page if you need to update the EMCO Malware Bouncer
application.

To update your malware definitions database:

g
UW Live Update -

1. Click on the button.

2. Click on the DOWNLOAD LATEST MALWARE SIGNATURES menu option.

12
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3. If a new database if present click on the Yes button. The download may take a few minutes.

x|

Application update wizard
Downloading files...

i Cument file
File size: 426.7 Kb
Tranzfer rate: 4267 Kb/s
Estimated time left: 0:00:00

&l files
Downloading 3 of 10

— butallpgrader

Hezt> | i

Figure 4.6: Updating the malware definitions database: Updating the malware definitions database

4. Click on the OK button when the download has completed. You need to close and re-open EMCO

Malware Bouncer to use the new database.

13
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4.2 Scanning and removing Internet Explorer malware

EMCO Malware Bouncer can scan and remove several types of Internet-Explorer-specific malware. You need
to close all open Internet Explorer windows before you can run these scans.

To scan and remove Internet Explorer malware:

I
Laty Remowal Taool

1. Click on the button.

Scan -

2. Click on the O button.

3. Click on the required malware to scan and remove.

4. Click on the OK button. Make sure all open Internet Explorer windows have been closed before you
do this, or else the scan will not be successful.

The scan is now progressing, and should take less than 30 seconds to finish. All results are displayed
in the open window.

Savelog

1. GATOR ADWARE

Figure 4.7: Scanning and removing Internet Explorer malware: Scanning for Internet Explorer malware

Savel
5. If you need to save the log results, click on the M button.

6. Navigate to the directory that you want to save the file in, enter the name of the file in the File name
field and click on the Save button.

14
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4.3 Fixing a broken Internet connection

If you have a malfunctioning Internet connection, and you think it may have been caused by malware, EMCO
Malware Bouncer can try to fix this by resetting your WinSock (Windows Socket) dynamic link library.

To fix a broken Internet connection:

Tock ~
1. Click on the m button.

2. Click on the No Internet Connection - Run WinSock Fix menu option.

3. Click on the Yes button in the dialog box.

15
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4.4 Updating software

You can check for software updates using EMCO Malware Bouncer via your Internet connection. Refer to
page [12]if you need to update your malware definitions database.

To check for updates:

1=
& Livelpdate =
1. Click on the =R ‘ button.

“. You can change your connection settings if EMCO Malware Bouncer is having trouble accessing

your Internet connection - refer to page [16] for more information.

2. Click on the PROGRAM UPDATE menu option.

3. EMCO Malware Bouncer will inform you whether a software update is available or not.

a
\ij) Mo Update Available.

Currently you are using the latest
wversion of the the program.

Figure 4.8: Updating software: Updating EMCO Malware Bouncer

4.4.1 Changing Live Update settings

You can change your Live Update settings if EMCO Malware Bouncer is having trouble accessing your
Internet connection.

HTTP Username - Enter your HT'TP username, if required.

HTTP Password - Enter your HTTP password, if required.

Proxy Access Type - Choose one of the following proxy server connection types:

— atPreconfig - Retrieves the proxy or direct configuration from the registry. Users can configure
the access type in the Control Panel.

— atDirect - Uses the direct connection and resolves all host names locally.

— atProxy - Access the remote data via the proxy server. You need to enter the proxy server details
in the following three fields.

Proxy By Pass - Enter the IP address that bypasses your proxy server, if required.

Proxy Port - Enter the port number for your proxy server, if required.

e Proxy Server - Enter the IP address of your proxy server, if required.
To change your Live Update settings:

1=
& Livelpdate =
1. Click on the =rETREe button.

2. Click on the CONNECTION SETTINGS menu option.

3. Change your settings as required.

16
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4. Click on the Ok button.

X
Live Update - Settings

HTTP Username

hahnd

HTTP Password

Inavy23

Prosy Access Type

IalPrchnfig j
Proxy By Pazs Prosy Part

J12z001; 6080

Prosy Server

IdavZ

[ Automaticaly check program updates on connection

Autamatic updates are sate and secure. Na personal
information is ever communicated o our servers.

Default Ok LCancel
| N |

Figure 4.9: Changing Live Update settings: Changing your Live Update settings

17
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5 Contact information

Company Profile:

e Company name: EMCO Software Ltd.
e Address: Bildshofda 14.

e City: Reykjavik.

e Country: Iceland.

e Postal code: 110.

o Tel: +354 861 1175

e Fax: +1 646 304 1807

e E-mail: lemco@emco.is

e Website: http://www.emco.is/
We at EMCO gratefully accept all comments and suggestions.

o Information: info@emco.is
e Sales: sales@Qemco.is

e Technical Support: support@emco.is

18
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6 End User License Agreement

EMCO Malware Bouncer
Copyright (¢) 2001-2005 EMCO - All Rights Reserved.
End User License Agreement for EMCO Malware Bouncer Software

IMPORTANT-READ CAREFULLY: This EMCO Malware Bouncer End-User License Agreement (” Agree-
ment”) is a legal agreement between you (either an individual or a single entity) and EMCO for the EMCO
Malware Bouncer software product identified above, which includes computer software and may include
associated media, printed materials, and ”online” or electronic documentation (”Software Product”). By
installing, copying, or otherwise using the Software Product, you agree to be bound by the terms of this
Agreement. If you do not agree to the terms of this Agreement, you may not install or use the Software
Product; you may, however, return it to your place of purchase for a full refund.

The Software Product is owned by EMCO and is protected by copyright laws and international copyright
treaties, as well as other intellectual property laws and treaties.

1. GRANT OF LICENSE. EMCO grants you (the original end-user and any subsequent transferee of the
Software Product as permitted below) a non-exclusive license to put in use by a person or organization
that agrees to be bound by the terms of this Agreement, one copy of the Software Product.

2. (a) Installation. You may install one copy of the Software Product on one Client Device (defined
as, any computer, workstation, personal digital assistant, pager, ”smart phone” or other digital
electronic device for which the software was designed and on which software may be used by an
end user in client-mode).

(b) Use. You may use one copy of the Software Product on one Client Device (except as may be
specifically provided below). The Software Product is ”in use” when it is loaded into the temporary
memory (i.e., RAM) or installed into the permanent memory (e.g., hard disk, CD ROM, ROM or
other storage device) of a Client Device for the purpose of being accessible in client-mode by one
end user. (If you wish to use the Software Product on a computer or workstation in server-mode
within a multi-user or networked environment, then you must obtain a server-mode license from
EMCO, which will require, among other things, that you license one copy of the Software Product
for each Client Device or end user ”Seat” which is participating in such an environment and which
has access to the Software Product).

(¢) Volume Licenses. If this package is a volume license package (such as a ”corporate license” or a
”corporate bundle”), you may make and use additional copies of the Software Product up to the
number of copies authorized in this package or in your corporate license agreement, or otherwise
indicated at the time of purchase. If the anticipated number of users of the Software Product can
exceed the number of applicable licenses, then you must have a reasonable mechanism or process
in place to ensure that the number of persons using the Software Product does not exceed the
number of licenses you have obtained.

(d) Upgrades and Support. If this Software Product is labeled as an upgrade or trade-up from a
prior version of a EMCO’s product that you were properly licensed to use, EMCO grants you
the right to put in use either the current or prior version of the Software Product, and any prior
version license is replaced by this Agreement. EMCO or EMCO’s authorized software vendor
may provide you with technical support services relating to the Software Product according to
EMCQ'’s standard support policies and procedures, which may be described in the user manual,
in ”on line” documentation and/or other materials provided by EMCO or posted on EMCO ’s
web site (”Support Services”). Any supplemental software code provided to you as part of the
Support Services shall be considered part of the Software Product and subject to the terms and
conditions of this Agreement. With respect to technical information you provide to EMCO as part
of the Support Services, EMCO may use such information for its business purposes, including for
product support and development. EMCO will not utilize such technical information in a form
that personally identifies you.

19
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3.

o.
6.

(e) Dual Media Software and Multiple Platform Versions. If the package from which you obtained this
Software Product contains more than one medium (e.g., both 3 1/2” disks and a CD), you may
use only the medium appropriate to your computer. You may not use the other disk(s) on another
computer or loan, rent, lease, or transfer them to another user except as permitted under this
Agreement or as part of the permanent transfer (as provided above) of all the Software Product
and related materials. If the CD or disk(s) on which the Software Product resides contains several
copies of the Software Product, each of which is compatible with a different operating system or
platform architecture (such as Windows9x/20xx/NT, Macintosh, one or more versions of Unix,
the x86 architecture, or various RISC architectures), then you may install the Software Product
for use with only one of those architectures and you may not use the other version(s) on another
computer or loan, rent, lease, or transfer them to another user except as permitted under this
Agreement or as part of a permanent transfer (as provided above).

(f) Other Restrictions. The original of this Agreement is your proof of license to exercise the rights
granted herein and must be retained by you. You may not rent or lease the Software Product, but
you may transfer your rights under this Agreement on a permanent basis provided you transfer this
Agreement and all copies of the Software Product, including all accompanying printed materials,
you do not retain any copies of the Software Product or such materials, and the recipient agrees
to be bound by the terms of this Agreement. Any transfer of the Software must include the
most recent update and all prior revisions. You may not reverse engineer, decompile, disassemble
or otherwise translate the Software Product, except and only to the extent that such activity is
expressly permitted by applicable law notwithstanding this limitation. If this Software Product is
labeled ”Evaluation Copy,” ”"Not For Resale,” "NFR” or to any of those effects, this license only
permits use for demonstration, test, or evaluation purposes.

COPYRIGHT. The Software Product is licensed, not sold. All right, title and interest in the Software
Product (including any images, ”applets,” photographs, animations, video, audio, music, and text
incorporated into the Software Product), accompanying printed materials, and any copies you are
permitted to make herein, are owned by EMCO or its suppliers, and the Software Product is protected
by Icelandic copyright laws and international treaty provisions. Therefore, you must treat the Software
Product like any other copyrighted material (e.g., a book or musical recording) except that you may
either (a) make a reasonable number of copies of the Software Product solely for backup or archival
purposes or (b) transfer the Software Product to a single hard disk, provided you keep the original solely
for backup or archival purposes. Such copy shall include EMCO ’s copyright and other proprietary
notices. You may not copy the printed materials accompanying the Software Product.

TERMINATION. This Agreement will immediately and automatically terminate without notice if you
fail to comply with any term or condition of this Agreement. You agree upon termination to promptly
destroy the Software Product together with all of its component parts, prior and replacement versions,
and all copies, modifications and merged portions thereof in any form.

LIMITED WARRANTY.

(a) Limited Warranty. EMCO warrants that the Software Product will perform substantially in
accordance with the accompanying written materials for a period of thirty (30) days from the
date of original purchase. To the extent allowed by applicable law, implied warranties on the
Software Product, if any, are limited to such thirty (30) day period. Some jurisdictions do not
allow limitations on duration of an implied warranty, so the above limitation may not apply to
you.

(b) Customer Remedies. EMCO ’s and its suppliers’ entire liability and your exclusive remedy shall
be, at EMCO ’s option, either (a) return of the purchase price paid for the license, if any or (b)
repair or replacement of the Software Product that does not meet EMCO ’s limited warranty and
which is returned at your expense to EMCO with a copy of your receipt. This limited warranty
is void if failure of the Software Product has resulted from accident, abuse, or misapplication.
Any repaired or replacement Software Product will be warranted for the remainder of the original
warranty period or thirty (30) days, whichever is longer. Neither these remedies nor any product
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CHAPTER 6. END USER LICENSE AGREEMENT

support services offered by EMCO are available without proof of purchase from an authorized
international source and may not be available from ECMO or its.

(¢) NO OTHER WARRANTIES. TO THE MAXIMUM EXTENT PERMITTED BY APPLICA-
BLE LAW, AND EXCEPT FOR THE LIMITED WARRANTIES SET FORTH HEREIN, THE
SOFTWARE AND DOCUMENTATION ARE PROVIDED ”ASIS” AND ECMO AND ITS SUP-
PLIERAP DISCLAIM ALL OTHER WARRANTIES AND CONDITIONS, EITHER EXPRESS
OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, IMPLIED WARRANTIES OF MER-
CHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, CONFORMANCE WITH DE-
SCRIPTION, TITLE AND NON-INFRINGEMENT OF THIRD PARTY RIGHTS, AND THE
PROVISION OF OR FAILURE TO PROVIDE SUPPORT SERVICES. THIS LIMITED WAR-
RANTY GIVES YOU SPECIFIC LEGAL RIGHTS. YOU MAY HAVE OTHERAP, WHICH
VARY FROM JURISDICTION TO JURISDICTION.

(d) LIMITATION OF LIABILITY. TO THE MAXIMUM EXTENT PERMITTED BY APPLICA-
BLE LAW, IN NO EVENT SHALL ECMO OR ITS SUPPLIERAP BE LIABLE FOR ANY
INDIRECT, INCIDENTAL, CONSEQUENTIAL, SPECIAL OR EXEMPLARY DAMAGES OR
LOST PROFITS WHATSOEVER (INCLUDING, WITHOUT LIMITATION, DAMAGES FOR
LOSS OF BUSINESS PROFITS, BUSINESS INTERRUPTION, LOSS OF BUSINESS INFOR-
MATION, OR ANY OTHER PECUNIARY LOSS) ARISING OUT OF THE USE OR INABIL-
ITY TO USE THE SOFTWARE PRODUCT OR THE FAILURE TO PROVIDE SUPPORT
SERVICES, EVEN IF ECMO HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAM-
AGES. IN ANY CASE, ECMO’S CUMULATIVE AND ENTIRE LIABILITY TO YOU OR ANY
OTHER PARTY FOR ANY LOSS OR DAMAGES RESULTING FROM ANY CLAIMS, DE-
MANDS OR ACTIONS ARISING OUT OF OR RELATING TO THIS AGREEMENT SHALL
NOT EXCEED THE PURCHASE PRICE PAID FOR THIS LICENSE. BECAUSE SOME JU-
RISDICTIONS DO NOT ALLOW THE EXCLUSION OR LIMITATION OF LIABILITY, THE
ABOVE LIMITATIONS MAY NOT APPLY TO YOU.

7. GENERAL . These terms and conditions may not be modified, amended, canceled or in any way
altered, nor may they be modified by custom and usage of trade or course of dealing, except by an
instrument in writing and signed by a duly authorized officer of EMCO . These terms and conditions
shall be construed and enforced in accordance with the laws of Iceland. Any action or proceeding
brought by anyone arising out of or related to these terms and conditions shall be governed only by
the law and procedures of Iceland in the City Court of Reykjavik. Should any term of these terms and
conditions be declared void or unenforceable by any court of competent jurisdiction, such declaration
shall have no effect on the remaining terms hereof. These terms and conditions are in the English
language, and only the English language version hereof, regardless of the existence of other language
translations of these terms and conditions, shall be controlling in all respects. The failure of either
party to enforce any rights granted hereunder or to take action against the other party in the event
of any breach hereunder shall not be deemed a waiver by that party as to subsequent enforcement of
rights or subsequent actions in the event of future breaches. EMCO reserves the right at any time
without liability or prior notice to change the features or characteristics of this Software Product, or its
documentation and related materials, or future versions thereof. These terms and conditions constitute
the complete and exclusive statement of the agreement between us which supersedes any proposal or
prior agreement, oral or written, and any other communication between us relating to the subject
matter of these terms and conditions.

Copyright (c) 2001-2005 EMCO. All rights reserved.

Should you have any questions concerning these terms and conditions, or if you desire to contact EMCO for
any reason, please email to: support@emco.is. http://emco.is.
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