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Ilcon Index

A list and description of all the Icons in Cygsoft LDAP Browser is given

below.

Ilcon

Description

=a

Login - Use this button to login to LDAP Server.

&

Logout - Use this button to logout from LDAP Server.

[ir%s

Create New Profile -Use this button to Create a New Profile.

Profile Manager - Use this button to edit/delete existing
profiles.

2

Create Object - Use this button to create a new Obiject.

Add User - Use this button to add a new user object.

A

Add Organization Unit - Use this button to add an
organization unit.

S

Cut — Use this button to cut a leaf object.

i

Copy - Use this button to copy a leaf object.

Paste - Use this button to paste the cut/copied leaf objects.

Copy Object Link - Use this button to copy an object link.

Paste Object Link - Use this button to paste a cut/copied
object link.

“w B P B

Set Entries to View — Use this button to set the number of
entries that can be viewed at a time.

+1

Refresh — Use this button to refresh the object tree.
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Show Next — Use this button to view the next set of entries
according to the number of entries specified in set entries to
view.

Schema Manager - Use this button to view schema and add
new object classes/ attributes to schema.

LDAP Search - Use this button to perform a search operation
from the selected Base DN.

Create Template - Use this feature to create new XML
template from selected object.

Modify Template: Use this feature to modify available XML
templates.

Delete: Use this feature to delete leaf node or container
object.

Export LDIF: Use this feature to export selected tree to LDIF
file.

Import LDIF: Use this feature to import entries from LDIF file.

View Root DSE: Use this feature to view Root DSE
properties.
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" Overview of Cygsoft LDAP Browser

This chapter provides information on concepts relevant to
Cygsoft LDAP Browser. The following points are explained in
this chapter:

e Introduction

* Cygsoft LDAP Browser for Windows
* System Reguirements

o Features of Cygsoft LDAP Browser

Introduction

Electronic mail and Internet information retrieval will dictate the
future of effective business communication. The Internet comprises
of several electronic directories, storing millions and millions of
pages.

As information retrieval is becoming more complex, there is a need
for an Internet protocol to access information from a centralized
server.

Lightweight Directory Access Protocol (LDAP) is a software
protocol for enabling anyone to locate organizations, individuals,
and other resources such as files and devices in a network,
whether on the public Internet or on a corporate intranet. LDAP is
based on a client-server model in which a client makes a TCP
connection to an LDAP server, over which it sends requests and
receives responses.

Cygsoft LDAP Browser for Windows

The Cygsoft LDAP Browser is unique among C++ based browsers.
It provides very powerful editing features for working with the
information in LDAP directories. Directory managers can easily
manage the contents of the LDAP databases.

The Cygsoft LDAP Browser displays the hierarchical information
contained in a directory in the form of a tree. On selection of a
particular object in the tree, properties for the selected object are
displayed in a table on the right pane. The changes made to the
directory structure are reflected in the right pane view immediately
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or after pressing refresh. The application provides a user-friendly
graphical user interface and easy-to-use menus. The software is

easy to install, and adequate help is provided.

The Cygsoft LDAP Browser can work with any standard based
LDAP version 2 and LDAP version 3 directory servers. E.g. iPlanet,
Openldap,NDS, Microsoft ADS and Microsoft Exchange. This
application has been developed using Microsoft Visual C++ and is
available for Windows 95, Windows98, Windows NT Workstation

4.0, Windows NT Server 4.0 and Windows 2000.

System Requirements

SYSTEM REQUIREMENTS

System requirements of Cygsoft LDAP Browser are listed below:

1. Pentium-class processor
2. 64 MB of RAM (128 MB is recommended)
3. Any of the following operating system:

PREREQUISITES

Microsoft Windows 95 OSR 2.0
Windows 98 Second Edition
Windows NT 4.0

Windows 2000

Service pack 6 is required on NT.
IE 4.0 should be installed on Win95 OSR2.0
Winsock?2 should be installed on Win95 OSR2.0

XML rendering feature requires Internet Explorer 5.0 or
above on all operating systems.

Adobe Acrobat Reader 4.0 or above.
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Features of Cygsoft LDAP Browser
Cygsoft LDAP Browser provides a user-friendly Windows
Explorer-like interface to LDAP directories with integrated
browsing and editing capabilities.
Following are some of the features provided in Cygsoft LDAP
Browser.

 Schema browsing and Extending Schema
The application supports LDAP v3 feature of Schema
browsing and extending Schema. New classes and new
attributes can be created using Cygsoft LDAP Browser.

» Search

You can search for information using the search facility
provided. Search can be performed on various levels. Users
could choose their Base DN by clicking on an object in the tree
view and perform a search within it.

Search results are displayed in a window that allows the
results to be edited.

(Combination of AND and OR logic for a maximum of 3
Attributes and 1 Object class is supported).

e Cut, Copy and Paste
Cut, Copy and Paste operations can be performed on leaf
objects.

» Drag and Drop
You can perform drag and drop operations on the leaf objects.

e Delete
Delete operation is supported on a leaf or a container object.
e Set Entries to View

This feature speeds up the display of entries fetched from the
server in situations where large amount of data is being
worked on. By default 100 entries are displayed on screen at
every level the user double clicks on. To view the next set of

entries the user would need to use the = Show Next button
on the toolbar. The user can modify this default value.
* Profile

You can create, edit and delete a profile. Users can maintain
profiles to speed up the login process. It also helps in working
with multiple LDAP servers easily.

Copyright 2002 © Cygsoft Inc. All Rights Reserved. Page 11



* Object Link

This feature is unique to Cygsoft LDAP Browser. An object
Link is a pointer to another object. Object Links work in the
same way as aliases except that the Object Links created are
restricted to point towards objects on the same server.

A user could also view the properties of the Linked Object
when a link is created.

e Import/Export LDIF file
Support for import and export of LDAP data in Idif format is
provided.

* Log file generation
* General Log file

Errors encountered during the use of the application are
stored in the general log file.

* LDIF Log file
Errors encountered during import and export of the LDIF file is
registered in LDIF log file.
* Deleting the log file data can be accomplished in two
ways
= By choosing a date for which data would be deleted.
= By deleting the entire file.
» Edit properties
Properties of the selected item are displayed on the right pane
of the application. The user can modify the attribute value by
double clicking on it. The RDN (Relative Distinguished Name)
value can be also modified for the leaf objects. Optional
attributes can be added to existing objects by right clicking in

the right pane and selecting Add Attribute to Object menu
item.
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Connect

This chapter gives information on the Connect menu. The
following topics have been covered in this chapter:

Login

Create New Profile

Profile Manager
Logout

LOGIN

1. Click Connect > Login.

hwn

Or
Press F6 key.
Or

Click on &2 icon in the toolbar.
'Login’ window appears.

Login |
Profile M arne: |||:~| anets 1 j
Uszer Details:

I 10.1.2.81:389; |=azia,do=sir0e. dc:=c:c'm;c:nj

Paszword: Ixxxxxx71

" ersion Iﬁ

LConnect Caricel

Fig 2.1

Select your profile name from the Profile Name drop-down list.
Select your user details from the User Details drop down list.
Enter the password.

If you have created the profile with Anonymous Binding, then
the Password edit box is disabled.

Select the LDAP version using which you would like to bind to
the server. The default version is 3.
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6. Click Connect button to log in.

Note: Typical error messages received during login are mentioned below:
1. Binding Error

& Binding to Particular Server Failed due to Protocal Error, Try Connecting bo the zame with Lower LDAP Yerzion

Reason: You have tried to connect to an LDAP server, which does not support the LDAP
version you selected in the Login screen.
Action: Try to connect to the server with a lower LDAP Version.

Error

Q Failed to Connect to dap:/# 10.1.2.3 : 389,

. Failed to Connect to Idap://<ipaddress/host name>:port
Reason: The server may be down or may not be listening to the port selected.
Action: Check the LDAP server configuration and edit the host information in the profile
accordingly.

. Invalid Credentials / Server Response
Server Rezponze

Q |reealid Credentials

Reason: The user name or the password entered is invalid.

Action: Enter the correct user name and the password.

Note: The above error also indicates that the error message was generated by the LDAP
Server {SERVER RESPONSE}.

. LDAP Server Root DSE not accessible
Ermror

0 Cannaot Access Server Boat DSE

Reason: LDAP server root DSE is not accessible when you select Fetch DN'’s.
Action: Enter the Base DN manually.
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Create New Profile
To create a new profile you will need the following information:
* |P address / Host Name of the LDAP Server
* Port number on which the LDAP server is running

CREATE A NEW PROFILE
1. Click Connect menu> New Profile.
Or
Press F8 key.
Or

Click on El icon in the toolbar.
'New Profile’ window appears.

Hew Profile |

— Host Information
Haost / [P Address: |1 41.211.12514

Baze DIM: ||:|=univer$it_l,l of michigan,c=uz j
Port: IEEEI Fetch DM's

— Profile Detailz
Prafile Name: Iuniversit_u of michigar|

¥ Anonymous Binding
Wzer (D I

Paszsword: I "Werzion I 3 - I

Save Profile | Login LCancel |

Fig 2.2

2. Enter the IP address or host name of the LDAP server in the
Host/IP Address text box (See Fig 2.2).

3. Click Fetch DN'’s button in order to fetch the Base DN for the
corresponding Host IP Address.

4. Enter the port number of the LDAP server in the Port text box.
By default LDAP server uses port 389.

5. Enter a name under which you want to save your profile, in the
Profile Name text box.
By default Anonymous Binding check box is selected. If you

Copyright 2002 © Cygsoft Inc. All Rights Reserved. Page 15



©

save a profile, at this point it will be saved as a profile with
Anonymous binding.

If you want to login with a user name and password deselect the
Anonymous Binding checkbox, Enter User ID e.g. cn=Directory
Manager, and the password in respective fields.

Select the LDAP version number, which you are going to
connect. By default application takes LDAP v3.

Click the Save Profile button to save the profile for further use.
Click Login button to login to the specified server.

Once Login is successful, the Cygsoft LDAP Browser displays
the hierarchy of objects in a tree structure in the left pane. The
attribute details associated with an object are displayed on the
right pane when an object is selected in the tree. You can edit
the attribute value by pressing F2 or by double clicking.

Profile Manager

MODIFY OR DELETE AN EXISTING PROFILE

1.

Click Connect menu> Profile Manager.
Or

Press F9 key.

Or

Click on icon on the tool bar.
'New Profile’ window appears.

Select the Profile name to be edited from the Profile Name
dropdown list.

Select the User details against the chosen Profile name, from
the drop down list (See Fig 2.3).

4. Click Edit button to edit the Profile Details and Host Information.

After the desired change has been done, click Save button to
reflect the changes in the Profile Information.

You can delete the selected profile by clicking delete button.
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Profile Manager |

— Prexvious Profile

Brofile M ame: IIF'IanetE.1 j

Uszer Details: |1 0.1.2.81,389,l=azia,de=siroe, |:||:=|:|:|m;|:n=j

Edit Delete |

—Huoszt Infarmation
1P Address

101281

Baze DM |I=asia,|:|n::=sirn:|e, do=com

Port : |359

Prafile D etailz

Prafile Hame : |Planets.1

Uzger D : Il:n=|:|irect|:|r_l,l manager

Save | Cancel |

Fig 2.3

LoGcouT

1. Click Connect menu> Logout.
Or
Click %2 | icon on the toolbar.
Or
Press F7 key.

'‘Logout’ window appears.

Logout

Login to different LDAP Server?

Mo | Cancel |

If you want to login to a different LDAP server click Yes.

3. Click No if you do not want to login to a different server.
"Exit’ window appears.
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Exit |

Cro pou want to exit Cygsoft LOAP Browser ¢

4. Click Yes to exit from the Cygsoft LDAP browser or else click
No.

5. Click Cancel button to remain in the same session.
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This chapter gives you information on the following:
* Add New User
* Add an Organization Unit
e Add Attribute
* Create Object
» Delete Object
* Delete Attribute

ADD NEW USER
1. Select the object in which you want to add a new user.
2. Click Object menu>Add> User.
Or

Press Ctrl+U
Or

Click on L+ icon from the tool bar
'Add User’ dialog box appears

3. Enter the First and Last name of the user in the Add User
window (See Fig 3.1).

Pt Home: |

L-H-IHH!E'

[z ] o |

Fig 3.1

4. Click OK button.

ADD AN ORGANIZATION UNIT
1. Select the Object to which you want to add an organizational
unit.

2. Click Object menu>Add> Organization Unit.
Or
Press Ctrl+O keys.
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Or

Click on o, icon from the toolbar.
'Add Organisation Unit’ window appears (See Fig 3.2).

Add Organmisation Uit Eq
Enter 0L Mame:
g LCancel |
Fig 3.2

3. Enter the name of the organization in the Add Organization Unit.
4. Click OK to save your changes.

ADD AN ATTRIBUTE TO THE OBJECT
Select the Object in which you want to add an attribute.

1. Click Object menu > Add attribute...

Or
Press Shift+R keys.
Or
'Add attribute to Object’ window appears (See Fig 3.3).
Add Attribute to Object |
Select Attribute; I description j
Aftribute Syntax : |Ease-|gnu:ure Sting [CI5]

New Attribute Value : |

ok LCancel |

Fig 3.3

Select the Attribute from the Select Attribute drop down list.

Enter the new Attribute value in the New Attribute Value text
box.

4. Click OK to save the new attribute value.

CREATE AN OBJECT
1. Select the object in which you want to create a new object.
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Click on the Object > Create.

Or

Press Ctrl+T keys.

Or

Click on C icon from the toolbar.

Or

'Create Object’ window appears (See Fig 3.4).

Create Object M= E3

Baze Clazzes:

aliaz
applicationE ntity
applicationProcess
asasas

automounk
bootableD evice
cachelbject

calE nitry
certificationduthority
changelogE ntry
cirFeplicaSource
countny
cygmangesh
cygreferal

cygzhek
cygzhekhar LI

LCreate I Cance] |

Fig 3.4

3. Select the Base class from the list and click Create.
'Mandatory Attributes’ window opens (See Fig 3.5).

Mandatory Attnbutesz for account |
Fleaze fill in all the attibutes shown below
Aftribute Mame I Attrbute Y alue
uid [ Ho'Walue |
1| o
ok Cancel |

Fig 3.5
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4. Enter the attribute value for all attributes shown.
5. Click OK to create the object.

DELETE A LEAF OBJECT
1. Select the leaf object you want to delete.

2. Select Object > Delete Object.
Or
Click the Delete key on the keyboard.
Or
Select Delete from right click menu.
'Delete’ dialog box appears (See Fig 3.6).

Delete |

@ Delete Selected Object

Fig 3.6

3. Click Yes to delete the selected object along with the Object
link.
Or
Click No if you don’t want to delete the leaf object.

When you try to delete a container object, the ‘Delete Container
Object’ dialog box appears (See Fig 3.7).

Delete Container Object |

Delete selected Container?

ﬂc.|

Fig 3.7

4. Click Yes button if you want to delete selected container or else
click No button.

Note:
e The delete operation also deletes the object links of the deleted objects.

e The delete operation could take some time to complete the deletion
depending on the Object links existing in the tree.
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PLitrl,

Y ?WOFT'

DELETE AN ATTRIBUTE

1 Select the Attribute.

2 Right Click the mouse button (See Fig 3.8).
Pop-up menu appears.

3 Click Delete Attribute option.

E@ p=cyriet con Littribute Name | Attribute Yalug | Bttnbute 5
I E ou=Ditectary Administrators dn BV ou=Director Admiristators, a=cygnet cain Disfiniquist
______ E e ohjectclass & top Case lono
fuses ahiectclass & arganizationaluni Case lgno
""" E spon=dhopest ol EF Directary Adinishiators Case lgno
...... = description EAF s with admiristrative a pthizdacior MMCENG
Ch=MEEna :
E hdd Attribute...
""" E uetes] Delete Atrbute
------ T8 nigoundomainid=hoth

Fig 3.8
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This chapter explains the following editing features provided
by Cygsoft LDAP Browser:

 Cut/Copy/Paste

* Drag and Drop

* Copy/Paste Object Link

« Edit Attribute

* Copy text of attribute value

CuT/CoPY/PASTE
After selecting a leaf object you can perform cut, copy and paste
operations. These operations are also available on right clicking a
selected object and are also present as icons on the toolbar.

DRAG AND DROP
Browser supports drag and drop of leaf objects. The following steps
describes how to perform drag and drop operation:

1. Select the required leaf object

2. Drag this object to another object in the tree where you want to
move it.

3. Release the mouse button.

CoPY/PASTE OBJECT LINK

The Copy Object Link (Ctrl+R or Click on E'qu icon from the toolbar
or from the right click menu) and Paste Object Link (Ctrl+P or Click

on % icon from the toolbar or from the right click menu) functions
in the Edit menu help you to copy and paste the link objects at a
location of your choice. This is a link is a pointer to a specific leaf
object in the directory. Paste Object Link option will be enabled only
if you copy an object. The Copy Object Link operation can be
performed only on a leaf object.

You can view the original properties by selecting the

Ref:ObjectName from the tree, and selecting the “view original
properties” from the right click menu.
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Note:

Following steps describes how to create an attribute “CygAttrObjectLink”
1. Open the Schema Manager window.
2. Click on the “Add New Attribute” Button

In the Add New Attribute Window
1. Enter the name as CygAttrObjectLink.
2. Enter the Object ID (OID).
3. Select the syntax as CASE IGNORE STRING (CIS).

Following steps describes how to create a class “CygObjectLink”
1. Open the Schema Manager window.
2. Click on the “Add new Class” button

In the add new Class Dialog Box
1. Type in “CygObijectLink” in the Class Name text box.
2. Enter the Object ID (OID).
3. Select the Parent class ‘top’ from the Combo Box.
4. From the Available Attributes add “CygAttrObjectLink”, “Object class”
and “cn” to the Mandatory Attributes List.
5. Click OK to Create the new class

EDIT ATTRIBUTE
1. Select the Attribute Value you want to edit.

2. Click Edit > Edit Attribute.
Or
Press F2 key.
Or
Double click on the Attribute value.

COPY TEXT OF ATTRIBUTE VALUE
1. Double click the Attribute value
Or
Select the attribute and press F2.

2. Right click the mouse button.
Pop-Up menu appears.

3. Select Copy.
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This chapter explains the procedure of the following:

* Set entries to view

 View Root DSE Properties

e Count no of Entries

« Refresh

SET ENTRIES TO VIEW
To speed up the display of entries fetched from the server by
default 100 entries are displayed on screen at every level. If you
want to change this value

1. Click View menu.
Sub menu appears.

2. Click Set Entries to View.
Or
Click on o icon from toolbar.
'Set Entries to View’ window appears (See Fig 5.1).

Set Entries to Yiew |

Set Mumber of entries to view

100

)4 Cancel |

Fig 5.1
3. Edit the Value.

4. Press OK button.

To view the next set of entries use the Show Next button = on the
toolbar.

VIEwW RoOT DSE PROPERTIES
There is a special entry called the root directory specific entry, or
rootDSE, that contains a description of the whole tree, its layout,
and its contents.
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SOFT

1. Click on View and then click on Root DSE Properties.
'Root DSE Information’ window appears (See Fig 5.2).

Root DSE Information _______H|
Attribute M ame | Aftribute Y alue |
ohjectclazs top
namingoontests o=AiniLE. com
subzchemazubentny ch=zchema
suppartedoontrol 216.8401.113730.3....
supportedzasimechanisms EXTERMAL
supportedldapverzion 3
dataversion nikhil. cognet. coin: 38,
netzcapemdsauffi ch=ldap: /4389, do=ni...
supportedldapverzion 2
supportedcontrol 216.840.1.113730.3....
suppartedoontrol 1.2.840.113556.1.4.4.
supportedcontral 216.8401.113730.3..
suppartedoontrol 216.8401.113730.3....
suppartedoontrol 216.8401.113730.3....
supportedcontrol 216.840.1.113730.3...
namingoontests o=MetzcapeR oot
namingcontests o=cyghet.co.in

Fig 5.2

2. Click Close button to close the window.

COUNT NUMBER OF ENTRIES
1. Select the object to count number of entries present.
2. Click View > Count No of Entries.
'Entry count’ window appears displaying the object entry details.

Entry count |

@ Selected DM: sp-cn=host, ou=Directory Adminiztrators, o=cygnet.co.n haz 17 entries in the Server

Fig 5.3

Refresh
Refresh offers the following two options:
1. Refresh Tree
Use Refresh tree option when you want to refresh the entire
object tree. The Refresh Tree option reflects the modifications
made throughout the object tree.
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2. Refresh Node
Use Refresh Node when you want to refresh only a specific
node. The Refresh Node option reflects the modifications made
in that particular node only.

REFRESH TREE

Connect  Edit Object Toolz =MLC
, v Toolbar
E‘ % v Statuz Bar
=8 = Set Entriez to Wiew. ..
* Count Mo of Entrieg
E Refresh Tree
g, Root DSE Properties
Fig 5.4
1. Click View > Refresh Tree.
Or
Select any object and Right click the mouse button.
Or

Press F5 key (See Fig 5.4).
REFRESH NODE
1. Select the node you want to refresh.
2. Press F4 key.
Or
Right Click the mouse button.
Pop-Up menu appears.
Cut
Copy

Haste

Delete

[Ereate whi L liemplater.

Copy Object Link
Eastedd beat il
siewnlETigne] Bioperties

Impoart LODIF File
Expart LDIF File

LDAP Search

Befrezh Tree F&

Fig 5.5
3. Select Refresh Node option.
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er 6

XML

Option

XML Option is the latest feature added in LDAP Browser. XML
Rendering feature in XML Option is a very useful feature
allowing the user to do the following:

1. Create an object using Template
2. Create XML template
3. Modify XML Template

XML Rendering

XML Rendering has made creating an object very simple by
providing the user the following advantages. The user can:

Create Object using template

XML Rendering allows you to create objects using
templates. Using templates you can enter the values for the
attributes as required. You can also define validation rules
and default values for attributes.

Create template

XML Rendering allows you to create a new template. To
create a new template Click XML Options > Create XML
template or use any text editor. Use only the tags defined by
Cygsoft if you create template using text editor. The sample
XML file shown below gives you an idea of the tags defined
by Cygsoft and also the attributes of the tags.

Modify Template

XML Rendering allows you to modify the available
templates. While Modifying templates you can also define
the validation rules and default values for attributes.
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Explanation of the tag attributes:

Bri ef Description

<XM_.Tenpl at e Description="">

</ XM_Tenpl at e>

<XMLTemplate> </XMLTemplate> is the
root attributes and has three child attributes

Description=""

Description of XML template.
Ex:<XmlITemplate Description="Create
User>

<Cbj ect C ass> ...</ (pj ect A ass>

<ObjectClass> ... </ObjectClass>
Is the name of ObjectClass from which you want
to derive object.

Ex: <ObjectClass>top</ObjectClass>
<ObjectClass>organizationalUnit
</ObjectClass>

<Fi el d> </ Fi el d>

<Field> </Field> - is the attributes with six
child attributes

<Nane>........ </ Nanme>

Name tag specifies the attribute name
Ex. <Name> ¢ </Name>

<Di spl ayNane>........ </ Di spl ayNanme>

The value of this tag displays the name of the
attribute.

Ex. <DisplayName> Country Name
:</DisplayName>

<Def aul t Val ue>........ </ Def aul t Val ue>

DefaultValue tag specifies the default value
of an attribute.

(The Default values are only for
TextBox,NonEditableTextBox and the
PasswordField).

Ex. <DefaultValue> India /DefaultValue>

<l nput>........ </ | nput >

Copyright 2002 © Cygsoft Inc. All Rights Reserved.

The values inside Input tag are
TextBox,ComboBox,CheckBox,
NonEditableBox and Password Field.
Brief explanation of the values:
o TextBox : Displays the TextBox where
user can enter the values.
* NonEditableTextBox: Displays the Non
Editable text box.
PasswordField : The Characters in the
fields are displayed as "*'.
ComboBox: Displays the ComboBox
allowing the user to select one Item from
the available list.
CheckBox: Displays a CheckBox which




can be checked or unchecked.

CheckBox is used for storing the Boolean

values which will be stored as on and off.
Ex. <Input> TextBox </Input>

<Val i dation>........ </ Val i dati on>

Validation specifies the different types of
validation rules that can be defined for
entering different types of data in each field.
Following is the brief explanation of the
validation values: -
* NonnegativeNumber: Accepts only
Positive Numbers.
Charactersonly: Accepts only Character
values.
Boolean: Accepts Boolean values like
true and false as well as on and off.
Alphanumeric: Accepts characters as
well as numbers.
* Number: Accepts only numbers
Ex. <Validation> CharactersOnly </Validation>

<Si ze> <Si ze>

Use the Size tag for specifying the size of
the field.
Ex. <Size> 15 </Size>

<MaxLengt h> .... </ MaxLength>

Use the MaxLength tag to specify the
maximum number of characters that the field
can accept.

Ex. <MaxLength> 10 </MaxLength>

<Color> .... </Color>

Use color tag to specify the text color of the
input field contents.

User can also specify the color values used
in the html pages.

Ex. <Color> red </Color>

<Color> #FF2222 </Color>

<Option> .... </ Option>

Use the Option tag to add values to the
combo box
Ex.<Option> India </Option>
<Option> USA </Option>
<Option> Russia </Option>
<Option> UK </Option>

Note :
1. All XML tags are case sensitive.

2. The Invalid and Case Insensitive tags are Ignored.
3. In Case, the xml tag is incorrect, an error message will be displayed.
4. The DefaultValue tag is specifically used for the TextBox, NonEditableTextBox and

PasswordField.

5. The values inside Validation tag are case insensitive.
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| OBIECT USING TEMPLATE
1. Click XML Options > XML Rendering (See Fig 6.1).

E[:ygsuft LDAP Browser: LDAP:-A\nikhil :389: Anonymous User
Edit “iew 0Object Tool: REAGIME[OGEE | og Manager  Hs

Conhect

4 #ml Rendering
= B | g & c ! [Ereatet LT EmEEtEs

W adifpehd I iemplate..

I El&l a=cygnet. co.in
Fig 6.1
2. Click to select the object under which you want to add a new
object. c

3. Click the Create Object icon.

'Create Object’ window appears displaying all the available
create object templates (See Fig 6.2).

Create Object |

Axvailable Templates:-

CRou
argarizationall it

k. I Cancel

Fig 6.2

4. Select the required template.
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oo

¥ " 5. Click OK button.
o 'XML rendered view (Create)’ window appears (See Fig 6.3).

Template ¥iew For user.xml

Fig 6.3
6. Enter the required data in the fields of the template.
7. Click OK button.
The object is created.
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ng the above template, the following xml template file is used:
2 file Name -user.xml

Copyright 2002 © Cygsoft Inc. All Rights Reserved. Page 34



Template ¥iew For country.xml

Canada

India

Japan
Malaysia
Saudia Arahia
Singapore
South Africa
Linited States
Lnited Kingdaorm
Others
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CV250FT B

y

sde of template country.xml:

CREATE XML TEMPLATE
1. Click XML Option>XML Rendering.
'Create XML template’ option gets activated.
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Click XML Option > Create XML Template.

Or

Select the object and right click the mouse button.
Click Create XML Template from the Pop-Up menu.
'Save XML Template’ window appears (See Fig 6.4).

Save XML Template |

File Mame :

Cancel |

Fig 6.4

3. Enter the File name in the File Name text box.
4. Click Ok button.

» The xml file created by you, is saved in the folder where the
Cygsoft LDAP Browser is installed .

MODIFY TEMPLATE
1. Click XML Options > Modify XML Template.

'Modify XML Template’ window appears (See Fig 6.5).
Modifp XML Template

Available Templates:

caunkny
au
test

LEer

Cancel |

Fig 6.5
2. Click to select the required template.

3. Click Modify button.
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4. The selected template opens in the edit mode (see Fig 6.6).

uzer. xml

< wml verzsion="1.0"7» -
< Puml-stylezhest type="text sl href="styleshest ksl ">

<#miT emplate Description="Uszer D etailz ">

<0bjectClazs> organizationalPerzon< /O bjectClaszs:

<0ObjectClaze: Perzon< /0bjectClazs:

<0ObjectClazz>top< /O bjectClazs:

<Field:>

<Mamerchs/Names

<Dizgplapk ame:Firgt Mame [cn) : </DizplayM ame:
<Input> TextB ox< Anput:

<D efaulty aluerJohn Defaulty alue:

<Validationr charactersonlp< A alidation:

{Sizer 20¢/Size>

<M axlength: 20< /M axlength:

< Color:blue< /Color:

</Field»

<Field>

<M ame:sn< Mame:

<DizplayM amexSurmame [zn] </ Displayh ames
<Inputy TextBox< Anputs

< Default alue:Parkers /Defaulty alue:

W alidation: ¢ A alidation:

<Sizex</Sizer

<M axLength: 20¢ /M aLength:

<Coloryred< ACalars

</Field»

<Field>

<M ameruzerPassword M ame:

<DizplayM amexPassward < /DizplayM ame:
<InputrPazswordField: Anput:

<Defaulty aluerjohnd 24 /Defaulty alue:

<Walidationy alphanurmnic< Afalidation: _ILI
< -

Save | Save fs... |

Fig 6.6
5. Make the required changes.
6. Click Save button.

Click 'Save As’ button if you want to save the template with a
different name.
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Schema Manager
This chapter gives you information about Schema Manager.
The Schema Manager helps you to browse the schema and
extend schema (i.e. add new object classes and attributes to
an existing schema).

The following topics are covered in this chapter:

« Add anew class

* View Class Details
« Add New Attribute
o Attribute Details

ADD A NEW CLASS
1. Click Tools > Schema Manager option from the sub- menu.
Or
Press Ctrl+M keys.
Or

Click on éﬂ icon from the toolbar.
Schema Manager screen appears (See Fig 7.1).

Schmma M anadoe

— Chass Peopsalie — Adinbute Fioperdie:
Sebeci Clazses: Selact Alsbuter
bl a
s sl ik, T il
aophe ahioeE nidp a4
spphc atioPooess adrminstraloContact rio
oachiel bt ']
oertificationfuthony shasedlbecttlams
changslogE niy Sy
cufaphcaloace arsnoatedlioman
iy arzimated ana
o albdien aftrice deT pp
o alF escuace T )
ol ey il
ol bysct sttontyF oo stonlist
darwice ttonyF o stonlis bnasy
DS Chomain wathoaSin
cocinat, =l |rddnghane =
Add New Clazs | Chass Dl sile I WHHHHMI Ak Datak I
oo |
Fig 7.1

Copyright 2002 © Cygsoft Inc. All Rights Reserved. Page 39



2. Click Add New Class button in the Class Properties pane to
add a new class to the schema.
'Add New Object Class’ window appears (See Fig 7.2).

Add New Dbiject Class |

— Clazz Infarmation

Clazs Hame : ||

alb I

Parent Mame : I j

— aittribute D etails

Available Attribute: Mandatary Attributes:

aaa ﬂ objectclass
abstract e

accountnlock Time
aci
adrniniztratorContact nf <
adrminlrl
aliazedObjectt ame
altServer
azzociatedDomain e
azzociatedM ame
attributeT ypes

audio

authorCh ;I

Optional Attributes:
aci

<4

- Bk kR

LCancel |

Fig 7.2

3. Type the new Class Name in the Class name field.

4. Type the OID. If this field is kept blank a default value is inserted
automatically.

5. Select the Parent Class Name from the drop down list box.

6. Select the Mandatory and Optional attribute from the
available attribute list.

7. Click OK to save the new class.
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VIEW CLASS DETAILS
The Class Details button in the Schema manager invokes a Class
details dialog box (Figure 7.3), displaying the details of the selected
class. It displays the name, OID, description of the class, the super
class from which it is derived, mandatory and optional attributes.

1. To view class details, click the Class Details button (See Fig

7.3)
ClassDotas |

Mame:  arganizationalll nit

o 2585

Description: [5y 2 3ard LOAP objectclass

SuperClass:

— Attnbutes

randatory Optional

descriptiu:un
destinationlndicator
faczimileT elephoneM urr

internationalis D Murnbs
! =

0k LCancel |

Fig 7.3

Copyright 2002 © Cygsoft Inc. All Rights Reserved. Page 41



:
ADD NEW ATTRIBUTE
1. Click Tools>Schema Manager.

2. Click the Add New Attribute button.
'Add New Attribute’ window opens (See Fig 7.4).

3. In the Name field, enter the name of the attribute.

AdaNowAtbwes |
Hame: [
oiD: |
Syntax: | =

|zer Defined Attrbute

Diezcription:

OE. LCancel

Fig 7.4
4. In the Object ID field, enter the relevant ID. If this field is kept
empty default OID is inserted.
In the Syntax field, choose the syntax from the drop down list.
In the Description field, enter the relevant attribute description.
7. Click OK to save the new attribute or Click Cancel to cancel
your action.

Note: Only following attribute syntax are supported while adding
new attribute in schema

Case Ignore String (cis)
Binary (bin)

Telephone Number (tel)

Case Exact String (ces)
Distinguished Name (dn)
Integer (int)
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ATTRIBUTE DETAILS

The attribute detail window displays the properties of the attribute.
Cygsoft LDAP Browser allows you to view any attribute in the
schema.

You can view the details of attributes in the Schema. To view an
attribute detail of a selected attribute, click on the Attribute Details
button in the Schema main window.

The following screen (See Fig 7.5) shows you how to view existing
attribute details.

Attribute Detailz |

MHame:  abstract
alb: abstract-nid
Suntaw: 1.36.1.41.1466.115.121.1.15

Dezcription;
Standard Attribute ;I

1 _>I_I
Cancel |

Fig 7.5

The name, OID, syntax and the description of the selected attribute in the
Schema are displayed in this window.

Depending upon your organizational needs, you can create as many classes and
attributes as you require.
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 Chapter 8
Search for Information

Cygsoft LDAP Browser allows you to search for information
stored in the LDAP server. You can activate a search operation
from any Base DN. This chapter explains how to activate
search function and how to Search with object class = *. The
following two topics are covered in this chapter:

o Activate the search function
« Examples

ACTIVATE THE SEARCH FUNCTION
1. Click on Tools>LDAP Search.
Or
Press Ctrl+F keys.

LDAP Search M= B |
BazeDN
ObjectClass Iﬁ j ’7
— Set Filker Options
Attribute Narnes: Attribute Yalues: Search
I J | Save Search...
I j - Ix Clear
Filter Type: I.-'l'n.ll of the above keywords j Clase
— Search Hesult Screen
Attribute Mame | Attribute ' alue I Attribute Spnkax
1| | »]

Fig 8.1
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Or

Click on - #  icon from the toolbar.
'LDAP Search’ window appears (See Fig 8.1).

You can perform a search operation from any level you choose in
the tree structure. If you wish to search the entire data, click the
Base DN. Features such as searching within the entire set of
classes using the wildcard character * and using AND/OR
operators for attribute values is supported.

Note:
 Youcanuse * in the attribute value field as supported in normal search

operations.
e ‘Save Search’ button allows you to save the DN'’s.

Examples

SEARCH WITH OBJECT CLASS = *
Search within the entire set of Classes available on a selected base
DN (See Fig 8.2).

1.
2.
3

Select the required base DN from the browser window.

Open the search window.

Keep the default value as (*) in the object class field and enter
appropriate values in the filter options field.

Click Search button.

The search result window displays all the entries inside the
selected base DN.
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P i S |

BazeDM
ObjectClass Ix j ’7 dc=cygnet,dc=co,dc=in

— Set Filker Options

Attribute Names: Attribute Y alues: Search
| [ &
| 5 -7
I j _ Ix Clear

Filter Type: I.-'i'-.II of the above kewwords j

Sawve Search...

Cloze

— Search Rezult Screen

I:II::=I::“I:|r'IEt _ = Attribute M ame | Aftribute W alue | Aftribute Syntax
gzzt[lflalgtactury Adminiztrators dn Mot Syvailable
documentldentifisr=test nb!ectEIass 1.3.6.1.4.1.7466...
aliasedObject ame=cr=wms ohjectClass 1.3.6.1.4.1.146E...
uid=kl dc cyghet Mot Available
aliazed0bjectM ame=test
gp-ch=cygaaft
sp-ch=5ubnet-10.1.2.0
zp-ch=0HCPOptions —
zp-ch=0HCPPrtradll
sp-ch=Poal-testpoal
zp-ch=0HCPOptions
zp-ch=0HCPPrtradll
sp-ch=cygleasze
zp-ch=Range-10.1.2.165-25
zp-ch=Poal-testp
zp-ch=0HCPOptions
zp-ch=0HCPPrtradll
sp-ch=Group-testgroup hl 1 | | ﬂ

o
0
o
10
=
o
f=
Iy
0
2
[=
Iy
=

=8
o
E]
w,
=]

Fig 8.2

SEARCH WITH ATTRIBUTE VALUES
To Search for specific attribute values within inetOrgPerson having
attribute cn, which start with character ‘p’, (See Fig 8.3).

1. Select the base DN in which you want to perform search
operation, from the browser window.

Open the search window.

Select the required object class field as inetOrgPerson.

Select the Attribute Name as cn.

Select the Attribute value as p*.

Click Search button.

The search result window displays all the entries, which satisfies
the above condition for the selected base DN.

NoakwhN
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LDAP Search == |

: BazeDM
ObjectClass |inetDrgPersan =] |7 de=sioe, de=corm
— Set Filter Optionz
Attribute M armes: Attribute W alues: Search
In::n j = Ip“
Save Search...
I j _ Ix Clear
Filter Tupe: I.-’-'-.II of the above keywiords j Close
— Search Rezult Screen
id=prigden Attribute Mame | Attribute Value | Atribute Spntay
Ezgngzie dn ¥ uid=prigden, ou=Feople, ... Mot Available
uid=|§t_l,ller ch E¥ Peter Rigden Mot Available
uid=phunt sh E¥ Rigden Mot Available
Lid=pzheltan givent| arme EV Peter 1.361.4.1.146
uid=plorig objectClass B top 1.36.1.4.1.1461
uid=pworrel objectClasz B person 1.36.1.4.1.146
u!giphEHE . objectClazs ¥ organizationalPerson 1.2.61.4.1.146
E: d;gglﬂzfjm ohiectClass  E¥ inetOrgPerson 1.361.4.1.146
aul E¥ Human Resources Mat Available
aul Er People Mot Available
I = Sunrvale Mot &vailable
uid & prigden Mot &vailable
mail ¥ prigden(@ziroe. com Mot Available =
telephoneMu... E¥ +1 408 555 5099 1.261.41.146
facsimileTele.. EF +1 408 555 8473 Mat Avalable -
1| | B
Fig 8.3

SEARCH - WILD CARDS WITH AND OPERATION
To display all the persons in inetOrgPerson class having the
following condition (See Fig 8.4):

e ‘cn’ starts with ‘p’
* ’sn’ ends with ‘'r

* ‘given name’ is ‘pete’.,

1. Select the required base DN from the browser window.
2. Open the search window
3. Select the required object class field as inetOrgPerson.
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. Set the Attribute Name and Attribute Value as shown above.
5. Select the filter Options field as All of the above Keywords.
6. Click Search button.

The search result window will display all the names, which satisfy
all the above condition for the selected base DN.

LDAP Search == |
: BazeDM
ObjectClass |inetDrgPersan | [ de=siroe, do=com
— Set Filker Optionz
Attribute Names: Attribute Yalues: Search
Iu:n j = Ip"

Sawe Search...
fon = - —
IgivenName j = Ipete Clear

Eilter Tope: I.-'i'-.ll of the above kewwords j Close
— Search Result Screen
Attribute Mame | Aftribute Y alue | Aftribute Suntaw -
dn E uid=ptyler, ou=Feople, d... = Mot Available
ch E Pate Tyler Mot Awvailable
an ' Tyler I ot Available
givenMame B Pete 1.2.61.41.146
objectClass E top 1.3.6.1.4.1.1461
objectClass = pErEon 1.3.6.1.4.1.1461
ohjectClazs E arganizationalPersan 1.36.1.41.146
objectClazs e inetdrgPerzon 1.36.1.41.1461
oLl e Accounting Mot Awvailable
aul E People I ot Available
| E¥ Santa Clara M at Available
uid = phyler Mot Available
rivail E pryler@zinae. conm Mat Available =
telephione ... EF +1 408 555 3335 1.36.1.41.146
facsimileTele.. EV +1 408 555 4774 Mot dvailable -
4| | B
Fig 8.4

SEARCH- WILD CARDS WITH OR OPERATION
To display all the persons in inetOrgPerson class having any of the
following condition, (See Fig 8.5).

e ‘cn’ starts with ‘p’
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'sn’ ends with ‘r’

‘given name’ is ‘pete’.,

Select the base DN from the browser window.
Open the search window.
Select the required object class field as inetOrgPerson.

Set the Attribute Name and Attribute Value as shown above.
Select the filter Options field as Any of the above key words.
Click Search button.

The search result window will display all the names, which satisfy
any of the above condition for the selected Base DN.

LDAP Search == |

ObjectClazs

IinetEIrgF'ersn:nn

BazeDM
j |V do=ziroe, do=com

— Set Filker Optionz

Attribute Mames:

Attribute Values:

®

for = -F
Isn j = I"r
IgivenName j = Ipete

Eilter Tope: I.-'l'-.n_l,l of the above keywu:urdsj

—Search Fesult Screen

Search

Save Search...

Clear

Cloze
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Attribute Mame | Attribute W alue | Attribute Suntax -
uid=gfarmer dn g ;id=s|§arter, ou=Feople, ... Ent iva?:ag:e
s ch = arn Carter ot Availlable
E:i::;altl:r an g Carter I ot Available
wid=hmiller givenM ame = Sam 1.3.6.1.4.1.1461
uid=prigden objectClass EF top 1.3.6.1.4.1.146
uid=bwalker objectClass B persan 1.3.6.1.4.1.146
”!gf{jbar;_ln's'fd obijectClass E¥ organizationalPerson 1.3.61.4.1.148
o elof e — | ohjectClass B inetOigPerson 1.36.1.41.146
Uid=scarte? oLl EY accounting Mot Aovailable
Lid=ekohler aul E People I ot Available
uid=tzchneid I E Sunnyale Mot Available
uid=proze Lid EF scarter Mat Availlable
uid=jhunter rnail EF scarten@sioe com Mat Available =
3;3:;“5&223” telephoneMu_. CF +1 408 555 4798 1.2.61.4.1.1461
Lid=phyler faczimileT ele... E +1 408 555 3751 Mot dvailable -
uid=calexand =] sl | B
Fig 8.5




Import and Export of LDIF files

This chapter covers the following topics:
* Exportto LDIF File
* Import from LDIF File

LDIF (Lightweight Directory Interchange Format) is an ASCII
file format used to exchange data and enable the
synchronization of that data between Lightweight Directory
Access Protocol (LDAP) servers.

EXPORT TO LDIF FILE
1. Select the base DN from the browser window.
2. Click Tools>Export LDIF File.
Or
Press Ctrl+E keys.
Or
Select Export LDIF File from the right click menu.
'Export LDIF file’ dialog box appears (See Fig 9.1).
3. Click Browse button to select the export file path.
Or
Enter the LDIF file name in the LDIF File text box.

Note:

» The file is by default, exported to the folder where the Cygsoft
LDAP Browser is installed..

4. Click OK button.

Export LDIF File

Select Export File Path

LDIF File - | Browse. . |

ok Cancel |

Fig 9.1

You can either export complete information from an entire server,
or from a selected sub tree.
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OM LDIF FILE

1. Select the base DN from the browser window.
2. Click Tools>Import LDIF File.
Or
Press Ctrl+l keys.
Or
Select Import LDIF File from the right click menu.
'Import LDIF file’ dialog box appears (See Fig 9.2).
3. Click the Browse button to select the file to be imported.
Or
Enter the file name with complete path.
4. Click OK button.

The directory structure will be created, according to the LDIF file
contents.

Import LDIF File ]|

Select File to [mport

LOIF File: | Browse... |

ok Cancel |

Fig 9.2

Note:

e LDIF Import is only possible with LDIF files, Which have been
exported using Cygsoft LDAP Browser 2.0.
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Chapter 10
Log Manager
Errors shown on console while using the browser are
registered in general log file. This chapter explains how to:
* _View the General Log
* View the LDIF Log

« Delete General Log
« Delete LDIF Log

VIEW THE GENERAL LOG
1. Click Log Manager>View General Log option.
Or
Press Ctrl+ Shift + G keys.

Errors shown on console while importing/exporting the LDIF file are
also registered in log file.

VIEW THE LDIF LoG
1. Click Log Manager>View LDIF Log.
Or
Press Ctrl+ Shift + F.

DELETE GENERAL LOG

1. Click Log Manager>Delete General Log.
Or
Press Ctrl+ Shift + L keys.

2. To delete logs for a specific date, select the date from the drop
down date list.
Or
Check mark Delete Entire Log check box in order to delete the
entire log.

3. Click Ok button.
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Delete General Log |

To delete logs for a specific date pleaze chooze the date
belows ar click an the check box to delete entire log.

Date: I j j / I j

“l
MM DD 0

DeLETE LDIF LoG

1. Click Log Manager>View General Log option.
Or
Press Ctrl+ Shift + D keys.
'Delete LDIF log’ window appears.

Delete LDIF Log ]|

To delete logs for a zpecific date please choose the date
below ar click an the check box to delete entire lag.

Date: |10 x| {20 =] /4 Jo4 =]

il oo e

Fig 10.2

2. To delete logs for a specific date, select the date from the drop
down date list.
Or
Check mark Delete Entire Log check box in order to delete the
entire log.

3. Click Ok button.
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Getting more information

This chapter describes where to get more information on the
topics related to LDAP browser. All the related URL’s have
been listed down for your reference. For any queries and
technical help you can visit the URL for Customer Support.

Useful URL's

*  OpenLDAP Server
http://www.openldap.org

* iPlanet Directory Server
http://iplanet.com/products/iplanet directory/home directory.html

» Active Directory Overview
http://www.microsoft.com/windows2000/server/evaluation/featur

es/dirlist.asp

Documentation

* Alist of documentation like User Manuals, FAQ and technical
specification documents are available on our Website:
www.cygsoft.com.

Customer Support
» For any queries and technical help please e-mail:
support@cygsoft.com indicating the name of the product and the
nature of the problem.
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Cygsoft, Inc.
21600 Lindbergh Drive
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Phone: (408) -353-5764
Fax: (408) -353-5765

For more information:
E-mail: support@cygsoft.com

Website: www.cygsoft.com
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