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n 1962 a team of engineers from Bell Telephone Laboratories created the
game “Darwin” — the first computer program having the distinguishing
features of a virus. Residing in memory, the game uses something termed the
“supervisor”, a feature that defined the games rules and managed the battle
between the competing programs written by the game’s contestants. The

“Darwin” program had the ability to research its environment, replicate and

destroy itself. The main idea behind the game was to delete all the programs
written by competitors and to seize the battlefield.
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983 - Len Adleman of Lehigh University first coined the term “virus”
1 in reference to self-replicating computer programs. In 1984 at the 7th
information security conference Fred Cohen gave a scientific definition of the
term “computer virus” — a program that is able to infect other programs by
modifying them with the goal of spreading itself.

November 10, 1983 - Fred Cohen, the father of modern computer
virology, at a seminar dedicated to computer security at Lehigh

University, used a VAX 11/750 computer system to demonstrate a virus

program capable of imbedding itself in other objects
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oday over fifty companies develop anti-virus software, more than 5000
Tcomputer virologists the world over dedicate themselves to fighting the
computer virus problem and have developed greater than 300 different
anti-virus programs.
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n December of 1987 the first underground epidemic took place at the hands of
Ithe network virus “Christmas Tree”. On December 9th the virus was set loose
on the Bitnet network from a university in Western Germany. The virus penetrated
a gateway in the European Academic Research Network (EARN) and subsequently
got into the IBM-Vnet network. Over four days, until the 13th of December, the
virus paralyzed the network by plugging it up with its copies. When the “Christmas
Tree” virus was launched a picture of a Christmas tree was displayed and the virus
proceeded to send itself out to other network users.

617

n 1988 the famous programmer Peter Norton, whose name is today adorned on
many products of the US-based company Symantec, harshly spoke out against
the existence of computer viruses. He claimed viruses were merely a myth and
compared them to the alligators supposedly living in the sewers of New York City.
The extraordinary nature of Peter Norton’s remarks however, did not prevent
Symantec from eventually beginning its own anti-virus project — Norton AntiVirus.
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n April 22nd, 1988, the first electronic forum dedicated to the security threat
Oposed by computer viruses took place. The conference, called Virus-L, was
hosted on the Usenet network and was created by Ken Van Wyk, a colleague of
Fred Cohen at Lehigh University.

¥ 16

he first widespread virus hoax occurred in October 1988 compliments of the
Tnon-existent “person” Mike RoChenle (“Microchannel”). Mr. “RoChenle”
sent out a large number of messages to computer Bulletin Boards describing a
dangerous computer virus that transfers itself from modem to modem at a speed
of 2400 baud. Lowering modem speed to 1200 baud was described as a foolproof
means of protecting against the virus and users were encouraged to do this as
soon as possible. Many users indeed followed this dubious advice.
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ttempting to battle the terrible “Datacrime” virus, Dutch police, for the rea-
l \_sonable price of one U.S. dollar, directly provided the public with an

anti-virus diskette. The cure was in great demand and selling very well when it was
discovered that the program intended to subdue the "Datacrime" virus was faulty
and unreliable, leading to many false alarms. Thus, version two was released to
address these short-comings but unfortunately it too was less than ready for
prime time and the police found themselves out of the virus fighting business.
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In April of 1989, in a small Oxford pub, the managers of the British anti-virus

company Sophos, Jan Hruska, Peter Lammer and Ed Wilding came up with the
idea of publishing the very first dedicated source of computer virus information —
the journal to be called Virus Bulletin.

¥ 21

- n December 1989 a mal-intentioned person distributed a staggering 20,000
diskettes containing a Trojan program to addresses that were stolen from
databases belonging to PC Business World and the World Health Organization.
When an infected disk was used the Trojan would automatically embed itself into
a system, create its own hidden files and directories and make modifications to
system files. Upon booting an infected system 90 times the Trojan encoded the
names of all files and rendered them invisible. Remaining on the disk was just one
read file containing a bill and address for payment. This ploy quickly led investigators
to the Trojan’s author, a Mr. Joseph Popp who was later found to be mentally ill.
Despite this an Italian court found Mr. Popp, in absentia, guilty and sentenced him to
spend time in prison.
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n 1992 appear the first viruses to be classified “anti-antivirus”. One of the first
:[was “Peach”, which set about deleting the integrity checker database
of Central Point AntiVirus. If this anti-virus program did not find the database it
figured this was the fist time the program was launched and proceeded to create
it anew thinking that the infected computer is clean. In this clever way the virus
was able to go around the protection and remained invisible while slowly infecting
the entire system.

# 28

:[n 1992 Kaspersky Labs developed the world’s first second-generation
heuristic analyzer designed to fight unknown viruses. Today every modern
product has armed itself with this technology.

»
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n March of 1992 the virus epidemic “Michelangelo” was the cause of much
:[hysteria. Perhaps this particular epidemic marked the first time an anti-virus
company stirred up the “noise” surrounding an epidemic not to protect computer
users from whatever dangers it posed but to instead draw attention to their
products and in turn opportunistically leverage the epidemic for commercial gain.
To accomplish this one US-based anti-virus company announced that on the 6th
of March the data on 5 million computers would be destroyed. The sensation
caused by this statement resulted in an exponential growth in profits for anti-virus
companies while in reality only several thousand computers suffered from the
"Michelangelo" virus.

® 30

ctober 1992 — Kaspersky Labs invents a micro-update system. To update
Oanti-virus databases users were no longer required to download
multi-megabyte files but to instead download only small database additions
containing the procedures necessary to defend against the most recent viruses.
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996 — At the end of the summer the virus writers going by the pseudonyms

Nightmare Joker and Wild Worker practically simultaneously released two
macro virus constructor kits. In both German and English that targeted the
creation of MS Word macros. The kits were called Word Macro Virus Construction
Kit and Macro Virus Development Kit.
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n mid October Microsoft suffered a string of virus related incidents. The
I “Wazzu” macro virus was detected in a Word file describing technical support
procedures for Microsoft products in Switzerland. Later this same virus was found
on a compact disk distributed by the company to visitors attending the Orbit
exhibition of computer technologies that took place in Basel, Switzerland. Yet
another encounter with "Wazzu" took place when the pesky virus managed to get

onto the Microsoft Solution Provider CD.
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n February of 1997 computer viruses occupied yet another “biological” niche
Iwith the appearance of a virus aimed at the Linux OS called “Linux.Bliss”.
Today Linux viruses are well known for their general wickedness and from time to
time take part in unpleasant incidences. There are Linux viruses that operate in the
background as well as quite a few very “able-bodied” Trojans targeting this
platform. We are confident that virus activity directed at a platform is related to its
overall popularity; therefore, as Linux manages to gain users it will also gain in
unwanted virus attention.

¥ 40

june 1998 brought with it a virus epidemic compliments of “Win95.CIH”. It
quickly progressed from mass to global proportions as reports of infected

computer networks and home computers numbered in the thousands. The
epidemic was launched in Taiwan where an unknown hacker sent infected files to
local news groups. Next the virus made its way to the U.S. where, due to the
negligence of system administrators was able to immediately infect several
popular computer game distribution Web servers. Most likely, it was the infected
files on these game servers that led to the epidemic becoming global and not
weakening over the course of an entire year.
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ovember 1998 — “VBScript.Rabbit” — The expansion of computer parasites
N on the Internet continued with the arrival of three viruses aimed at infecting
Visual Basic scripts (VBS files) . At this time Kaspersky Labs released an
extensive report regarding the potential dangers posed by VBS viruses. Many
experts accused the company of trying to “disturb the peace” by causing fear and
hysteria among computer users. One and a half years later, in May of 2000, when
a global epidemic broke out from the script virus “LovelLetter”, it became clear
that the report’s prognosis was on the money.
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March 1999 — Kaspersky Labs develops the world’s first behavior blocker
for macro viruses. In contrast to traditional anti-virus software, this

technology “blocks” suspicious actions rather than search for virus code
sequences. This approach ensures 100% protection against both known and yet
unknown macro viruses.
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n mid 1999 Kaspersky Labs again proved its status as the anti-virus software
:[industry’s trendsetter when the company released the first anti-virus suite
designed to protect Linux systems. Over the course of the following year
Kaspersky Labs continued its string of innovations for Unix/Linux systems and
developed protection solutions for FreeBSD, BSDi, OpenBSD, Sendmail, Qmail,
Postfix and Exim.

# 15

n November of 1999 the world was shook from the appearance of a new
:[ generation of stealth-worms that distribute themselves via email without using
file attachments and are capable of infecting victim machines immediately after an
infected message is simply read. The first of this type was “Bubbleboy”, which
was quickly followed by “KakWorm”. All viruses of this type exploit a security
breach found in the security system of Internet Explorer.
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t the conclusion of the year 2000 the dangerous and technically perfect
Avirus “Hybris” was detected. The author of this virus occurred to be the
infamous Brazilian virus creator going by the nickname Vecna. With “Hybris”
Vecna further developed the ideas behind his first self-updating virus
“Babylonia” and also fixed all previous errors. The main innovation applied to
Hybris was the use of not only Web sites but also newsgroups (including
alt.comp.virus) for the downloading of new virus modules to infected computers.
Using news groups for propagating updates proved to be an ideal solution as in
comparison to Web sites, which can be quickly shutdown, pulling the plug on
news groups is not so simple. Additionally, to identify the actual virus modules,
produced by its author, Hybris used a 128-bit electronic RSA key to
encode them.
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