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In 1962 a team of engineers from Bell Telephone Laboratories created the

game “Darwin” – the first computer program having the distinguishing

features of a virus. Residing in memory, the game uses something termed the

“supervisor”, a feature that defined the games rules and managed the battle

between the competing programs written by the game’s contestants. The 

“Darwin” program had the ability to research its environment, replicate and

destroy itself. The main idea behind the game was to delete all the programs 

written by competitors and to seize the battlefield.



I
n the beginning of the 1970s the virus Creeper was detected on the military’s

APRAnet network, a prototype to the modern Internet. The Creeper program

was able to, by itself, gain network access via modem and to send copies of

itself to a remote system. The virus made itself known on infected systems 

by broadcasting the following message: "I'M THE CREEPER … CATCH ME IF

YOU CAN".

T
o delete the meddlesome, though generally harmless Creeper virus, the

Reaper program was created. Reaper, at its heart was in essence a virus that

performed some anti-virus functions. It spread itself through a network, searched

for copies of Creeper and if detected would expunge them. It is hard to say

whether or not this program was created by a separate party to fight Creeper or if

both programs were created by the same person or group of people. 
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T
he program called “Rabbit” appears on mainframes, 1974. It was called 

Rabbit because it did nothing other than rapidly replicate and spread itself

over different forms of storage media, thus justifying its name. By cloning itself

quickly and in mass numbers, Rabbit soaked up system resources and hurt 

performance. Once critical replication level was achieved the Rabbit program

would cause a major system malfunction.

I
n 1981 the first personal computer virus was discovered, it was called Elk 

Cloner. This virus infected Apple 2 systems – by recording itself into the boot

sectors of floppy disks. At that time, such an event was not comprehendible and

even caused some users to think that computer viruses must originate from alien 

civilizations. Elk Cloner made a strong impression on users with its potent display

in which it could turn the monitor picture upside down, make text blink and bring

up different message texts. 
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1
983 – Len Adleman of Lehigh University first coined the term “virus” 

in reference to self-replicating computer programs. In 1984 at the 7th

information security conference Fred Cohen gave a scientific definition of the

term “computer virus” – a program that is able to infect other programs by

modifying them with the goal of spreading itself.

N
ovember 10, 1983 – Fred Cohen, the father of modern computer 

virology, at a seminar dedicated to computer security at Lehigh 

University, used a VAX 11/750 computer system to demonstrate a virus 

program capable of imbedding itself in other objects. 

T
oday over fifty companies develop anti-virus software, more than 5000

computer virologists the world over dedicate themselves to fighting the

computer virus problem and have developed greater than 300 different 

anti-virus programs.





T
he very first computer virus targeting IBM compatible personal computers

was created in Pakistan in 1986 by the 19 years old programmer, Basit Farooq

Alivi and his brother Amjad – their virus was called “Brain”. While working in a 

software company, Brain’s authors explained that they wanted to identify the level

of software piracy in their country and created the brain virus as an exotic way to

determine this. Unfortunately the experiment got out of control and “Brain”

“escaped” the country’s borders.

I
n 1986 the German programmer Ralf Burger discovered how to get a program

to copy itself by adding certain code to COM files. The experimental version of

his program, called Virdem, had this ability and was presented by Burger in

December 1986 in Hamburg at an “underground” computer forum for hackers

called “Chaos Computer Club”. At this time the forum consisted mainly of hackers

specializing in cracking VAX/VMS systems. Despite the forum’s focus, it is 

unlikely that they were disappointed that one of their members was fiddling about

with IBM compatible computers.
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T
he year 1987 saw the Vienna virus epidemic – the first full-scale virus 

outbreak for personal computers. Its nearly worldwide impact had a great

effect and its origin became the subject of many heated arguments. The first to

draw attention to himself was Franz Svoboda, who claimed to be the author. 

However, in the course of an investigation it appeared that he received the virus

from Ralf Burger, who in turn claimed to have received the virus from Svoboda.

Who actually fathered this “love child” is still not known, thus the Vienna virus is 

officially considered to be an “orphan”.

I
n 1988 IBM’s Belgium office had a serious run-in with the virus Cascade. The

virus encounter initiated the development of IBM’s own anti-virus program,

which until September of 1989 was used exclusively for internal needs and was not

available on the commercial market.
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I
n December of 1987 the first underground epidemic took place at the hands of

the network virus “Christmas Tree”. On December 9th the virus was set loose

on the Bitnet network from a university in Western Germany. The virus penetrated

a gateway in the European Academic Research Network (EARN) and subsequently

got into the IBM-Vnet network. Over four days, until the 13th of December, the

virus paralyzed the network by plugging it up with its copies. When the “Christmas

Tree” virus was launched a picture of a Christmas tree was displayed and the virus

proceeded to send itself out to other network users.

I
n 1988 the famous programmer Peter Norton, whose name is today adorned on

many products of the US-based company Symantec, harshly spoke out against

the existence of computer viruses. He claimed viruses were merely a myth and

compared them to the alligators supposedly living in the sewers of New York City.

The extraordinary nature of Peter Norton’s remarks however, did not prevent

Symantec from eventually beginning its own anti-virus project – Norton AntiVirus.

# 13

# 14



9

O
n April 22nd, 1988, the first electronic forum dedicated to the security threat

posed by computer viruses took place. The conference, called Virus-L, was

hosted on the Usenet network and was created by Ken Van Wyk, a colleague of

Fred Cohen at Lehigh University. 

T
he first widespread virus hoax occurred in October 1988 compliments of the

non-existent “person” Mike RoChenle (“Microchannel”). Mr. “RoChenle”

sent out a large number of messages to computer Bulletin Boards describing a

dangerous computer virus that transfers itself from modem to modem at a speed

of 2400 baud. Lowering modem speed to 1200 baud was described as a foolproof

means of protecting against the virus and users were encouraged to do this as

soon as possible. Many users indeed followed this dubious advice.
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I
n November 1988 the network worm “Morris” caused a large and very real 

epidemic. The virus infected more than 6000 computer systems in the U.S.,

including computers at the NASA Research Center, and nearly completely

stopped them from operating. An error is the virus code caused "Morris" to 

dispatch an unlimited amount of its copies to other networked computers and by

doing so simply eventually overwhelmed network resources. Losses resulting

from Morris are estimated at 96 million U.S. dollars.

T
he year 1989 marked the “Datacrime” epidemic. Despite “Datacrime” 

achieving only small-scale distribution the virus caused wide-scale hysteria

among the world’s mass media. After repeatedly being covered by sensationalistic

print media the true nature of the virus became completely distorted. In the U.S.

“Datacrime” was even given the name “Columbus Day” as a result of assumptions

by some media sources that the virus was in fact written by Norwegian terrorists

looking for revenge due to the discovery of America being attributed to Christopher

Columbus and not to their own Red Erik.
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A
ttempting to battle the terrible “Datacrime” virus, Dutch police, for the rea-

sonable price of one U.S. dollar, directly provided the public with an 

anti-virus diskette. The cure was in great demand and selling very well when it was

discovered that the program intended to subdue the "Datacrime" virus was faulty

and unreliable, leading to many false alarms. Thus, version two was released to

address these short-comings but unfortunately it too was less than ready for

prime time and the police found themselves out of the virus fighting business.
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I
n April of 1989, in a small Oxford pub, the managers of the British anti-virus

company Sophos, Jan Hruska, Peter Lammer and Ed Wilding came up with the

idea of publishing the very first dedicated source of computer virus information –

the journal to be called Virus Bulletin.

I
n December 1989 a mal-intentioned person distributed a staggering 20,000

diskettes containing a Trojan program to addresses that were stolen from 

databases belonging to PC Business World and the World Health Organization.

When an infected disk was used the Trojan would automatically embed itself into

a system, create its own hidden files and directories and make modifications to 

system files. Upon booting an infected system 90 times the Trojan encoded the

names of all files and rendered them invisible. Remaining on the disk was just one

read file containing a bill and address for payment. This ploy quickly led investigators

to the Trojan’s author, a Mr. Joseph Popp who was later found to be mentally ill.

Despite this an Italian court found Mr. Popp, in absentia, guilty and sentenced him to

spend time in prison.
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I
n 1989 Eugene Kaspersky started his career as an anti-virus expert and later

founded the company Kaspersky Labs. Eugene’s first encounter with a virus

took place in October 1989 when the virus “Cascade” was detected on his work

computer. It was this experience that compelled Eugene to turn his attention

toward creating anti-virus software.

1
990 – In Bulgaria appeared the first BBS (VX BBS) focused on the

exchange of viruses and information for virus authors. The idea was very

simple: if a user transmitted a virus, he or she was then eligible to download

a desired virus from the station’s database. Available from anywhere on

earth, this system, as can be imagined, worked very well and proved to be a

powerful stimulus for virus development. 
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I
n June of 1990 a serious incident occurred involving the British computer 

magazine PC Today. Each copy of the magazine was sent out with a free floppy

disk as an added value to customers, but as it turns out, unknown to PC Today, each

disk was contaminated with the "DiskKiller" virus. Fifty thousand copies of the pop-

ular magazine were sold, all replete with "DiskKiller", one can imagine the result.

I
n December of 1990, in Hamburg, Germany, the European Institute of Computer

Anti-virus Research (EICAR) is created. Today the institute is one of the most

respected international organizations and unites practically all large anti-virus

experts.

I
n the beginning of 1992 the polymorphic-generator MtE appears. Its main aim

is to integrate itself into viruses in order to make them polymorphic. The author

of the program, the infamous Dark Avenger, does everything possible to ease the

use of MtE for other virus writers. The generator comes as a ready to use object

module and is accompanied by detailed documentation with guidelines for how to

best use the application.
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I
n 1992 appear the first viruses to be classified “anti-antivirus”. One of the first

was “Peach”, which set about deleting the integrity checker database

of Central Point AntiVirus. If this anti-virus program did not find the database it 

figured this was the fist time the program was launched and proceeded to create

it anew thinking that the infected computer is clean. In this clever way the virus

was able to go around the protection and remained invisible while slowly infecting

the entire system.

I
n 1992 Kaspersky Labs developed the world’s first second-generation 

heuristic analyzer designed to fight unknown viruses. Today every modern

product has armed itself with this technology.



I
n March of 1992 the virus epidemic “Michelangelo” was the cause of much 

hysteria. Perhaps this particular epidemic marked the first time an anti-virus

company stirred up the “noise” surrounding an epidemic not to protect computer

users from whatever dangers it posed but to instead draw attention to their 

products and in turn opportunistically leverage the epidemic for commercial gain.

To  accomplish this one US-based anti-virus company announced that on the 6th

of March the data on 5 million computers would be destroyed. The sensation

caused by this statement resulted in an exponential growth in profits for anti-virus

companies while in reality only several thousand computers suffered from the

"Michelangelo" virus.

O
ctober 1992 – Kaspersky Labs invents a micro-update system. To update

anti-virus databases users were no longer required to download 

multi-megabyte files but to instead download only small database additions 

containing the procedures necessary to defend against the most recent viruses.
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A
ugust 1995 marked one of the most significant turning points in the 

history of viruses and anti-virus software - the first virus (“Concept”) 

targeted at Microsoft Word was revealed. Within one month “Concept” had circled

the globe making its home on the computers of many Microsoft Word users. In the

first half of September 1995 one of the world’s largest computer manufacturers,

Digital Equipment Corporation (DEC), distributed among the delegates at the

DECUS conference being held in Dublin, Ireland a diskette containing the 

“Concept” virus. Fortunately that particular incident was quickly discovered and

localized. It is important to note that there are nearly 100 modifications of the

“Concept” virus.

I
n 1995 the first virus targeting the AmiPro text editor also appeared. At that time

AmiPro was second to none in popularity, not even to Microsoft Word. The

source code for the “Green Stripe” virus turned out to be a free addendum to the

semi-underground magazine, “Underground Technology Review”, published by

Mark Ludwig. 
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1
995 brought unwelcome attention to the British branch of the Ziff-Davis 

publishing house. In September of that year PC Magazine distributed to all its

subscribers diskettes containing the boot virus “Sampo”. The mistake was 

quickly noticed and the magazine’s editors apologized and offered a free 

anti-virus utility to its readers. Ironically this incident occurred during the 

distribution of the very edition where PC Magazine reported the results of tests

measuring the effectiveness of anti-virus solutions for Novell Netware. 

1
995 – In order to better battle the threat posed by malicious programming the

New Scotland Yard created a new unit called the Computer Crime Unit. This unit

went after one of the most notorious virus writers, Christopher Pile, also known as

the Black Baron. The unemployed 26-year-old eventually pleaded guilty for 

developing the Queeg and Pathogen viruses as well as the polymorphic generator

called SMEG. The Black Baron received an 18-month prison sentence.
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M
arch 1996 marked the fist virus epidemic linked to the Windows 3.1 

operating system. The virus causing the epidemic was “Tentacle”, which

infected a hospital and several other institutions in France. What makes this virus

notable is that it was the fist Windows virus that broke out in the wild. Before 

"Tentacle", all Windows viruses lived only in the collections and electronic

magazines of virus authors and only boot, DOS and macro viruses were ever

detected “alive”.

J
uly 1996 – The “Laroux” virus was the first virus detected targeting Microsoft

Excel. It was caught in the wild almost simultaneously in the computers of two

oil-extracting companies, one in Alaska and the other in the Republic of South

Africa. As with Microsoft Word viruses, "Laroux" exploited the macro programs

found in Excel files. These programs could be in Excel spreadsheets as well as in

Word documents.
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1
996 – At the end of the summer the virus writers going by the pseudonyms

Nightmare Joker and Wild Worker practically simultaneously released two

macro virus constructor kits. In both German and English that targeted the 

creation of MS Word macros. The kits were called Word Macro Virus Construction

Kit and Macro Virus Development Kit.
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I
n mid October Microsoft suffered a string of virus related incidents. The

“Wazzu” macro virus was detected in a Word file describing technical support

procedures for Microsoft products in Switzerland. Later this same virus was found

on a compact disk distributed by the company to visitors attending the Orbit 

exhibition of computer technologies that took place in Basel, Switzerland. Yet

another encounter with "Wazzu" took place when the pesky virus managed to get

onto the Microsoft Solution Provider CD.
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I
n February of 1997 computer viruses occupied yet another “biological” niche

with the appearance of a virus aimed at the Linux OS called “Linux.Bliss”.

Today Linux viruses are well known for their general wickedness and from time to

time take part in unpleasant incidences. There are Linux viruses that operate in the

background as well as quite a few very “able-bodied” Trojans targeting this 

platform. We are confident that virus activity directed at a platform is related to its

overall popularity; therefore, as Linux manages to gain users it will also gain in

unwanted virus attention.

J
une 1998 brought with it a virus epidemic compliments of “Win95.CIH”. It

quickly progressed from mass to global proportions as reports of infected

computer networks and home computers numbered in the thousands. The 

epidemic was launched in Taiwan where an unknown hacker sent infected files to

local news groups. Next the virus made its way to the U.S. where, due to the 

negligence of system administrators was able to immediately infect several 

popular computer game distribution Web servers. Most likely, it was the infected

files on these game servers that led to the epidemic becoming global and not

weakening over the course of an entire year. 
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N
ovember 1998 – “VBScript.Rabbit” – The expansion of computer parasites

on the Internet continued with the arrival of three viruses aimed at infecting

Visual Basic scripts (VBS files) . At this time Kaspersky Labs released an 

extensive report regarding the potential dangers posed by VBS viruses. Many

experts accused the company of trying to “disturb the peace” by causing fear and

hysteria among computer users. One and a half years later, in May of 2000, when

a global epidemic broke out from the script virus “LoveLetter”, it became clear

that the report’s prognosis was on the money.

M
arch 1999 – Kaspersky Labs develops the world’s first behavior blocker

for macro viruses. In contrast to traditional anti-virus software, this 

technology “blocks” suspicious actions rather than search for virus code

sequences. This approach ensures 100% protection against both known and yet

unknown macro viruses.

# 41

# 42





26

I
n March 26, 1999 the world was staggered by the global epidemic caused by the

infamous virus “Melissa” – the first macro virus for MS Word that also had the

functionality of an Internet worm. Fortunately the macro virus proved to be not

particularly complex allowing anti-virus developers to rapidly respond and release

the necessary program updates, thereby the epidemic was extinguished fairly

quickly. Despite this, Melissa still managed to cause significant damage to 

computer systems the world over, including harm done to industry giants such as

Microsoft, Intel and Lockheed Martin who needed to temporarily disable their 

corporate e-mail systems. The cumulative damage caused by Melissa is 

estimated anywhere from hundreds to many millions of dollars (USD). U.S. law 

enforcement agencies reacted exceptionally fast to the Melissa epidemic and

within a short period had arrested Melissa’s author, a 31-year-old programmer

from the state of New Jersey named David L. Smith. On December 9th of that year

Mr. Smith was found guilty and sentenced to ten years in prison and fined 

400,000 USD.
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I
n mid 1999 Kaspersky Labs again proved its status as the anti-virus software

industry’s trendsetter when the company released the first anti-virus suite

designed to protect Linux systems. Over the course of the following year 

Kaspersky Labs continued its string of innovations for Unix/Linux systems and 

developed protection solutions for FreeBSD, BSDi, OpenBSD, Sendmail, Qmail,

Postfix and Exim.

I
n November of 1999 the world was shook from the appearance of a new 

generation of stealth-worms that distribute themselves via email without using

file attachments and are capable of infecting victim machines immediately after an

infected message is simply read. The first of this type was “Bubbleboy”, which

was quickly followed by “KakWorm”. All viruses of this type exploit a security

breach found in the security system of Internet Explorer.
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O
n December 7, 1999 the extremely complex and dangerous virus “Babylonia”

was detected. This virus was created by the Brazilian virus writer known as

"Vecna" and marked a new stage in the evolution of virus development. Babylonia

was the first virus-worm with a remote self-updating ability; it would incessantly,

every minute try to connect with a server situated in Japan from which it would 

download a list of virus modules. If this list contained any updated files the virus

would automatically load them onto an infected computer. Later remote 

self-updating technology was employed in the “Sonic” and “Hybris” worms among

many others.

M
ay 5, 2000 marked the LoveLetter script virus epidemic. The epidemic 

unfolded precisely as Eugene Kaspersky predicted in November of 1998.

Unsuspecting users did not imagine that inoffensive VBS files, masked into even

more harmless TXT files could contain a very dangerous virus. Immediately after

launching the LoveLetter virus it would destroy all files with designated extensions

and then secretly dispatch copies of itself to all addresses found in a victim’s MS 

Outlook address book. The open source code of the LoveLetter script virus 

foreordained that over the course of a year, from all over the world would appear new

modifications. Today we are aware of 130 different modifications of the 

LoveLetter virus.
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I
n August 2000 the "Liberty" virus was discovered in the wild. Liberty was the

first malicious program to be classified as a “Trojan horse” targeting the 

PalmOS operating system. Once launched it would erase stored files, however the

malicious program had no self-propagation functionality. In September this new

type of malware received its first full-fledged virus for PalmOS – “Phage”,  a 

classic virus-parasite that instead of embedding itself into infected files would

erase them and in their place record its malicious code.

T
he first known computer virus that could manipulate the alternate data

streams (ADS) of the NTFS file system was discovered at the beginning of

September 2000. The technology that enabled the “Stream” virus to penetrate

additional data streams is where this virus posed a real threat since no 

anti-virus scanner could detect malware code in ADS. The problem of anti-virus

defense of the NTFS system is to this day an issue as only a handful of anti-virus

scanners have leaned to search for viruses in ADS.
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A
t the conclusion of the year 2000 the dangerous and technically perfect

virus “Hybris” was detected. The author of this virus occurred to be the

infamous Brazilian virus creator going by the nickname Vecna. With “Hybris” 

Vecna further developed the ideas behind his first self-updating virus 

“Babylonia” and also fixed all previous errors. The main innovation applied to

Hybris was the use of not only Web sites but also newsgroups (including

alt.comp.virus) for the downloading of new virus modules to infected computers.

Using news groups for propagating updates proved to be an ideal solution as in

comparison to Web sites, which can be quickly shutdown, pulling the plug on

news groups is not so simple. Additionally, to identify the actual virus modules,

produced by its author, Hybris used a 128-bit electronic RSA key to 

encode them.
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