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About this guide

This guide tells you how to do the following on a single Windows 95/98/Me

computer.

B [nstall Sophos Anti-Virus.
Deal with viruses.

Set up automatic disinfection.

Keep Sophos Anti-Virus up to date.

More information

Uninstall Sophos Anti-Virus if you no longer need it.

This guide describes recommended installation and basic configuration

options.

B You can find details of all other installation and configuration options in
the Sophos Anti-Virus Windows 95/98/Me user manual.

B Most Sophos documentation is published on the Sophos CD each month.
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1 Installing Sophos Anti-Virus

Installation involves two steps:
W Install Sophos Anti-Virus (section 1.1).

B Download the latest virus identity files (IDEs) from the Sophos website
(section 1.2).

1.1 Install Sophos Anti-Virus

@ You must uninstall any other anti-virus software before installing Sophos
Anti-Virus.

Install Sophos Anti-Virus as follows.
1. Log on to the computer.

If you have already downloaded and unzipped the Sophos Anti-Virus for
Windows 95/98/Me files from the Sophos website, go to step 4.

2. Insert the Sophos CD in the CD drive. The CD should auto-run. If auto-run is
disabled, run D:\Launchcd (where D: is the CD drive).

3. In the Sophos CD window, click Sophos Anti-Virus. At the next screen, click
Windows 95/98/Me, and start the setup program.
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4. In the SOPHOS Setup dialog box, click Next to continue the installation.

<% SOPHOS Setup ]|

g sophos anti-virus

SETUP
Sophos Anti-firus
Werzion
Setup will install Sophos Antitirus on pour spstem.
Once Sophoz Anti-vinug iz installed, the Sophoz Anti-ins removal

application can be used to remove all Sophos Antiirus components and
reqistry entries.

To continue with the installation click on "HNest", athenwize
click on "Cancel" to exit Sophos Antitiruz Setup.

5. In the SOPHOS Setup - Installation Type dialog box, click Local
installation/upgrade. Ensure InterCheck for Windows 95/98 and

InterCheck Monitor are selected. Click Next.

-_;"-!L SOPHOS Setup - Installation Type |

— Inztallation Type

* i ncal installation/upgrade

|nstallz Sophos Antitfinuz on this computer,

= Central installationfupgrade

Copies the Sophos &nti-virug installation dizks onto a file server.
Sophos Anti-Wirus can then be installed from the file server. This
allowz eazy application distribution and automatic updating.

— InterCheck
W InterCheck for Windows 95/98  with W InterCheck Monitar

Installz Sophoz Antitfinug with InterlCheck on-access zcanning.

¢ Back I Mewut » I Cancel




Windows 95/98/Me single user

6. In the SOPHOS Setup - Folder Selection dialog box, click Next to accept
the default folders.

<1 SOPHOS Setup - Folder Selection

7. In the SOPHOS Setup - Configuration Details dialog box, click Finish to
complete the installation.

;'_" SOPHOS Setup - Conhguration Details
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8. In the SOPHOS Setup message box, click Finish.

SOPHOS Setup

Now download the latest IDEs from the Sophos website (section 1.2).
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1.2 Add the latest virus identity files (IDEs)
@ A virus identity file (IDE) enables Sophos Anti-Virus to detect a specific

virus. You need IDEs to protect your computer against viruses discovered

since your version of Sophos Anti-Virus was compiled.

1. Go to the IDE download page of the Sophos website (www.sophos.com/

downloads/ide).

If you use Internet Explorer 5.0, click the Virus identities (IDE) files FAQ

link and read the note on IE 5.0.
2. Click Download Zip.

a Download latest wirug identity [IDE] files - Microzoft Internet Explorer

J File  Edit iew Fawortes Tool:  Help ‘

> Product info

— Downloads
Products & updates
Latest virus identibies
Beta products

™ Support

> Virus info

~ Company info
> Press office

> Partners

G AN BRNE~ B B
Back Fomuard Stop  Refresh Home Search  Fawortez  Historg Prirnt

J-"-"-ddrESS @ hitp: / fvavae. sophios. com/downloads ide/ov_index. himl#ide j o Go H Links
Sop hos DOW n |Oad S Home | Search | Contact us —

Home » Downloads > Latest virus identities

Download latest virus identity (IDE) files

Wirus identity (IDE) files are produced to enable Sophos Anti-Yirus to detect
viruges which are not included in the current CD version. They are not a
replacement for the regular monthly upgrades.

IDE files are available to be used with the following versions:

Sophos Anti-irus July 2002 (3.59) (Current web version)
Sophos Anti-Yirus June 2002 (3.58) (Current CO version)
Sophos Anti-Yirus hMay 2002 (3.57)
Sophos Anti-Yirus April 2002 (3.56)

For further information:

YWhy doesn't Sophos supply virus identities (IDEs) for versions of SAY more
than three manths old?

How to check which version of Sophos Anti-Virus is installed

Installation of wirus identity (IDE) files

Yirus identities (IDE) files FAQ (including note on IE 5.00

How to automate the downloading of IDE files

Receive automatic email notification of new IDE files

Virus identity (IDE) files to be used with Sophos Anti-Virus
April 2002 (3.56)

Daownload Zip Important: Information on using the 55 IDEs below.

l_ l_ |§ Intemnet

L
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3. In the File Download dialog box, click OK to save the Zip file to your
computer.

File Download Ed |

Y'ou have chozen to download a file from this location,

356_ides. zip from wisny, sophoz. com

Wwhat would you like to dowith this file’?

™ Open this file from itz curent location

I¥ | &lways ask befare opening thispe of file

] I Cancel tare Info

4. In the Save As dialog box, save this zipped file to any location on the hard
disk (e.g. the desktop). At this time it is not important where you save it to,
as long as you know where it is.

5. On the hard disk, locate and double-click the zipped file you saved in the
previous step (called * _ide.zip, where * is the version number of your
version of Sophos Anti-Virus).

6. Your unzip utility displays a dialog box that enables you to extract the files
from the zipped file (archive). Save the extracted files to

C:\Program Files\Sophos SWEEP

Q If you do not have an unzip program on your computer, scroll down the page
and download the IDEs one by one, to the location above.

/. Restart the computer.
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8. InterCheck runs an initial scan of your computer. Click Show details to view
the details pane.

E Sophosz Anti-Yirus - InterCheck M= B

INTERCHECK

CLIEMNT :

InterCheck Installation.
“our PC will now be swept for viruzes, This may take a few minutes.
Pleaze note: thiz only occurs the first iime you uge InterCheck. The
next time InterCheck iz activated it will only check. the critical
portiong of the PC and will load with a minimal delay.

Sweeping C:"all Executables"

| 26%

Ok

9. Wait until the scan has finished.

If Sophos Anti-Virus has found a virus, it will add a message to the details
pane. Make a note of the virus name and deal with the virus next (section 2).

If you want to set up automatic disinfection, go to section 3.

@ Remember to update Sophos Anti-Virus every month. In addition, you
must update Sophos Anti-Virus whenever there is a significant new virus
threat. Updating is described in section 4.
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2 Dealing with viruses

If you have a virus on your computer
m find out about the virus (section 2.1)
m perform disinfection, if appropriate (section 2.2).

This section assumes you have already installed Sophos Anti-Virus as
described in section 1.1.

2.1 Find out about the virus

In order to deal with the virus, you must first find out about it as follows.

Go to www.sophos.com/virusinfo/analyses/ and find the web page for the
virus.

Read the information on the web page about what type of virus it is, and
how to recover from it.

If, according to the analysis, you have a macro virus, you can attempt to
disinfect documents as explained in section 2.2. If you have another type of
virus, follow its recovery instructions on the Sophos website.

2.2 How to perform disinfection

10

1.

2.

To perform disinfection, run an immediate scan with disinfection enabled.

@ An immediate scan is a virus scan of the computer or parts of the computer

that you can carry out at any time.

At the taskbar, click Start|Programs|Sophos Anti-Virus|Sophos Anti-Virus
SWEEP.

In the Sophos Anti-Virus window, in the Immediate tabbed page, click the
Configuration button.

%
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3.

4.

5.

In the Immediate Mode Configuration dialog box, click the Action tab.
Select Disinfect documents. This ensures that Sophos Anti-Virus will
attempt to disinfect any infected documents it finds during an immediate
scan. Click OK.

Immediate Mode Configuration

Mode Action | F!eportl

¥ Disinfect boat sectars
¥ Fequest confimation

I Disinfect programs

™ Infected files

{¥ Eename
" Delete
" Shred
= Move
" Copy

|E:\F'F|DGF|£—'«M FILES%SOF Browse |
0k I Cancel | Help |

Click GO to start the scan.

(@)

If Sophos Anti-Virus discovers an infected document or boot sector, a dialog

box similar to the following is displayed. Click Yes.

Sophos Anti-Wirnus

Wirus: " S35 est' detected in
C:AWIRTEST.DOC

Do you want o dizinfect?

11
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6. When the scan has finished, check the contents of the log at the bottom of

the Sophos Anti-Virus window.

If the log says that a file has been disinfected, repeat the scan. If no
viruses are reported, you have completed disinfection. Otherwise, keep
repeating the scan until the number of viruses reported does not decrease.

If the number of viruses reported does not decrease after further scans or
if the log says that a file could not be disinfected, double-click the name of
the virus in the log at the bottom of the window. You are connected directly
to an analysis of the virus on the Sophos website, which includes
disinfection advice.

Always check infected items after they have been disinfected. Disinfection
removes the virus, but does not reverse the side-effects. Check the
analysis of the virus on the Sophos website for more information.
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3 Setting up automatic disinfection

This section explains how to set up automatic disinfection of any document
found by InterCheck to be infected with a virus.

Q InterCheck checks files for viruses every time they are accessed by the
computer. If it finds a virus in a file (e.g. in an email attachment), it
prevents your computer from opening it. InterCheck on-access scanning is
currently active on your computer.

1. Right-click the Start button to display a menu and select Explore. In
Windows Explorer, locate

C:\Program Files\Sophos SWEEP

You need to be able to see file extensions (e.g. .doc). If you cannot see
these, continue to step 2. Otherwise, go to step 4.

EX Exploring - Sophos S%EEP Ol x|
J File Edit “iew Go Favorites Tool:  Help |ﬁ
L 2= o
5 . | ¥ )
Bau:k FEaniara Up Cut Copy Fazte [Indo
J Address | C:\Program FileshSaphos SWEEP j
Folders ® || Mame | Sizel Tupe -
=1 Program Files af CJEng File Faolder
-1 Accessories [ Infected File Falder
(2] Chat (O Temp File Folder
l:l Comman Files 3macr.ide 1KB IDE File |
-] Directs | /=] amacrtuide 1KE  IDE File
El- -] Intemet Explarer Corrcomp.ide 1KE  IDE File
""" [ NetMesting Desktop.smm SOKE  SMM File
' -] Online Services | = pgcdqu JEEKE  Application
""" % glu”lmk Express |5 |cinadas 47KE  Application
. o= - A |cmon 54KB  Application
I = Llnlnstall |mformat Iu:run K8 M3-DOS A
1 WM e [crun 1KB  Shortcut bo b
..... ware i
_____ D windows Media Fe l::lcsuppﬂﬁ 105EE  Application =
[Nt | = FarD Mmelim — b
a| | 3 ] i 3
41 obiect(s) [plus 18 hidden) 9| =) My Computer v

2. On the View menu, click Folder Options.

13
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3. In the Folder Options tabbed dialog box, click the View tab. Deselect Hide
file extensions for known file types. Click OK.

Folder Options EE3 |

General Miew |File T_I,Ipesl

— Folder wigws

D You can make all your falders look the zame.

| Like Current Faolder I Feszet All Folders

Advanced settings:

| Files and Folders -
O Allaw all uppercase names
O Display the full path in title bar
[ Hidden files

) Do not show hidden files

) Do not show hidden ar system files

) Show all files
(W EHide fil= extensions for known file tpes
Rermember each folder's view settings
O Show Map Metwork Drive buttan in taclbar
Show pop-up description for folder and desktop items.
FEh Visual Settings LI

Restore Defaults |

(] Cancel | Apply |

14



Windows 95/98/Me single user

4. Locate the Interchk.cfg file. Right-click the filename to display a menu.

If the menu contains the item Open With, select it. In the Open With dialog
box, click NOTEPAD and then click OK.

Open With 7|
Click the program you want bo use to open the file
Interchk. cfg'.

[f the program you want iz not in the list, click Other.
Dezcription of '.cfg' files:

LChoose the program you want to use;

=l MSBACKUP =]
FItsHTA
M BSPAINT
INOTEPAD

ﬁ regedit
B8 Fundizz
| |

‘_@ wirklp32

¥ lways use this program o open this il

Q. I Cancel | Other... |

If the menu contains the item Open, select it.

5. The Interchk.cfg file opens. Copy the text from the following screenshot into
your Interchk.cfg file, at the end. When you have finished, on the File
menu, click Save. Then close the file.

:j Interchk.cfg - Hotepad M= E3
Flle Edit Seach Help

[ 5|
[SweepUxDGlobal]

DisinfectDocuments=YES
DisinfectDisks=YES

el AW

15
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6.

Restart the computer.

From now on Sophos Anti-Virus will try to disinfect any infected boot sectors
or documents it finds to be infected with a virus.

Always check infected items after they have been disinfected. Disinfection
removes the virus, but does not reverse the side-effects. Check the
analysis of the virus on the Sophos website for more information.

If InterCheck discovers a virus that cannot be disinfected automatically, a
dialog box similar to the following is displayed.

Sophog InterCheck,

Yirus SER/SRFTest found in file
AANCORRCOMPE. 97 could not be disinfected
Flease refer to the user manual for further details

If this happens, write down the name of the virus, then click OK. Open the
Sophos Anti-Virus window and double-click the name of the virus in the log
at the bottom of the window. You are connected directly to an analysis of
the virus on the Sophos website, which includes disinfection advice.
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4 Keeping Sophos Anti-Virus up to date

Sophos Anti-Virus must be updated regularly to enable it to detect all the
latest viruses. You must update Sophos Anti-Virus

B each month, when the new version of Sophos Anti-Virus is released
(section 4.1)

B whenever a significant new virus threat is discovered (section 4.2).

4.1 To update Sophos Anti-Virus each month

Updating involves two steps:
B Update the Sophos Anti-Virus files (section 4.1.1).
B Add new virus identity files (IDEs) (section 4.1.2).

4.1.1 Update the Sophos Anti-Virus files

1.

If you update Sophos Anti-Virus from the Sophos website each month, go
to www.sophos.com/downloads/products and click | am an existing licensed
Sophos customer.

If you update Sophos Anti-Virus from a new CD each month, insert the
Sophos CD in the CD drive, click Sophos Anti-Virus, click Windows
95/98/Me, start the setup program and go straight to step 9, below.

Enter your username and password and click Submit.

If you do not know your username and password, send an email to
customerservice@sophos.com stating your full details.

In the list of platforms, click Sophos Anti-Virus for Windows 95/98/Me.
In the Products table, click Sophos Anti-Virus for Windows 95/98/Me.

Click the name of the Self-extractable Zip archive. In the File Download
dialog box, click OK and save it to your hard disk (e.g. the desktop). At this
time it is not important where you save it to, as long as you know where it
is.

Locate and double-click the archive. Click OK on the WinZip Self-Extractor
message box.

7. Click Unzip in the Sophos Anti-Virus for Windows 95/98/Me dialog box.

Click OK in the WinZip Self-Extractor message box to begin setup.

17
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9. Inthe SOPHOS Setup dialog box, click Next.

<% SOPHOS Setup ]|

g sophos anti-virus

SETUP
Sophos Anti-firus
Werzion
Setup will install Sophos Antitirus on pour spstem.
Once Sophoz Anti-vinug iz installed, the Sophoz Anti-ins removal

application can be used to remove all Sophos Antiirus components and
reqistry entries.

To continue with the installation click on "HNest", athenwize
click on "Cancel" to exit Sophos Antitiruz Setup.

10. In the SOPHOS Setup - Installation Type dialog box, click Local
installation/upgrade. Ensure InterCheck for Windows 95/98 and

InterCheck Monitor are selected. Click Next.

-_;"-!L SOPHOS Setup - Installation Type |

— Inztallation Type

* i ncal installation/upgrade

|nstallz Sophos Antitfinuz on this computer,

= Central installationfupgrade

Copies the Sophos &nti-virug installation dizks onto a file server.
Sophos Anti-Wirus can then be installed from the file server. This
allowz eazy application distribution and automatic updating.

— InterCheck
W InterCheck for Windows 95/98  with W InterCheck Monitar

Installz Sophoz Antitfinug with InterlCheck on-access zcanning.

¢ Back I Mewut » I Cancel

18
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11.In the SOPHOS Setup - Active applications dialog box, click Close to close
down InterCheck Monitor.

;'_" SOPHOS Setup - Active applications

12.In the SOPHOS Setup - Update Options dialog box, click Upgrade existing
installation. Click Next.

+d SOPHOS Setup - Update Options

19
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13. In the SOPHOS Setup - Folder Selection dialog box, click Next to accept
the default folders.

<1 SOPHOS Setup - Folder Selection

14. In the SOPHOS Setup - Configuration Details dialog box, click Finish to
complete the installation.

;'_" SOPHOS Setup - Conhguration Details

20
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15. In the SOPHOS Setup message box, click Exit.
@ Click Restart Now if this is displayed instead of Exit.

SOPHOS Setup

Now add new IDEs (section 4.1.2).

21
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4.1.2 Add new IDEs

You must remember to download new IDEs after you have updated Sophos
Anti-Virus.

. Delete any *_ide.zip files you downloaded either during installation or the

last time you updated Sophos Anti-Virus.

. Go to the IDE downloads page of the Sophos website (www.sophos.com/

downloads/ide) and click Download Zip.

. In the File Download dialog box, click OK to save the Zip file to your

computer.

File Download |
Y'ou have chosen to download a file fromm this locatian.

357 _idesz. zip from wisny, zophog. com

What would pau like to do with this file?

' Open thiz file from its curent location

¥ | fliways ash befare apening thispe o file

k. I Cancel | Mare Infa

. In the Save As dialog box, save the zipped file to any location on the hard

disk (e.g. the desktop). At this time it is not important where you save it to,
as long as you know where it is.

. On the hard disk, locate and double-click the zipped file (called *_ide.zip,

where * is the latest Sophos Anti-Virus version number).

. Your unzip utility displays a dialog box that enables you to extract the files

from the zipped file (archive). Save the extracted files to
C:\Program Files\Sophos SWEEP

If you do not have an unzip program on your computer, scroll down the page
and download the IDEs one by one, to the location above.


http://www.sophos.com/downloads/ide
http://www.sophos.com/downloads/ide
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7. Restart the computer.

You have completed the monthly update of Sophos Anti-Virus.

4.2 To update Sophos Anti-Virus when a new virus is discovered

Whenever there is a significant new virus threat between monthly updates,
such as a fast-spreading email worm, you must download the IDE for it from
the Sophos website.

@ To receive email notifications about IDEs and other alerts, register at
www.sophos.com/virusinfo/notifications.

1. Go to www.sophos.com/downloads/ide.

2. Scroll down the web page and click on the name of the IDE you want to
download.

3. In the File Download dialog box, click OK to save it to your computer.
4. In the Save As dialog box, browse to

C:\Program Files\Sophos SWEEP

and click Save.
5. Restart the computer.

Sophos Anti-Virus will start to use the new IDE as soon as the computer has
restarted.

23
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5 Uninstalling Sophos Anti-Virus

If you no longer need Sophos Anti-Virus, uninstall it as follows.

1. At the taskbar, click Start|Settings|Control Panel.

2. In the Control Panel window, double-click the Add/Remove Programs icon.
E3 Control Panel M =] E3
J File Edit “iew Go Favortes Help ‘

« =  [id A k) | X L
Eack: FEanward Up Cut Copy Paste Unda Delete  Properties Views
J.&gdress I@ Contral Panel j
5 B g
=
Date/Time Dizplay Fants
Hardware
Control
Panel &, Gy :
Game Keyboard Modems Mouze
add/Remove Contrallers Optians
Programs .
Sets up programs and ] "'
creates shortouts, - =]
Multimedia Metwork ODBC Data Passwords Power
. Sources [32bit) M anagement
Microsoft Horne
Technical Suppart @ @ gé E %
ey
Frinters Fiegional Saounds Syztem Telephaony
Settings
Users

|Sets up programs and creates shortc |_,%‘ My Computer

24
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3. In the Add/Remove Programs Properties dialog box, select Sophos
Anti-Virus. Click Add/Remove.

Add/Bemove Programs Properties EdE3
Install /U mirstall | Windmas SEtupI Startup Diskl

g Tainztall a new program from a floppy disk or CO-ROM
—

drive, click Inztall
Inztall...

@ The fallowing zoftware can be automatically removed by

Windows. To remove a program or to modify its installed
components, select it from the list and click
Add/Remove.

Adobe Acrobat Fead

:Sophos Anb-ius

Add/Bemove... |

0k | Cancel | Spply |

4. In the SOPHOS Removal Application dialog box, click Next.

-_;"-!L S0PHOS Removal Application E3 |

g sophos anti-virus

Removal Application

Sophog Anti-irug

Thiz application will remove Sophoz Anti-ius from pour
zhzbem,

All Sophoz Anti-irug components and registy entries will be deleted.

To remove Sophos Antivirus click "Mest", athenwize click
"Cancel" to exit Sophoz Anti-virus Bemoyval Application.

Cancel |

< Back

25
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5. In the SOPHOS Setup - Active applications dialog box, click Close.

;'_" SOPHOS Setup - Active applications

6. In the SOPHOS Removal Application dialog box, click Finish.

4 SOPHOS Removal Application

26
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7. In the SOPHOS Setup - Removal Complete dialog, click Restart Now.

SO0PHOS Setup - Removal Complete |
g sophos anti-virus

Sophos Anti-virus removal complete.

r'ou will need to restart your computer in order to remove
the active Sophos Anti-Viug diiver.

To reboot vour computer now, click 'Restart Mow'. [ thiz option iz
zelected, you will need to cloze all currently running applications.
[f you do not want to reboaot now, click 'Exit - Bestart Later'.

Exit - Festart Later

Sophos Anti-Virus is removed from the computer.

19.08.02 27
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