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About this guide

This guide tells you how to

W install Sophos Anti-Virus on a Windows 2000 server

W install Sophos Anti-Virus on Windows NT/2000/XP workstations
m install Sophos Anti-Virus on Windows 95/98/Me workstations.

The instructions for installation on Windows XP workstations do not apply to
Windows XP Home networked computers.

More information

This guide describes a recommended form of installation.

m You can find details of all other installation and configuration options in
the Sophos Anti-Virus Windows NT/2000/XP user manual.

® To find out how to update Sophos Anti-Virus on the Windows 2000
server, see the Sophos Anti-Virus Windows NT/2000 server update
guide.

B Most Sophos documentation is published on the Sophos CD each month.

Technical support

UK (24 hours): (+44) 1235 559933 support@sophos.com
USA: (+1) 888 767 4679 supportus@sophos.com
Australia (24 hours): (+61) 29409 9111 support@sophos.com.au
France: (+33) 1419994 20 support@sophos.fr
Germany: (+49) 6136 91193 support@sophos.de

Japan (24 hours): (+81) 45 348 8400 support@sophos.co.jp
Singapore: (+65) 6776 7467 supportasia@sophos.com


mailto:support@sophos.com
mailto:supportus@sophos.com
mailto:support@sophos.com.au
mailto:support@sophos.fr
mailto:support@sophos.de
mailto:support@sophos.co.jp
mailto:supportasia@sophos.com

Sophos Anti-Virus installation guide

Contents

Before you begin 3

Installation on the Windows 2000 server

1 Creating the central installation directory 6
2 Downloading the latest virus identity files (IDEs) 11
3 Creating the auto-update account 13
4 Installing Sophos Anti-Virus on the server 20
5 Using Sophos Anti-Virus 25

Installation on Windows NT/2000/XP workstations
6 Installing Sophos Anti-Virus on Windows NT/2000/XP 28
7 Testing Sophos Anti-Virus 37

Installation on Windows 95/98/Me workstations

8 Installing Sophos Anti-Virus on Windows 95/98/Me 40

9 Testing Sophos Anti-Virus 50
Appendices

Appendix 1 Creating a login script 52
Appendix 2 About the installation 55



Windows 2000 server

Before you begin

@ You must uninstall any other anti-virus software before installing Sophos

3.

Anti-Virus.

Before you begin, decide on which server you will install the central copy of
the Sophos Anti-Virus files.

Write the name of the server and the domain in Appendix 2. This
information will be useful when you update Sophos Anti-Virus.

Find out the name of the server and domain as follows:

. At the Windows 2000 server, right-click the My Computer icon on the

desktop to display a menu. Select Properties.
In the System Properties dialog box, click the Network Identification tab.

The server name (Computer full name) and the Domain are displayed in the
System Properties dialog box. In this example, the server is called 1D and
the domain is called xmas.

System Properties ﬂﬁl

General | Metwaork ldentification | Hardwarel Iszer Profiles ﬂxdvancedl

| | Windows uses the fallowing information to identify your computer
oh the nebwork.

Full computer narme: 1D smas.testqa. zophos

[rarmair: ¥rnas. testga. zophos

Ta rename thiz computer or join a domain, click. Properties |
Froperties. =

(] 8 I Cancel | Apply |

If you haven't already, write the server name and domain in Appendix 2.
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1 Creating the central installation directory

9 The central installation directory is the central copy of Sophos Anti-Virus
files from which Sophos Anti-Virus is installed on the server and
workstations. Whenever you update the central installation directory, Sophos
Anti-Virus is updated on the workstations without affecting users.

Create the central installation directory as follows:
1. At the Windows 2000 server, log on with Administrator rights.

If you have already downloaded and unzipped the Sophos Anti-Virus for
Windows NT/2000/XP files from the Sophos website, go to step 4.

2. Insert the Sophos CD in the CD drive. The CD should auto-run. If auto-run is
disabled, run D:\Launchcd (where D: is the CD drive).

3. In the Sophos CD window, click Sophos Anti-Virus. At the next screen, click
Windows NT/2000/XP, and start the setup program.
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In the SOPHOS Setup dialog box, click Next to continue the installation.

g sophos anti-virus

SETUP
Sophos Anti-irus
erzion
Setup will inztall Sophos Anti-¥irus on your spsten,
Once Sophoz Antiines iz installed, the Sophos Anti-yinuz remonal

application can be uzed to remove all Sophos Anti-inue components and
registry entries.

T continue with the inztallation click on "Mext”, othemnwise
click on "Cancel' to exit Sophog Anti-fius Setup.

X

¢ Back

Cancel |

In the SOPHOS Setup - Installation Type dialog box, click Central

installation/upgrade. Click Next.

-_;"-:L SOPHOS Setup - Installation Type

— Inztallation type

{~ Local installation/upgrade

Ingtall: Sophos Antitiruz on wour workstation

% Central inztallation/upgrade:

Copigs the Sophoz Antiirus installation digks onto a file zerver.
Sophos Antiiruz can then be inztalled from the file server. Thiz
allows easy application distribution and automatic updating.

X

< Back I Hext = I Cancel
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6. In the SOPHOS Setup - Folder Selection dialog box, click Next to accept
the default folders.

<4 SOPHDS Setup - Folder Selection |

Sophoz Antiie Setup will use the following folders:

— Sophos Anti-inuz zource folder:

Browze. |

— Sophos Anti-Wirug destination folder:

C:AProgram FileshSophos SWEER for HTAWMTInsthi3ge Browse. . |

< Back I Heut = I Cancel

7. In the SOPHOS Setup - Installation Options dialog box, ensure
Auto-upgrade is selected. Click Next.

-_;'?- SOPHOS Setup - Installation Options |

— Sophos Antiiruz inztallation options

Enables automatic upgrading of Sophos Anbi-ius
inztallations from the central copy.

[ Brevent removal

Prevents Sophoz Antiirus from being removed via the Control
Panel Add/Femove module.

¢ Back I Mewt » I Cancel
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8. In the SOPHOS Setup - Auto-upgrade mode dialog box, click
Non-interactive. Deselect Allow users to postpone auto-upgrade and set
the Auto-upgrade check frequency to 60 minutes. Click Next.

-_;'?- SOPHOS Setup - Auto-upgrade mode ﬂ

—Auto-upgrade mode

" Interactive
Allaws the uzer ta reconfigure Saphos Antiinus on upgrades.
¥ Mon-interactive

Performsz unattended auto-upgrades.

[ Allow users to postpone auto-upgrade:;
* up t|:||5 3: times, € for IM 3: days,

—Auto-upgrade check frequency

¥ Ewery IE;Il 3: minutes, © Daily, © wieekly

¢ Back I MHest » I Cancel

9. Inthe SOPHOS Setup - Configuration Details dialog box, click Finish to
copy the files to the central installation directory.

<4 S0PHDS Setup - Configuration Details |

Sophos Antiiruz Setup will perform the following operations:

- Copy Sophos Anti-irus installation files from: d
DI 32N 3BEM TADATA,
- Copy Sophos Anti-¥irus inztallation files to file zerver folder:

C:\Program FileshSophos SWEEP for HTYH TInsthi3gs

Cancel

< Back
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10. In the SOPHOS Setup Complete message box, click OK.
x

g sophos anti-virus

Sophos Anti-¥irug central installation complete.

SETUP locatior: I"E:"\F'n:ugram FilezhSophos S"WEEP far MTYNTInsthi

ou can now run the SETUP application fram the above location to
ihztall Sophoz Antiirus on your workstations.

Now download the latest virus identity files (IDEs) from the Sophos website
(section 2).

10
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2 Downloading the latest virus identity files (IDEs)

This section describes how to download IDEs from the Sophos website.

@ A virus identity file (IDE) is a file that enables Sophos Anti-Virus to detect a
specific virus. You need IDEs to protect your network against viruses
discovered since your version of Sophos Anti-Virus was compiled.

Download IDEs as follows:

1. At the server, go to the IDE download page of the Sophos website
(www.sophos.com/downloads/ide).

If you use Internet Explorer 5.0, click the Virus identities (IDE) files FAQ
link and read the note on IE 5.0.

3 Download latest virus identity (IDE) files - Microsoft Internet Explorer — |E||i|
J File Edit \iew Favorites Tools Help |
J <Back ~ = - () i | Q) Search [ Favorites £ &History | Eh\- S

Jnc_ldress I@ hkp: e, sophas, comydownloadsjide) j a0 |JLinks >

Sop hos Down |Oad S Home | Search | Contact us =

* Product info Home > Downloads > Latest virus identities

— Downloads
Products & update . . -
& Download latest virus identity (IDE) files
Latest virus identities
Beta products Yirus identity (IDE) files are produced to enable Sophos Anti-virus to detect
Research viruses which are not included in the current CD version. They are not a
replacernent for the regular monthly upgrades.

> Support
~ Virus info IDE files are available to be used with the following versions:

. .
Company info Sophos Anti-virus May 2002 (3.57) (Next version)

~ Press office Sophos Anti-Virus April 2002 (3.56) (Current CD and web version)
Sophos Anti-Virus March 2002 (3.55)
> Partners Sophos Anti-Virus February 2002 (3.54)

Far further information:

YWyhy doesn't Sophos supply virus identities (IDEs) for versions of SAY more
than three months old?

Howe to check which version of Sophos Anti-Yirus is installed

Installation of virus identity (IDE) files

Yirus identities (IDE) files FAQ {including note on IE5.0)

Hiowe to automate the downloading of IDE files

Receive automatic email natification of new |DE files

Virus identity (IDE) files to be used with Sophos Anti-Virus

April 2002 (3.56)
Download Zip Infarmation on using the 13 IDEs below. H
|&] Done [ [ 8 meermet v

2. Click Download Zip and save the zipped file to the hard disk.

11
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3. Unzip the file to
C:\Program Files\Sophos SWEEP for NT\NTInst\i386

If you do not have an unzip utility, scroll down the page and download the
IDEs one by one, to the location above.

Now create the auto-update account (section 3).

12
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3 Creating the auto-update account

9 The auto-update account is the account workstations use to log on to the
server and collect Sophos Anti-Virus updates from the central installation
directory.

Create the auto-update account on the Primary Domain Controller (i.e. the
computer you use to add new users to the domain) as follows:

1. At the taskbar, click Start|Settings|Control Panel.
2. In the Control Panel window, double-click Administrative Tools.

Sl=Ik

J File Edit VYiew Favorites Tools Help ﬁ

J 4=Eack ~ = - | Qhsearch  [YFolders S Histary |@ Iz =< =& | R

J.C\c_ldress I[E Contral Panel

e
Control Panel Hardware Programs

Administrative Tools Eﬂd @ % %& %r

Configures administrative settings
Far your computer Folder Options Fonts Game My Internet
Controllers Options

Windows Update

windows 2000 Support @ @ %) 52

Kevboard Licensing Message Touse Metwork and
Quewing Dial-up Ca...
a ® 2
Phone and  Power Options Printers Regional Scanners and
Madem ... Dptions Carmneras

-
= -
\9:
=

Scheduled Sounds and Syskem
Tasks Multimedia

|ConFigures administrative settings for your computer | |E‘.'EJ. My Computer v

13
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3.
and Computers.

Administrative Tools

In the Administrative Tools window, double-click Active Directory Users

J File Edit ‘iew Favorites Tools  Help

J ‘= Back - = - | Qhsearch  [YFolders £ History ||:E' 0 % @ | E-

J Address I &dministrative Tools

A | -1
w, -
Administrative
Tools

Active Directory Users and
Computers

Shorkcut

Manages users, computers,
security groups and other objects
in the Active Directory,

Modified: 0304/2002 11:14

Size: 217 KB

Attributes: {normal)

Manages users, computers, security groups and other objects in the Acti|2.17 KB

=10l x|
=] @
] =
52 B ® B
L Ll a L=
Active Active Ak Caormponent Cormputer
Direckary ...  Directary Si... Services Management
| 52
7 =t == i
Configure  Data Sources DHCP Distributed File DMS
Yaur Server (ODBC) Syskem
B i
5 aE
Dornain Darmain Event Viewer Licensing Local Security
Controller 5., Security Policy Policy
~ = o=
ﬁ Loy %&
Metwark, Perfarmance  Routing and Services Telnet Server
Manitor Remote ... Administration
|@. My Computer 4

4. In the Active Directory Users and Computers window, right-click the Users
folder to display a menu. Select New, then User.

ctive Directory Users and Computers

tion  Wiew |J | o= |

I

Tree I

E‘--@ xmas,testga,sophos
-2 Builtin

[ Computers

€3] Domain Controllers

(L] ForeignsecurityPrincipals
23 LostandFound
D System

Delegate Contral...

Find...

All Tasks 3

igw 3
Mews Window From Here

@ Active Directory Users and Computers [sophostestga, xmas.testga, sophaos]

.. g =3
J@ Console  Window  Help |;|i|i||
B EIRSIEIEAE 4 |
Users 52 objects
Mame ~ | Type | Description ;I
ﬁ Administratar User Built-in account Far administering the car
€ BB User
| s das User
ﬂCert Publishers Security Group ... Enterprise certification and renewal ager
€ ooo User
ﬂDHCP Administrators Security Group ... Members wha have administrative acces:
!ﬁDHCP Users Security Group ... Members who have view-only access to |
ﬂDnsAdmins Security Group ... DMS Administrators Group
!ﬁDnsUpdateProxy Security Group ... DMS clients who are permitted to perform
ﬂDomain Admins Security Group ... Designated administrators of the domain
Computer ﬂDomain Compukers Security Group ... Allworkstations and servers joined ko the
Contact ﬂDnmain Controllers Security Graup ... All domain controllers in the darmain
Group Domain Guests Security Group ... All domain guests
Printer !ﬁDomain Users Security Graup ... All domain users
gﬁEnterprise Admins Security Group ... Designated administrators of the enterpr ™
shared Folder K | _bl_l

< Refresh

Create anew ¢  ExportLisk..
Propetties
Help

14
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5.

6.

In the New Object - User dialog box, type ‘SweepUpdateAccount’ in the Full
name text box, and type ‘SWEEPUPD’ in the User logon name text box.

Click Next.

g Create i ¥masz testga. zophos|)sers

X

First name: I Initials: I

Laszt namne: I

Full name: ISweepU pdatefcoount

Izer logon name:

ISWEEPUPD I (@wmaz bestga. sophos j
IJzer logon name [pre-windows 2000]:
IXMASH ISWEEF'LI FD
< Back I Mewst » I Cancel

In the next New Object - User dialog box, type a password in the Password
and Confirm password text boxes. Deselect User must change password at
next logon, and select User cannot change password and Password never

expires. Click Next.

Mew Object - User

g Create i xmasz testqa zophos,llzers

X

Pazswaord: I “““““

LConfirm pagsword:

Ixxxxx

[ User must change password at next logon

¥ User cannot change password

W ‘Password never expires

[ Account is disabled

< Back I Mext > I

Cancel

15
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7. In the final New Object - User dialog box, click Finish.
x

g Create i ¥masz testga. zophos|)sers

YWhen you click Finizh, the following object will be created:

Full narme: SweeplpdateAccount
Ilzer logon name: SWEEPUPD @ maz. testga. sophos

The uzer cannot change the pazsword.
The pazsword never expires.

< Back Cancel

8. In the Active Directory Users and Computers window, you can now see
SweepUpdateAccount in the Users list. Close the window.

-:4' Active Directory Users and Computers ;IQILI
J@ Consale  Window  Help |;|ilil|
s wen || &~ @@ DR CBEYET |
Tree I Users 52 objects
@ active Directory Users and Computers [sophostestqa, xmas. testga, sophos] [Mame~ [ Type | pescription =]
E@ xmas.testga.sophos mEnterprise Adrrins Security Graup ... Designated administrators of the enterpr
+ D Biilkin ﬁ Enterpriseftanager User

D Computers ﬂ EnterpriseManagerIDy User

Domain Controllers ﬂGroup Policy Creator Owners  Security Group ... Members in this group can modify group
(22 ForeignsecurityPrincipals € Guest User Euilt-in account For guest access ko the c
(23 LostandFound | 4] User

ﬁ john User

%krbtgt User Key Distribution Center Service Account
ﬂRAS and IAS Servers Security Group ... Servers in this group can access remote
mSchema Admins Security Graup ... Designated administrators of the schems
ﬁ sp User

ﬂ SweeplpdateAccount User

ﬁ tesk User

€2 TsInternetiser User This user account is used by Terminal Ser

4] 03 | | 3

16
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9.

10.

In the Administrative Tools window, double-click Local Security Policy.

Administrative Tools 10Ol x|
J Fil= Edit View Favorites Tools Help ﬁ
J Back v = - | hsearch YFolders  (HHistory | 302 x @ | EE
J Address I Administrative Tools j @Ge
1 | =
%= B ®
[Fl ia Edi oo (A=
B Ackive Ackive Active Cornponent Cormputer
Administr ative Direckory ... Directory Si...  Director, ., SErvices Management
Tools & @
N |
Local Security Poli :
Sﬁ;ratcutecu" ¥ Policy Configure Data Sources DHCP Distributed File DMNS
Your Server (ODBC) Syskem
View and modify local security s =
i i i g
policy, such as user rights and l% % l’
audit palicies. (= £
- Dornain Dornain Event Yiewer Licensing 0 ity
Madified: 07f02{2002 12:08 Controller 5., Security Policy
Size: 1,49 KB ,-:5 [T
Attributes: (narmal) ; i % I% ﬁ
Metwork Performance  Routing and Services Telnet Server
Monitor Remote ... Adrministration
View and modify local security policy, such as user rights and audit policie |1.49 KB |@ Iy Computer 4

In the Local Security Settings window, in the Tree pane, click the plus sign

next to Local Policies, then click User Rights Assignment. In the Policy list,
double-click Log on as a service.

§ Local Security Settings

-3 x|
|J Action  Wisw |J<2=' -D||X|@ |
Tree I Palicy 7 I Local Setting | Effective Setting | il

@ Security Settings

{28 Account Policies

208 Local Palicies

(28 audit Palicy

[C8 User Rights Assignment

@ Security Opkions

(22 Public Key Policies

@ IP Security Policies on Local Machine

Ferce shutdown fram a remote sy...
Generate security audits

Increase quotas

Increase scheduling priority
Lead and unload device drivers
Lock pages in memory

Leg on as a batch job

Administr ators

Administrators
Administrators
Administrators,*35-1,..

Administrators,Sery. ..
Administr ators
Administr ators

Administr ators

%MAS| Administrator

Log on lacally

Manage auditing and security log

B i Fivroumara, ansivonment waliee

Guesk, Users, Power ..,
Administrators

Adrninickr abaree

XMAS| TsInternetUs. ..
Administr ators

Adrninickr abaree

17
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11. In the Local Security Policy Setting dialog box, click Add.

- Log on as a zervice

Local Effective
Azzigned To Palicy Setting Palicy Setting

*61-5.21-854245398-11 2007714106 [];
Ozgd4298500 00T

#HMASLE Minstall O
*5-1-5-21-486603046-10051 3590214 (|
Q27557531168

FhAS\Adrministrator

Add...

It dormain-level policy settings are defined, they overide local policy settiings.

0k I Cancel

12. In the Select Users or Groups dialog box, in the Name list, click
SweepUpdateAccount. Click Add.

i Select Users or Groups ed |

Loak in: I@ wmaz. kestga. sophos j
I ame | Ih Faolder |;|
€7 DDD [DDD@E=mas. bestga. sophas] wmas. testqa. sophos/U sers
€7 CCC [CCCsmas testga sophas) wmas.testqa. sophos/U sers
ﬂ 20 [2DiZwmas. testga. sophos] wmas. testqa. sophos/Users
ﬁ Sweeplpdatet.coount [SWEEPLUPD@Esmas.te...  xmas.testqa.sophos/Users
m Domain Computers wmnasz. testqa. zophog ) sers |
m Domain Contrallers wnaz. testqa. zophogldzers
!ﬁ Schema Adminzs wmas. testga. sophos/U sers Ll

add | Check Names

Sweepllpdatedccount [SWEEPUPD (hsmas. bestga. sophos)

(1] 4 I Cancel

P
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13. In the Local Security Policy Setting dialog box, click OK.

- Log on as a zervice

Local Effective
Azzigned To Palicy Setting Palicy Setting

#6-1-6-21-854245392-112007714-106 - O
0234238-500

#bdASAEMinstall O
*5-1-5-21-486623046-18851 35930214 (|
027BE753-1168

FhAS\Adrministrator
A SWEEPLPD O

It dormain-level policy settings are defined, they overide local policy settiings.

0k Cancel

14. Close all windows.

You have created the auto-update account. Now install Sophos Anti-Virus
from the central installation directory onto the Windows 2000 server
(section 4).

19
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4 Installing Sophos Anti-Virus on the server

Install Sophos Anti-Virus on the Windows 2000 server as follows:

1. At the Windows 2000 server, log on with Administrator rights.

2. At the taskbar, click Start|Run.

3. In the Run dialog box, click Browse. Locate and double-click Setup.exe in
C:\Program Files\Sophos Sweep for NT\NTInst\i386

4. In the Run dialog box, click OK.

Type the name of a program, Folder, document, or
Internek resource, and Windows will open it For vou,

Qpen: | "Cr\Program Files)3ophos SWEEP For MTUMTInst i35 j

Cancel | Browse, .. |

5. In the SOPHOS Setup dialog box, click Next to continue the installation.
x|

gJ sophos anti-virus

SETUR
Sophos Anti-irus
Werzion
Setup will inztall Sophos Anti-virus on your spsten,
Once Sophos Anki-vinug iz installed. the Sophos Anti-irus remosal

applization can be uzed to remove all Sophos Anbi-¥irus companents and
registry entries.

T continue with the inztallation click on "Mext”, othenize
click on "Cancel' to exit Sophog Anti-firus Setup.

Cancel |

¢ Back

20
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6.

7.

In the SOPHOS Setup - Folder Selection dialog box, click Next to accept

the default folders.

<4 SOPHDS Setup - Folder Selection

Sophoz Antiie Setup will use the following folders:

X

— Sophos Anti-inuz zource folder:

C:4%Program Filez\Sophoz SWEEP far HTSM T Inzthi38E Browse... |

— Sophos Anti-Wirug destination folder:

C:AProgram FileshSophos SWEEP for MT Browse. . |

< Back I Heut = I Cancel

In the SOPHOS Setup - InterCheck Support and Network Access dialog
box, deselect Enable InterCheck Client and select Enable InterCheck

Server. Click Next.

-_;"-:L SOPHOS Setup - InterCheck Support and Metwork Acc

— Sophos Antiiruz - InkerCheck support

[™ Enable InterCheck: Client

Installz Sophos Antitirus with the InterCheck client suppart.

¥ Enable InterCheck Server
|netalls Sophoz Antitirug with the InterCheck server support,

— Scheduled network access

[~ Enable scheduled sweeping of netwark rezources

Fequires Sophoz Antitirus to be installed with uzer account details.

X

< Back I Hext = I

Cancel
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8. In the SOPHOS Setup - Installation Options dialog box, ensure
Auto-upgrade is selected. Click Next.

<4 SOPHDS Setup - Installation Options |

— Sophos Antiiruz installation options

Enables automatic upgrading of S ophos Anbi-Yius
inztallations from the central copy.

[ Prevent remaval

Prevents Sophos Anti-irus fram being removed via the Control
Panel Add/Remove module.

< Back I Heut = I Cancel

9. In the SOPHOS Setup - Auto-upgrade account details dialog box, type your
domain name, your account name (‘SWEEPUPD’), and the password you
entered when you created the auto-update account. Click Next.

<4 S0PHDS Setup - Auto-upgrade account details |

Setup can automatically upgrade Sophos Anti-irus from vour file zerver. The
warkstation zervice will uge the account entered below for upgrading.

—Auto-upgrade service account details:

Dlomain: [<Mas

Account name: |SWEEF‘U FD

Pazzword: Ixxxxx

LConfirmn pazswaord: Ixxxxx

[~ Show Advanced auto-upgrade account details page

< Back I Hext = I Cancel
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10. In the SOPHOS Setup - Auto-upgrade mode dialog box, click
Non-interactive. Deselect Allow users to postpone auto-upgrade and set
the Auto-upgrade check frequency to 60 minutes. Click Next.

-_;'?- SOPHOS Setup - Auto-upgrade mode ﬂ

—Auto-upgrade mode

" Interactive

Allaws the uzer ta reconfigure Saphos Antiinus on upgrades.

Performsz unattended auto-upgrades.
[ Allow users to postpone auto-upgrade:;

* up t|:||5 3: times, € for IM 3: days,

—Auto-upgrade check frequency

¥ Ewery IEEI 3: minutes, © Daily, © wieekly

¢ Back I MHest » I Cancel

11. In the SOPHOS Setup - Configuration Details dialog box, click Finish to
complete the installation.

<4 S0PHDS Setup - Configuration Details |

Sophos Antiiruz Setup will perform the following operations:

- Copy Sophos Anti-irus installation files from: d
C:AProgram FileshSophos SYWEER for MTAM TInsthiZ86

- Ingtall Sophos Antiins to:
C:\Program FileshSophos SWEEP for MT

- Configure Sophos Antifins to mwn az InteiCheck serer

- Create Sophos Anb-Wirus shartouts in the Start Menu

- Aillaws remioval in Contral Panel Add/Femove module

- Enable &uto-upgrade
Standard nebwork connection

< Back Cancel
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12. In the SOPHOS Setup message box, click Run SWEEP if you wish to view
the Sophos Anti-Virus window (see section 5), or click Exit.

x
- n u
g sophos anti-virus
Sophos Antitiruz inztallation complete.

To run Sophos Anti-vinuz now click on "Run SWEEP,
otherwize click "E=it" ta finish.

To run Sophos Anti-irus later, select “'Sophos Antiirus'
from the Start benu.

Exit |

Creation of the central installation directory and installation of Sophos
Anti-Virus on the server is now complete.

The central installation directory has been shared automatically as InterChk.
The path to the shared folder is

\\[servername]\InterChk

where [servername] is the name of the server on which you installed the
central installation directory.

Now carry out installations on the workstations.

W [nstallation of Sophos Anti-Virus on Windows NT/2000/XP workstations is
described in section 6.

W [nstallation of Sophos Anti-Virus on Windows 95/98/Me workstations is
described in section 8.

24
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5 Using Sophos Anti-Virus

The Sophos Anti-Virus window enables you to carry out and schedule
immediate scans.

To open the Sophos Anti-Virus window (on any computer on which Sophos
Anti-Virus is installed), at the taskbar click Start|Programs |
Sophos Anti-Virus |Sophos Anti-Virus.

_inixi
Eile Options  iew Help
0O D) T4
@ Immediate | @ Scheduled | @ ICServer |
Fath | File types | Subfolders | Add
] m Executables  Yes —
‘8= Local hard diives  Executables  Yes T — |
] @ [N Executablez  “Yes —
Edit... |
0%
ltemz swept; 0 Wiruzes detected; 0 Errorz O
ersion 3,56, Manday, Apil 07, 2002 ;I
|ncludes detection for ¥3079 vinuzes, tojans and worms —
Copyright € 1389, 2001, Sophos Plo, www. zophoz.com -
4| | _’l—l
1558 4

The Immediate tabbed page enables you to carry out a virus scan on the
computer. Click the GO button to start the scan, and the STOP button to
stop it.

Drive names that have an illuminated light (i.e. Local hard drives in the
screenshot above) are scanned. Click the light to toggle it on and off.
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Click the Scheduled tab.
=0l x|

File Options Yiew Help
L7

0T 2@

@ [mmediate @ Scheduled | 2 |C Serverl

Jab Mame | Drays | Times I
0 D aily Ewery day 21:.00

Edit...
Current job: Mest job: <Daily: 21:00 Today
0%
Items swept: Wiruzes detected: Errors
erzion 3,56, Monday, Apil 07, 2002 :I
|ncludes detection for ¥3079 vinuzes, trojang and worms —
Copyright @ 1383, 2001, Sophos Ple, www, zophos. com -
« I _'I_I

15:58

By default a virus scan is scheduled for 21.00 every day. If the computer is
switched on, Sophos Anti-Virus will scan it for viruses at that time. Use the
Add, Remove and Edit buttons to change the times at which a scan takes

place.

To find out more about the Sophos Anti-Virus window, see the
Sophos Anti-Virus Windows NT/2000/XP user manual.
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6 Installing Sophos Anti-Virus on Windows NT/2000/XP

This section describes how to install Sophos Anti-Virus on the Windows
NT/2000/XP workstations on the network. There are two alternative
methods:

W [nstall Sophos Anti-Virus on each workstation one at a time, by repeating
the procedure described in section 6.1.

or

B Carry out the procedure described in section 6.1 on one workstation,
then copy the installation to the other Windows NT/2000/XP workstations
using a network administration tool called SAVAdmin, as described in
section 6.2.

The second method is more complicated, but saves time on larger networks.

6.1 Install Sophos Anti-Virus on one workstation

28

To install Sophos Anti-Virus on one workstation, do the following:

. At a Windows NT/2000/XP workstation, log on with Administrator rights.
. At the taskbar, click Start|Run.

. In the Run dialog box, click Browse. Locate and double-click Setup.exe in

\[servername]\InterChk\NTInst\i386

where [servername] is the name of the server on which you installed the
central installation directory.

. In the Run dialog box, click OK.

Run 2|

Type the name of a program, Folder, document, or
Internet resource, and Windows will open it for wou,

Cpen: | vy 1chInterChkMTInsty 3561 SETIP. EXE |

o4 I Cancel | Browse. .. |
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In the SOPHOS Setup dialog box, click Next to continue the installation.

g sophos anti-virus

SETUP
Sophos Anti-irus
erzion
Setup will inztall Sophos Anti-¥irus on your spsten,
Once Sophoz Antiines iz installed, the Sophos Anti-yinuz remonal

application can be uzed to remove all Sophos Anti-inue components and
registry entries.

T continue with the inztallation click on "Mext”, othemnwise
click on "Cancel' to exit Sophog Anti-fius Setup.

X

¢ Back

Cancel |

In the SOPHOS Setup - Folder Selection dialog box, click Next to accept

the default folders.

Sophoz Anti-iue Setup will uze the following folders:

— Sophos Anti-inug zource folder:

Wil dhlnterChk M TInsthi

Browsze. .. |

— Sophos Anti-iruz destination folder:

C:AProgram FileshSophos SWEEP for MT Browse. .

X

< Back I Hext = I Cancel
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7. In the SOPHOS Setup - InterCheck Support and Network Access dialog
box, select Enable InterCheck Client. Ensure that Enable InterCheck Server
and Enable scheduled sweeping of network resources are deselected. Click
Next.

<4 SOPHDS Setup - InterCheck Support and Network & |

— Sophos AnbiAirug - InterCheck support

¥ Enable InterCheck: Client
Installz Sophos Antitirus with the InterCheck client suppart.

[ Enable InterCheck Server

|netalls Sophoz Antitirug with the InterCheck server support,

— Scheduled network access

[~ Enable scheduled sweeping of netwark rezources

Requires Sophoz Antitfirus to be installed with uzer account details.

< Back I Heut = I Cancel

8. In the SOPHOS Setup - Installation Options dialog box, ensure
Auto-upgrade and Prevent removal are selected. Click Next.

-_;'?- SOPHOS Setup - Installation Options |

— Sophos Antiiruz inztallation options

Enables automatic upgrading of Sophos Anbi-ius
inztallations from the central copy.

V¥ Brevent removal

Prevents Sophoz Antiirus from being removed via the Control
Panel Add/Femove module.

¢ Back I Mewt » I Cancel
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9. In the SOPHOS Setup - Auto-upgrade account details dialog box, type your
domain name, your account name (‘SWEEPUPD’), and the password you
entered when you created the auto-update account. Click Next.

-_;'?- S0OPHOS Setup - Auto-upgrade account details ﬂ

Setup can automatically upgrade Sophos Anbi-irus from wour file server. The
workatation service will use the account entered below for uparading.

—Auto-upgrade service account details:

Domain: fraMas

Account name: |SWEEF'LI PD

Pazzword: Ixxxxx

LConfirm pagsword: I xxxxx

[~ Show Advanced auto-upgrade account details page

¢ Back I MHest » I Cancel

10. In the SOPHOS Setup - Auto-upgrade mode dialog box, click
Non-interactive. Deselect Allow users to postpone auto-upgrade and set
the Auto-upgrade check frequency to 60 minutes. Click Next.

-_;'?- SOPHOS Setup - Auto-upgrade mode ﬂ

—Auto-upgrade mode

" Interactive

Allows the uger ta reconfigure Saphos Sntiinue on upgrades.

Performs unattended auto-upgrades.
[ Allow uzers to postpone auto-upgrade:

* up t|:||5 3: times, € for IM 3: days,

—Auto-upgrade check. frequency

¥ Ewery IEEI 3: minutes, © Daily, © wieekly

¢ Back I Mewt » I Cancel
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11. In the SOPHOS Setup - Configuration Details dialog box, click Finish to
complete the installation.

<4 S0PHDS Setup - Configuration Details |

Sophos Antitiruz Setup will perform the following operations:

- Copy Sophos Anti-irus installation files from: -
Svldb nterChkAMTInsthiaB6

- Inztall Sophoz Antitins to:
C:\Program FileshSophos SWEEP for MT

- Configure Sophoz Anti-Vinus bo run on a workstation
- Enable Sophos Antitfiruz - InterCheck client
- Create Sophos Anti-vinuz shaortcuts in the Start Menu
- Allows remorval in Control Panel 4dd/Remove module
- Enable Auto-uparade
Standard network, connection e

< Back Cancel

12. In the SOPHOS Setup message box, click Run SWEEP if you wish to view
the Sophos Anti-Virus window, or click Exit.

x
- u L]

g sophos anti-virus
Sophos Antitiruz inztallation complete.

To run Sophos Antivirus now click on "Fun SWEEP",
otherwize click "E=it" ta finish.

To run Sophos Anti-vinuz later, zelect V'S ophoz Anbi s
from the Start kMenw,

Exit |

Now either repeat this procedure on each of the remaining Windows
NT/2000/XP workstations in the network, or go to section 6.2 to install
Sophos Anti-Virus on them all automatically.
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6.2 Install Sophos Anti-Virus on the remaining workstations

(¢

o &~ W o=

This section describes how to copy the installation you made in section 6.1
onto the other Windows NT/2000/XP workstations in the network.

As this procedure involves the installation of a network administration tool

(SAVAdmin), Sophos recommends that you perform it on a

Windows NT/2000 workstation you would normally use to manage the

network.

At the workstation, insert the Sophos CD.

In the Sophos CD window, click Sophos Anti-Virus.

At the next screen, click SAVAdmin.

At the next screen, start the SAVAdmin setup program.
In the Winzip Self-Extractor message box, click OK.

WinZip Self-Extrack x|

SAVAdmIn
Sophos Anti-Yirus adminiskeation
Mersion 2,20, December 2001

Wi, sophos, cam
{c) 1939, 2001 Sophos Pl

In the SAVAdmin for Windows NT/2000 Self-Extractor dialog box, click

Unzip.
SAYAdmin for Windows NT /2000 Self-E

To unzip all filez in zavadm. exe to the zpecified
folder prezs the Unzip button.

Unzip Ta Folder:

C:\Program FileshSophos\ S&%Admin'Wer2. 20

¥ Dvenwiite Files ‘Without Prampting

¥ “when Done Unzipping Burn:
zavadmin. exe

Licenzed to Sophos Plc.

Unzip
Fun Winfip
LCloze
Ahot

Help

ddid il
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7. In the WinZip Self-Extractor message box, click OK to display the
SAVAdmin window.

WinZip Self-Exktrack |

a file(s) unzipped successtully

8. In the SAVAdmin window, in the left-hand pane, locate your domain and
click it. The computers in the domain are shown in the right-hand pane. The
server and the workstation on which you installed Sophos Anti-Virus in
section 6.1 show Installed in the SAV Installed column.

i savadmin ol x|

File Edit Wew Computer Help
|§| ﬂlﬂl |E| gglggl Key: =) 5oy installed B oy 58 Active € Updating <* Signalupdate ¥ Updatefaled  f Outofdate 44 Oifline

Metwork Meighborhood | Computer | 05 | 05 Yer | Access | SaY Installed | SAY Active | SAY Ve... | Rollout | IDEs | I,
E SavAdmin Network View =i 2000 5.0 Full Installed Active 3.56 1 0
= 5 Entire Histwork = id 2000... 5.0 Ful Instaled active 356 1 i
E|.'I'|' Micr;s.odft ‘indows Metwork, g 2d NI 40 Full Mo
tiday

Leqion
Mowtest

«| | |
10total |Filker active: [al computers UM 4

9. Right-click the name of the workstation on which you installed Sophos Anti-
Virus in section 6.1 to display a menu. Select Copy SAV Config.

10. In the SAVAdmin message box, click Yes to save the configuration.

savadmin =

The configuration may not have been saved on the Y1 1c machine. Do you want to save the configuration before the
copy operakion resumeasy
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11. In the Current Copy/Paste SAV Config dialog box, ensure your domain name
and SWEEPUPD are displayed in the Auto-upgrade account panel (bottom
right-hand corner of the dialog box). Click OK.

Current Copy/Paste SA¥ Config ﬂ

—InterCheck.

— General

Config name 1c

Source SF(G file

[¥ Clent [ Server

— Supported machine detailz

IEurrent.sfg

Template machine [Copied from PC)

I'Iu:

Ingtallz to path

Operating systen:
Wwindows NT 4.0/ 2000

—Auto-upgrade account

|E:HF‘ngram Filez'Sophos S*WEEP for MT*

Irnztalls from central inztallation directary [CI0]

I"\\'I duInteiChk s T Instsi3a6Y

Damain |><MAS

User name |SWEEPLIF'D

Save to file | ok I LCancel

12. In the SAVAdmin window, hold down the ‘Ctrl’ key and click the names of
all the Windows NT/2000/XP workstations on which you would like to

install Sophos Anti-Virus.

13. Right-click one of the selected workstations to display a menu. Select Paste

SAV Config.
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14.

15.

16.

In the Task Settings: Install SAV dialog box, click the Account details tab.
Click Current login domain. Check that the Domain name is correct. Type
‘SWEEPUPD’ in the User name text box, and type and confirm the
password.

Task settings: Install SAY |
Comman | T argets | Options | CID izt |
Inztall paths I Caonfigurations Account details

Enter an account name and pazsward for the auto-upgrade zervice [MTA2000)

Drornair
" Target computer domain " Target computer name

= Curent login domain " Other
[shas

Username  |SWEEPLPD

Pazzword: I “““““

xxxxx

Canfirm
paszwaord: I

Create I Cancel | Apply |

Click the CID list tab and ensure the correct path to the central installation
directory is shown (see Appendix 2 if you are not sure of the path). Click
Apply, then click Create.

In the SAVAdmin message box, click Yes to start the installation.
In the SAVAdmin window you can see the workstations updating.
Users see the files being copied onto the workstations.

When installation is complete, SAVAdmin shows that the workstations have
Sophos Anti-Virus installed. They are protected by InterCheck, which means
all files are checked for viruses as they are accessed by the workstations.

You can use SAVAdmin to monitor workstation installations of Sophos
Anti-Virus at any time. Savadmin.exe is located at

C:\Program Files\Sophos\SAVAdmin\Ver2.20

For more information about SAVAdmin, see the SAVAdmin installation guide
or the SAVAdmin user manual.

Now test Sophos Anti-Virus (section 7).
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7 Testing Sophos Anti-Virus

1. At one of the Windows NT/2000 workstations on which you installed
Sophos Anti-Virus in section 6, insert the Sophos CD.

2. Right-click the Start button to display a menu. Select Explore to open
Windows Explorer.

3. Browse to the Tools\Utils folder and double-click SavTst32.exe.

4. In the SavTest32 window, on the File menu, click On-Access Test.

(5
File Drive Help

on-fAccess Tesk |

Orn-Demand Test

Cleanup

E:xit

SavTest32 creates a file that simulates a virus. Sophos Anti-Virus reports a
virus find to the workstation and the server, and confirms that on-access
detection/prevention is working.

@ On-access detection/prevention is also known as InterCheck.

Opening of an infected file was x|

Cn-access detection/prevention functioning correcklh:,

If SavTest32 reports that on-access detection/prevention is not functioning
correctly, contact Sophos technical support.

When you exit from SavTest32, the test file is deleted.

@ !f you would like to test Sophos Anti-Virus on a Windows XP workstation,
you should first read the SavTest32 section of the utilities readme, located at

Tools\Utils\Readutil.txt
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8 Installing Sophos Anti-Virus on Windows 95/98/Me

This section describes how to install Sophos Anti-Virus on the
Windows 95/98/Me workstations on the network. In this section SAVAdmin
is not used to install Sophos Anti-Virus on Windows 95/98/Me workstations.
Instead, a simpler method using the login script is described.

There are three steps:

B Create a central installation directory (CID) for Windows 95/98/Me on the
Windows 2000 server (section 8.1).

B [nstall Sophos Anti-Virus on the Windows 95/98/Me workstations (section
8.2).

B Enable SAVAdmin to monitor Windows 95/98/Me workstations (section
8.3).

8.1 Create the CID for Windows 95/98/Me

40

Creating the central installation directory for Windows 95/98/Me involves
two steps:

m Create the CID (section 8.1.1).
B Add the latest virus identity files (IDEs) to it (section 8.1.2).
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8.1.1 Create the CID

1.

Log on to a Windows 95/98/Me workstation with Administrator rights to the
Windows 2000 server.

If you have already downloaded and unzipped the Sophos Anti-Virus for
Windows 95/98/Me files from the Sophos website, go to step 4.

Insert the Sophos CD in the CD drive. The CD should auto-run. If auto-run is
disabled, run D:\Launchcd (where D: is the CD drive).

In the Sophos CD window, click Sophos Anti-Virus. At the next screen, click
Windows 95/98/Me, and start the setup program.

In the SOPHOS Setup dialog box, click Next to continue the installation.

<4 50PHOS Setup

gJ sophos anti-virus

SETUP
Sophos Anti-irus
Yerzion
Setup will inztall Sophos Anti-¥irus on your spsten.
Once Sophoz Antiins iz installed, the Sophos Anti-inuz remonal

application can be uzed to remove all Sophos Anti-inus components and
registry entries.

T continue with the inzstallation click on "Mext", othemnwize
click on "Cancel'" to exit Sophog Anti-fins Setup.
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5. In the SOPHOS Setup - Installation Type dialog box, click Central
installation/upgrade. Ensure InterCheck for Windows 95/98 and

InterCheck Monitor are selected. Click Next.

-_;'?- S0PHOS Setup - Installation Type

— Inetallation Type
™ Local installation/upgrade

Inztalls Sophoz Anti-Yirus an this compter.

=" Central installation/upgrade

Copiez the Sophos Anti-viug installation disks onto a file zerver.
Sophos Antitiruzs can then be installed from the file server. This
allowz easzy application distribution and automatic updating.

— InterCheck.
W interCheck for Windows 95/98 with V¥ InteiCheck Monitor

Includes InterCheck. on-access scanning in subsequent warkstation
inzkallations.

< Back I Mewst » I Cancel

6. In the SOPHOS Setup - Folder Selection dialog box, click the lower Browse
button. Browse to the InterChk share on the Windows 2000 server and click
it. Click OK to return to the SOPHOS Setup - Folder Selection dialog box.
Type \W9blInst’ at the end of the path under Sophos Anti-Virus destination

folder. Then click Next.

-_;"-:L SOPHOS Setup - Folder Selection

Sophoz Anti-irue Setup will uze the following folders:

— Sophos Anti-vinug zource folder:

Do IR 324 38BN WA N SENDAT &Y Browse...

— Sophos Anti-viruz destination folder:

Jl

S04 nterChk\w35Inst Browse.

¢ Back I Mest » I Cancel
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7. If you are prompted to create the destination folder, click Yes.

8. In the SOPHOS Setup - Central Installation Options dialog box, select
Auto-upgrade and Prevent Removal. Click Next.

;'_" SOPHOS Setup - Central Installation Options

9. In the SOPHOS Setup - Auto-upgrade mode dialog box, click
Non-interactive. Click Next.

;'_'- SOPHOS Setup - Auto-upgrade mode

he LEen b recaniguUre S nEhE s SRt o Nparades:
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10.In the SOPHOS Setup - Configuration Details dialog box, click Finish to
complete the installation.

-_;"-:L SOPHOS Setup - Configuration Details

Sophos Antiiruz Setup will perform the following operations:

- Copy Sophos Anti-irus installation files from: -
DA N 3241 386N M IENDAT AN

- Copy Sophos Anti-Wirug inztallation files to file zerver folder:
541 DI nberChik 95 nsth

- Copy the following additional components ta the server:

- Save the following configuration options:

Inztall and enable ztand-alone InterCheck:
- Enable &uto-upgrade ;I

¢ Back

Cancel |

11.In the SOPHOS Setup Complete dialog box, click OK.

g sophos anti-virus

Sophos Anti-¥irug central installation complete.

SETUP lacation: I'\'\‘l DsInterChksw/35lnstSETUR.EXE

fou can now run the SETUP application fram the above location to
inztall Sophos Anbiiruz on your workstations.

You have created the central installation directory. Now add the latest IDEs
to it (section 8.1.2).
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8.1.2 Add the latest IDEs to the CID

1. Using Windows Explorer, find the folder
\\[servername]\InterChk\NTInst\i386
where [servername] is the name of your server.

2. The folder contains IDEs. Copy all files with the extension .ide to the folder
\\[servername\InterChk\W95Inst

Now install Sophos Anti-Virus on the Windows 95/98/Me workstations
(section 8.2).
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8.2 Install Sophos Anti-Virus on the Windows 95/98/Me workstations

You can use one of two different methods to install Sophos Anti-Virus on the
Windows 95/98/Me workstations:

B Use the login script to install Sophos Anti-Virus on all Windows 95/98/Me
workstations simultaneously, as described in section 8.2.1.

or
B [nstall Sophos Anti-Virus on each workstation one at a time, by repeating
the procedure described in section 8.2.2.
8.2.1 To install Sophos Anti-Virus using the login script

If you do not already have a login script, go to Appendix 1 to find out how to
create one.

If you already have a login script, add the following text to it:
\\[servername\InterChk\W95Inst\setup.exe -inl -a
start /wait \\[servername\InterChk\Savagent.exe -update -poll=3600

where [servername] is the name of the Windows 2000 server on which you
created the central installation directory.

The next time users log in, installation will take place and they will see
InterCheck scanning their workstations.

If you have installed the SAVAdmin administration tool and want to use it to
monitor the Windows 95/98/Me workstations, go to section 8.3.

If you have not installed SAVAdmin, go to section 9 to test Sophos
Anti-Virus.
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8.2.2 To install Sophos Anti-Virus on an individual workstation
To install Sophos Anti-Virus on an individual workstation do the following:

1. Log on to the workstation with Administrator rights to the Windows 2000
server.

2. At the taskbar, click Start|Run.
3. In the Run dialog box, click Browse. Locate and double-click Setup.exe in
\\[servername\InterChk\W95Inst

where [servername] is the name of the Windows 2000 server on which you
created the central installation directory.

4. In the Run dialog box, type ‘~inl -a’ at the end of the path. Click OK.
Run K E

Type the name of a program, folder, document, or Internet
rezource, and Windows will open it far pou.

Oper: IhthhInterEhkthEinst"sS etup.exe -inl -a j

(]9 I Cancel | Browse. .. |

The Sophos Anti-Virus files are copied onto the workstation. When they have
been copied, Sophos Anti-Virus warns you that the workstation will restart.

When the workstation restarts, InterCheck scans the workstation.

5. Repeat this procedure at each workstation on which you would like to install
Sophos Anti-Virus.

If you have installed the SAVAdmin administration tool and want to use it to
monitor the Windows 95/98/Me workstations, go to section 8.3.

If you have not installed SAVAdmin, go to section 9 to test Sophos
Anti-Virus.
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8.3 Enable SAVAdmin to monitor Windows 95/98/Me workstations

If you chose not to install SAVAdmin during installation on Windows
NT/2000/XP workstations, go straight to section 9 to test Sophos Anti-Virus.

You enable SAVAdmin to monitor Windows 95/98/Me workstations by making
the SAVAgent utility available for distribution by your login script (see
section 8.2.1), as follows:

1. At the workstation on which you installed SAVAdmin, right-click the Start
button to display a menu and select Explore.

2. In Windows Explorer, locate
C:\Program Files\Sophos\SAVAdmin\Ver 2.20

and click it. Single-click Savagent.

48

Ex verz.20 B ] |
J File  Edit  ‘jew Faworites Tools  Help ﬁ
J dmBack + = - | @Search | L Folders @History | [ O % ey | Ed-
J.D.c_ldress I[:I Werz, 20 j G0
Folders Marne ¢ | Sizel
:-E.fj Desktop Current.ng 45 KB
B4 My Documents JREADADM, TET 11 KR
E--@, My Compuker ] READADM, TXT 10 KB
-4 3% Floppy (8:) Flrunoassac.ExE 8 KE
== Local Disk (C:) ] sewe_In.00 2 KB
b CID-95 [e#] S0 2KB
G Documents EII'IEI Settings ESQ"F’F\DCTR.EXE 154 KB
=] Pragram Files (25 SAYADMIN,CHM 303 KB
B0 Accessaries IS Ay ADMIN EXE 1,162 K&
#-{_] Common Files > KR
(1 ComPlus Applications SANAGENT EXE 227 KB
-{_7] Internet Explorer
) [FsavwsTar.Exe 35KB
[#-{_] microsoft frontpage
{27 Microsoft Script Debugger SAYA_INLOZ 1K
l:l MetMeeting
-7 Outlaak Express
EI{:I Sophos
=1+ savadmin
Ld5) Yerz, 20 1 | i
|2 object{s) selecked 228 KB |@. My Computer 4

3. On the Edit menu, click Copy.
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4.

In Network Neighborhood (Windows NT) or My Network Places (Windows
2000/XP), locate

\\[servername]\InterChk

where [servername] is the name of the Windows 2000 server on which you
created the CID.

Open the InterChk shared folder.
On the Edit menu, click Paste.
The file is copied to the InterChk shared folder.

The next time users log in, the login script will place the SAVAgent utility on
the Windows 95/98/Me workstations, enabling SAVAdmin to monitor them.

For more information about SAVAdmin, see the SAVAdmin installation guide
or the SAVAdmin user manual.

Now test Sophos Anti-Virus (section 9).
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9 Testing Sophos Anti-Virus

50

1. At one of the Windows 95/98/Me workstations on which you installed
Sophos Anti-Virus in section 8, insert the Sophos CD.

2. Right-click the Start button to display a menu. Select Explore to open

Windows Explorer.

3. Browse to the Tools\Utils folder and double-click SavTst32.exe.

4. In the SavTest32 window, on the File menu, click On-Access Test.

SavTest32 M=l e
File Dyive Help

|:| il -,"ﬁ CCESS T =] :r

On-Demand Test

Cleanup

E st

SavTest32 creates a file that simulates a virus. Sophos Anti-Virus reports a
virus find to the workstation and the server, and confirms that on-access
detection/prevention is working.

Q On-access detection/prevention is also known as InterCheck.

SavTestd2 = =

On-accezs detection/prevention functioning comectly.

If SavTest32 reports that on-access detection/prevention is not functioning
correctly, contact Sophos technical support.

When you exit from SavTest32, the test file is deleted.
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Appendix 1 Creating a login script

Follow the instructions in this section if you intend to use the login script to

install Sophos Anti-Virus on your Windows 95/98/Me workstations, but you
do not yet have a login script.

There are two steps.
m Create the login script (Appendix 1.1).
W Assign the login script (Appendix 1.2).

Appendix 1.1 Create the login script

52

4.

5.

Create the login script as follows:

. At the Primary Domain Controller (i.e. the computer you use to add new

users to the domain) use Windows Explorer (or My Computer) to locate
C:\Winnt\SYSvol\sysvol\[domain].com\scripts

On the File menu, select New and click Text Document.

Open the new text document and type the following text:
\\[servernamel\InterChk\W95Inst\setup.exe -inl -a

start /wait \\[servername\InterChk\Savagent.exe -update -poll=3600

where [servername] is the name of the Windows 2000 server on which you
created the central installation directory.

&} New Text Document.txt - Notepad _ O] x|

File Edit Format Help

Mozt InterchkhwesInsthsetup.exe -inl -a 'J

start Swalt “MWZhhwInterChkBSavagent.exe -update -poll=3600

-

Kl 2

In the File menu, click Save As. In the Save As dialog box, change Save as
type to All Files and save the file with the name login.bat.

Close Notepad and Windows Explorer (or My Computer).
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Appendix 1.2 Assign the login script

1.
2.

At the taskbar, click Start|Settings|Control Panel.
In the Control Panel window, double-click Administrative Tools.

In the Administrative Tools window, double-click Active Directory Users
and Computers.

In the Active Directory Users and Computers window, click the Users folder
in the Tree pane.

In the Name list, right-click the name of a user that needs to have Sophos
Anti-Virus installed. In the menu that is displayed, select Properties.

4% Active Directory Users and Computers g _ O] x|
J @ Consale  Window  Help |;Iilil|
[aton vou || » | Om XB 2| 0BBTLE |
Tree I Users 52 ohjects
@ Active Directary Users and Camputers [sophostestqa, xmas.testqa, sophos] Mames I Type =
EI@ xmas.testqa.sophos £ User
(2] Builtin £ User
[:I Computers ic User
-] Damain Contrallers i Lser b
D ForeignSecurityPrincipals ﬁ 28 User
D LostAndFound o User
-3 System 2C
L425) Users | s User
ﬁ 34 User
ﬂ 3B User
ﬂ 3C Liser
ﬂ 3b Liser
ﬂ 4 User

ﬁ‘}B Lser -
| I2 ]« | 3
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6. In the [user] Properties dialog box (where [user] is the name of the user you
right-clicked), click the Profile tabbed page. In the Logon script text box,
type ‘login.bat’.

Published Certiicates | MemberOf | Diakin | Object | Secuity
Enviranment | Seszions | Remate control | Terminal Services Profile
General | Address | Account  Profile | Telephones | Organization

— User profile
Prafile path: I
Logon goript: IIogin. bat
r— Home folder
' | ocal path; I
" Connect: I j To I

QK. I Cancel Apply

The next time the user logs in, installation will take place. InterCheck will
scan the workstation.

Now repeat this procedure for each user to whom you want to assign the
login script.

If you have installed SAVAdmin and want to use it to monitor Windows
95/98/Me workstations, go to section 8.3.

Otherwise, go to section 9 to test Sophos Anti-Virus.
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Appendix 2 About the installation

This section lists the folders and accounts used in the Sophos Anti-Virus
installation. You will need this information when adding workstations to the
network or when updating Sophos Anti-Virus. Blanks are left for your own
information.

B Name of Windows 2000 server used for installation (p3):

W Central installation directory for Sophos Anti-Virus for
Windows NT/2000/XP installation files as seen from the server:

C:\Program Files\Sophos SWEEP for NT\NTInst\i386
m Update account username (p15):
SWEEPUPD
B Update account password (p1b):
@ ! you write your password here, store this Installation Guide securely.

m Central installation directory for the Sophos Anti-Virus for
Windows NT/2000/XP installation files as seen from workstations:

\\[servername]\InterChk\NTInst\i386

m Central installation directory for the Sophos Anti-Virus for
Windows 95/98/Me installation files as seen from workstations:

\\[servername]\InterChk\w95inst
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