TOP STORY Windows vs.

Linux vs. Mac OS

Linux, Mac 0S

JleiictButensHo nun Mac 0S n Linux 6e3omacHee,
yeMm Windows? CHIP npoBepw, HaCKONbKO
HaJieXXHbl 3TU OTIEPALUOHHbBIE CUCTEMBI,

W TeIepb rOTOB pacCKa3aTb CBOUM UUTATENAM,
KaK MOXHO IUKBUAUPOBATb 00HAPYKEHHbIE
He[0CTaTKU U Opeun B 3aluTe.
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i Windows?

Kakaa OC 3awuTuT Baw
KoMnbloTep ny4vywie BCcero?
Kaxnplii pa3, Korma KTo-To 3a1aeT BOIIPOC
0 caMoli 6e30MmacHOi onepalMOHHON CHUC-
TeMe (HEeBaXXHO, KaKOW MMEHHO), OTBET
BBI3BIBAET MPOCTO WIKBaJl HEromoBaHUs.
Tak ObLTO U COBCEM HEeIlaBHO B Cllydyae ¢ He-
3aBUCUMON KOMIAHUEH, PETYISAPHO IPO-
BOJSIIEN MCCIenoBaHUsI B cdepe HOBBIX
texHonoruii, Forrester Research (www.for-
rester.com). Ha npotsxkeHuu uesnoro roaa
aHAJIUTUKMA CpPaBHMBAJIU, Kakue Operu
BcTpeuatoTes B 6ezonacHocTn OC Windows
W pa3IMYHBIX AUCTPpUOYTUBOB Linux u Ha-

CKOJIbKO OHM B CaMOM JieJie cepbe3Hbl. Pe-
3yJbTaT TAaKOB: COTJIACHO MCCJEIOBaHUIO
Forrester, ToJbKO omnepaloHHass CHUCTeMa
Microsoft okazanach CITOCOOHOI 3aKPBITh
Bce OOHapyXeHHBbIe Opelv, U K TOMY Xe
obicTpee Bcex! Pa3paboTyumky pasimyHbIX
npousBoaHbix Linux, Takux kak SuSE, Red
Hat, Mandrake u Debian, cnpaBwiuch ¢
IOCTAaBJICHHOW 3aJadeil «BCEro JIMINb» Ha
99%, puyeM pearupyst He Tak OrepaThB-
Ho. EnBa Tosibko B mapte 2004 rona rpose-
NEHHOE MCClienoBaHre OBUIO OITyOIMKOBA-
HO, KaK TYT € BbI3BAJIO Tpajl KPUTUUECKUX
BBICKA3bIBAHUI CO CTOPOHBI AUCTPUOBIOTO-

TecT 3awunmuweHHoctu OC

poB Linux 1 ee mpuBepxXeHLIeB, KOTOPbIE
CTaBWIM IOJ COMHEHUE MPAKTUYECKYIO
nmosib3y Metonuku Forrester.

Tak 49TO MBI OCO3HaeM, Ha KakKOW PUCK
WUIEeM, HO, TEM HE MEHee, OTBAKUMCS MpPOo-
BECTU CpaBHMUTEJbHOE TecThpoBaHue. s
HALLUEro UCIbITAHUSI Mbl BBIOPAJIU MO OJHO-
My TpPEICTABUTENIO0 KaXIOTO U3 TPeX MU-
poB: Windows XP Pro, SuSE Linux (Hau6o-
Jiee TIPOCTOM, MOHSATHBIA U APYXKeTIOOHBIN
NUCTPUOYTUB il HauuHawomux Linux-
nosb3oBatesieit) Bepcuu 9.1 Pro u Mac OS
X Bepcuu 10.3.3 Panther. Bce Tpu cucrembl
TPOXOIMJIN OHU U T€ K€ CTaANM TPOBEPKHU.
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lWar 1: uHTepHeT-6e30nNacHOCTb
Kaxnast onepalimoHHasi cucteMa cHavajia
yCTaHaBJIMBaJIaCh B TaK HA3bIBAEMOM PEKH -
Me «out-of-the-box», To ecTb 06€3 maTueit, u
noJBeprajach OHJIAH-TIPOBEpKe Tpodec-
cuoHaJioB 1o Oe3onacHocTu Qualys. Drta
MpoBepKa Ha MPOYHOCThb <«IIPOCTYKMBACT»
BCIO CUCTEMY Ha MpeaMET U3BECTHBIX COOEB
B 0€30MMaCHOCTU — Ha TOT MOMEHT UX ObLIO
OKOJIO 3,5 THICSTY — M CTPYKTYPUPYET UX TI0
MSATU CTETIEHSIM OIacHOCTU. YeM BEIIIIe co-
OTBETCTBYIOIIAsi CTEeIleHb, TEM BecoMee
npooeJ1 B cucTeMe 0e30MaCHOCTH.

B 3aBepilieHue Mbl 3a7eiicTBOBaIu Bce
UMEIIMecss Ha MOMEHT TEeCTUPOBAHMS
CEepBUCHBIC TTAKETHI, MAaTIYN U OOHOBJICHUSI.
Ecnm MexxceTeBoit 5KpaH He ObLT BKITIOUCH
aBTOMAaTUYCCKM, MBI aKTMBUPOBAJIM €ro
BpyuHylo. [Toce 3Toro ere pa3 MpOroHsIN
BCE TPU CHUCTEMBbI Yepe3 TO XKe camMoe rop-
HUJIO TecTUpoBaHMs. Bce pesynsraThl mpo-
BEpKH, a TaKXKe JeTAIbHOE ONMCAaHNe TeCTa
BBl HaliIeTe B UTOTOBOI TabIU1IE.

B kaxmoit U3 Tpex orneparMoHHBIX CHC-
TeM, KOTOpbI€ MBI paccMaTpUBaIu, ObLI
CBOI COOCTBEHHBIN Opay3ep — UX KOH(pU-
rypaiuu, paBHO KaK M TeXHOJIOTMH, Ha KO-
TOPBIX OCHOBBIBAETCS paboTa CUCTEM, pa3-
JINYAJTUCH TOBOJIBHO CYIIeCTBeHHO. K mpu-
mepy, opaysep, noctasisiemblii ¢ OC Linux,
BOOOIIE HE pacIO3HAET TaKMe SI3bIKU MPO-
rpammupoBaHus, Kak ActiveX uau VBS.
IToaTomy Opay3epbl, OCOOEHHO YsSI3BUMBIC
npu pabore B MHTepHETE, MBI OTICIBHO
MOCHITAIA Ha IETAJIbHYIO IPOBEPKY CIICIIN-
amuctoB u3 Scanit (http://bcheck.scanit.
be/bcheck).

War 2: 3awTonbiBaem

BCe Gpelun BpY4HyIo

Ecimm paxe, HeCMOTpSI Ha TTaT4u M OOHOB-
JIeHus1, Openin B Oe3omacHOCTU Opay3epa
win OC B 11€JIOM OCTAIOTCS1, MbI 3aKPOEM UX
CaMOCTOSITEJIbHO — II0Ka Ul 9TOro Oyaer
JMOCTATOYHO MMEIOIIUXCSI MHCTPYMEHTOB.
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B ciyuae, eciu aToro Oyaer He xBataTh (K
MpUMepY, NMpU 3allUTe OT BUPYCOB), MBI
pacckaxeMm, Kakue CrelaibHble YTUIUTbI
CIe/lyeT UCTIOIb30BaTh.

LWar 3: 6e3onacHOCTbL KOMMblOTEpaA
He Bcsikas omacHocTh npuxomuT u3 MH-
TepHeTa. MHOTAA IIMMOH HAXOIUTCSI COB-
cem 0M3KO, B BaumieM ke oduce. B aroii
CBSI3W MBI TIIATEJIBHO PACCMOTPENIM CTpaTe-
r'Mu 0e30MacHOCTH TPeX OINepPallMOHHBIX
CHCTeM Ha YpOBHe JioKaibHOU cetn. Ha-
CKOJIBKO JIETKO MOXHO TIOJYYUTh YyXXHe
perucTpalMoHHbIe TIApOJX U B KaKOil CTe-
MEHU OHU 3allUIIeHbl IHUppOBaHUEM?
Bospliryro posib UrpaeT Takke pacripenesie-
HHe TIpaB JOCTYIIa U yIpaBjieHue padboToit
MOJTb30BaTeIel: KaKUMU BO3MOXKHOCTSIMU
00J1a1aI0T CeTeBble aAMUHUCTPATOPHI, YTO-
Obl, K MPUMEDPY, caeaaTh TOCTYMHBIMU OT-
JIeJIbHBIE CEKTOPHI KECTKOTO IMCKa TOJIBKO
IIJIST OTIpeIeJIEHHBIX TPYIIIT ToJib3oBaTeseii?
beszomnacHoii paboTe ¢ TaHHBIMU CITOCOOCT-
BYIOT M OPMEHTHMPOBAHHBIE Ha MOJIb30BaTe-
JIs QYHKITUY pe3epBHOTO KOITMPOBAHUS pe-
ecTpa U CUCTEMHBIX (haiiJioB.

Windows XP

C 3T0ii omepalMOHHO cucteMoit Micro-
soft y>X TOUHO JIETKO He TIPUXOIUTCS, Bellb
exenHeBHO B CeTH MOSIBISIIOTCS BCE HOBbIE
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2 Windows XP

coo0l1eHus1 0 npobeyiax B cucreMe 0e30-
nacHocty Windows. UTo u3 npeapaccyakoB
o0 HeHazaexHoctu 3toii OC mpaBaa, a 4To
HET, MbI paccKaxeM Huxe. Kpome Toro, Bbl
y3HaeTe, KaK MOXHO 3aj1aTaTh HallIeHHbIC
B CHCTEME JbIPHI.

JlornuHo, 4TO camasi pacrpocTpaHeHHas
cHcTeMa IpUBJIEKAeT OOJIbIIE BCEro XakKe-
POB M TeX, KTO CO31a€T BUPYCHI.

UHTepHeT-0€30NacHOCTb

«Out-of-the-box» kopmopamuu Microsoft
BBITJISIIUT JTaJleko He MPUBJIEKATEIbHO.
ITposepka Qualys BoisiBUIa O6oJiee 25 mpo-
6eJI0B B cucTeMe 6e30I1aCHOCTH, YTO CyIIIe-
cTBeHHO XyXke, yeM y SUSE Linux u Mac OS
X, IpUYEM TISITh U3 HUX OTHOCSITCSI K CaMOit
OIACHOI KaTeropuu. YCTpaHeHUE ITUX He-
JIOCTaTKOB BO3MOXHO IPOBECTHU ITyTEM WH-
CTaJUISIUMM HOBeHIIMX maTyeil u Service
Pack 2. ITocne ux ycranoBku Windows XP B
TOM € TeCTUPOBAaHUU 3aBOEBBIBAET COBEP-
LIEHHO He3aMsITHAHHYIO PEIyTallnio.

UHcTannauma o6HOBNEHUN
CUCTEMbl 6€30MacHOCTHU

CoBceM Heobs13aTeIbHO KaXKIblii J1eHb 3a-
HOBO MCKATh OOHOBJIEHMS: CIELUATUCThBI
u3 PenMoHIa BeIBeIMBaIOT ux B IHTEpHE-
Te KOMIUIEKCHO BO BTOPOW BTOPHUK KaX-
noro Mecsitia. C aroro caitta (http://win-

RS <« C ycTaHOBKOM
Service Pack 2
MeXceTeBOoM
3KpaH onepa-
LLMOHHOM cUcTe-
mbl Windows XP

" ] Lecurity Center

S R T

aKTMBMpyeTcs
L aBTOMaTUYeCKu
oo .
1

2 0 0 4

»



TOP STORY Windows vs.

=

=]

» dowsupdate.microsoft.com) Bbl MoXeTe

cKayaTbh MX J100 BPYUYHYIO, JIMOO UCHOJIb-
3ys1 BcTpoeHHBI B Windows XP Momynb
OOHOBJIEHUiA. BbI 1aXe MoOXeTe HAaCTPOMUTh
MOMYJTb TAKUM 006pa3zom, uroosr OC cama 3a-
rpyXajla U MTHCTTMPOBaTa OOHOBJICHUSI.

AKTVIBaI.IMiI BCTPOEHHOoro
MeXceTeBOoro aKpaHa

Tonpko HaumHas ¢ Service Pack 2 mexcere-
BOI 3KpaH BKIJIIOYAETCS aBTOMATUYECKH U
3aIMINAET BCe BasKHBIE CETEBBIE COCAMHE-
HUS WM Tiepenady JaHHBIX Ha yIaJeHHbIA

Moccapuin

B
[ b

OnacHble cnyx6bl

MHorune npokosibl B 6€30MacHOCTM KacawTcs
pasnnyHbIX cnyx6 n npotokonos. Huke —
caMmble BaXHble U3 HUX.

» ICMP: npotokon Internet Control
Message Protocol TpaHcnopTupyet coobuye-
HUA 06 OWMOKAX ANA CETEBBIX MPOTOKONOB
IP, UDP u TCP. Camoe n3BectHoe cooblieHue
ICMP — komaHga «Ping». PasHoo6pasue
ICMP-coobueHnii (ux okono 20) no3sonser
aTakylolnm cobpatb MHPOPMALMIO O CUCTe-
Me MyTeM OTMPaBJEHNS COOTBETCTBYIOLMX
ICMP-naketoB.

» RPC: npotokon Remote Procedure Call
Protocol 3anyckaet dyHKLUMK Ha Apyrux
KoMMbloTepax, kK npumepy, npu Remote
Computing.

» UDP: npotokon Users Datagram Protocol
Asnsercs, Kak u TCP, npoTOKONIOM KOMMYHUKa-
LMK Mexay KomnboTepamu. PaBHo kak u TCP,
UDP peitcteyet yepes Internet Protocol (IP).
» TCP/IP: uHTepHet-npotokon (IP) dpar-
MEHTUPYET W afpecyeT AaHHble U nepepaet
ux. MpoTtokon Transmission Control
Protocol (TCP) ero fononHsert u 3a6otutcs
0 COpPTUPOBKE NaKeTOB B NPaBUbHOI NO-
CNef0BaTeNbHOCTH, A Takxke obecreynsaer
KOMMYHMKaLuio 6e3 nomex.
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y3en. Cucrema MOJHOCTbIO OJIOKUPYET BCe
ICMP-nakeThl, K IpUMeEpy U3BECTHYIO J1a-
e «JaitHukam» komaHny «Ping». bnarona-
ps. 9TOMYy BBl MOXKeTe TepeABUTAThCS TI0
WuTepHeTy mpakTUiecKu He3aMedeHHBIM:
BCE 3aMpOChl MMOTEHIIMAIBHBIX aTaK Ha Balll
komibioTep XP npenpoBoxaaer B uHGOp-
MallMOHHYIO «<HUpBaHy». [Ipnyem 3mech He
TpeOyeTcsi HUKAKMX 0COOBIX HACTPOEK, U3-
HayaJIbHO 3afaHa ONTHUMalTbHasi KOHMUTY-
pauusi. A B cilyyae, €clid TOW WIM WHOK
MporpaMMe — K TIPUMEpY, JIEKTPOHHOMY
OUpKeBOMY OpOKepy — MOTpeOdyeTcs MopT,
Windows aBTOMaTH4YeCKM BBIIACT 3ampoc,
CJIEIYeT JIU €T0 OTKPHITh.

UHcTanngauua AONOJIHUTE/IbHOMN
3awWuTbl OT BUPYCOB
Co3snaTesiu BUPYCOB YK€ MPUCTPEJISTUCH K
Windows: Mo JaHHBIM M3BECTHOTO pa3pa-
0OTYMKa aHTMBUPYCHBIX MporpamMm Sophos
(www.sophos.com), B 2003 romay 651710 60JTb-
1IIe BUPYCOB U UepBeil, YeM Koraa-Jnbo pa-
Hee — SIBCTBEHHO IPOCMAaTpUBAETCST TeH-
NIEHIIMS K HapacTaHWIo 3TOro Bajia. Tak Kak
OOBIYHO aBTOPbI BUPYCOB CTPEMSITCSI MH(U-
LIMPOBATh KaK MOXHO 0OJIbIlIee KOJIUYECT-
BO KOMIIbIOTEpOB, Windows siBisieTcst st
HUX OTJWYHOUW MUIICHBIO, Belb €€ IOJIS
pbIHKAa B OOJIACTH JOMAITHUX KOMITbIOTE-
poB coctasisieT 6osee 90%.

3amuTy OT HapacTalllleil OMmacHOCTH
Windows XP cama 1o cede He MOXeT Ipe/-
JIOXWTDb, 9TO CTAHOBUTCS 3amadeil CIICLU-
aJbHBIX TIpOTpaMM, B JTAHHOM cCiydyae —
aHTUBHUPYCOB. HeolleHMMbIMU TTOMOIIHM-
KaMU B OOHapY>KeHUH TaK Ha3bIBAEMBIX BH-
pycoB in-the-wild ciyxaT mnpexnae Bcero
nBe mporpamMmbl. KomMepyeckuii makeT
AntiVirenKit 2003 Professional kommanuu
G Data (www.gdata.de/gdc/start) HaiimeT
J110001 BUpYC Gsiarogapsi IByM CKaHUPYIO-
UM JBIKKaM. EXMHCTBEHHBIN ero Hemo-
CTaTOK 3aKJII0YaeTCss B TOM, YTO 3a TaKylo
3((HEKTUBHYIO 3aLLIUTY MPUXOIUTCSI JOPO-

Windows XP
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A lliudppoBaHHas painoBas cucrema
(EFS) o6e3onacut Bxoa B Windows
XP Professional

TO TUIATUTH: TPOTPaMMa HEMMOBEPHO Tpe-
OoBaresbHa K MPOU3BOIUTEIBHOCTH CUCTE-
Mbl. Topaszno ObicTpee AeiicTByeT OecruiaT-
Hag yrtuauTta AntiVir Personal Edition
(www.free-av.com). Ee HemocTaTkoMm sIBIIsI-
eTcsl TO OOCTOSITETbCTBO, UTO B 00JIACTH
«300BHUPYCOB» (BUPYCHI, CIIPOrPaMMUPO-
BaHHbIE CIELMAIBHO IJIsI MCCIeA0BaTEb-
CKUX LeJieil) OHa 3HAYUTEJIbHO OTCTAeT OT
AntiVirenKit npousBoacrtBa G Data.

Ecnu BbI XOTUTE CTOMPOLIEHTHOM HAlEX-
HOCTH, JIy4Ille BCETO YCTAHOBUTH K TOMY XK€
u nporpammy ot PivX. Yrunura Qwik-Fix
(Www.pivx.com) WAeT ApPYTMM IyTeM: OHa
3aIIMTUT Balll KOMIIBIOTEp €Ll paHblIe,
yeM pa3paboTyuK BbimacT matd. [Iporpam-
Ma 3apaHee yCTpaHseT MpoOesbl B cUCTeMe
6e3onacHocTu. K mpumepy, 6Jiokupyer ata-
KOBAHHBIE TTOPTHI.

OGesonacuTtb Gpay3sep

B xauectBe Opaysepa Windows XP nipenia-
raet Internet Explorer 6. Mbl IIpoBOAMIN
Tect Opayzepa Browser security test komma-
Huu Scanit (www.scanit.net). Kak u B ciy-
yae ¢ npoBepkoit Qualys, BBISCHUIOCH, YTO
abCOJIIOTHO HEOOXOAMMO B 00s13aTeIbHOM
MopsiIKe WHCTAIUPOBAaTh BCe OOHOBJIE-
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» HUs. ToJbKO Iocjie TOro Kak ¢ UX MOMO-

1IbI0 OBLIM 3aKpbIThl BCe Opeliu, TecT
OoJibllle HE yKa3blBaJl HA TOYKU TMOTEHIIU-
aJIbHBIX aTak.

YTo0Obl OBITH TOTOBBIM OTPa3UTh MOTEH-
MaJbHbIe HaTaJeHWs] B OymylIeM, JIydiie
Bcero jaeaktuBupoBaTh ActiveX, Java u
JavaScript 1 BKJII0YaTh UX TOJIBKO IO HEOO-
xoauMocTu. [ns aToro oTkpoiite Internet
Explorer u B meHio «Tools» IIeJIKHUTE Ha
«Internet Options». B mosiBuBIIIEMcsT OKHE
BBIOGPUTE BKIIANKY «Security» W HaXMUTE
Ha «Custom Level». 3ateM akTuBUpYyiiTe
nepen nyHkToMm «Run ActiveX controls and
plug-ins» onuuio «Prompt». C 3T0rO0 MO-
meHTa Windows XP Gymer 3ampaiimBath B
cilyyae ¢ KaXIbIM 2jeMeHToM ActiveX,
noskeH Jiu Internet Explorer BbIMOJHUTH
KOMaHIy. DTO e OTHOCUTCS U K Java, HyX-
HO TOJIbKO B TOM X€ OKHE YCTaHOBUTh COOT-
BeTCTBYIOIIME HacTpoliku Ha «High safety».

Bbe3onacHOCTb KOMNbIOTEpa

B Windows XP kaxnplii 1ojib30BaTe b MO-
XeT paboTaTh B OTHECJIBHOM Tpoduiie.
MoXHO BbIOpaTh OAMH M3 IBYX BAPUAHTOB:
WM TIOJIHBIE MpaBa AOCTya U CBOOOMIHOE

Test Your Browser's Security How!
Ving Eriwin' feorl i Be
Frowwee Maniis © [Mscrioh i FFC Gles 38,3 ey
Sl ARpEELRSN DE POHTUAL i Cuoie Satarvt 24 1
Yemon uranTar
Pigdorm raroas
T Sl ol pFoiec i I iyl Dy |l et i e
AR 0f e bersanns Thad mgara e i magi ol o o 3l o
drmafi por Bowist We G501 S ey el Fal e b
PR MO0 I L I D verE The i pfee
Vg Lkl STl W WP By § o e mETm
e i pwiias ko0 Fep bufl Seew
" Taw mweran Fagasn? pogh
" Tl Micilla ‘b

Ferd ilpwrs Snsgn
3. Fgn ol it i

df:jé Start the test

A TecT Gpay3epoB Mbl NPOBOAUIN
¢ nomouybio Browser Security Test
KoMnaHuu Scanit
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pacropsikeHUue OrNepalMoOHHON CHUCTEMOI,
WM OrpaHuueHHbI noctymn. [lonb3oBate-
JIN «BTOPOI KaTeropuu» OyayT, TaKUM 00-
pasoM, yrpaeJsiTh B KaKO#-TO CTENIEHH Ba-
meit OC, HO HE CMOTYT yCTaHABJIMBATh
MporpaMMHOe 00ecTiedeHre I U3MEHSTh
CUCTeMHbIe HAcTpoiku. OIHaKO Ha MpaK-
TUKE B pacrpe/e/IieHUN MpaB YIpaBIeHUs U
JIOCTYTIA K MapoJisiM 4acTo 0OHAPYKMBAIOT-
cs JIa3eKu.

0OGe3onacuTtb

npoduamu nonb3oBarenen

Bbl Moxere emie mepen 3amyckoM XP
HaszHauuTh 3arnpoc mapoiss BIOS. Torma
TOJIKO T€ TIOTBh30BATENM, KOTOPhIE 3HAIOT
MapoJjib, CMOTYT HaYaTh pabOTy 32 KOMIThIO-
TepoM. KoHEYHO, 3TO MOXHO OTMEHWTb,
€CJIM CHSITh 0aTapero MaTepUHCKOU IJaThl,
HO TIPU HOPMAaJbHBIX OOCTOSITEJILCTBAX Y
Bac Oy/eT Herutoxast 6a3oBasi 3alluTa.

Ilaponu Bxoma B mpodWIM TOJIb30Ba-
Teseit XP coxpaHsieT Kak Xell-3HayeHMsl.
Ecnu Bbl BBOaUTE naposib, Windows ero me-
PECUMTHIBAET U CPAaBHUBAET MOJACUYUTAHHOE
U coxpaHeHHoe 3HayeHus1. Eciu oHu cos-
MafaioT, BbI MOJy4aeTe AOCTYI K CUCTEME.
Windows XpaHWUT 3TW 3HayeHUs B (aiiie
SAM, KOTOpBIil HAaXOAUTCS B KaTajore
c:\windows\system32\config. Ho at0o He
Tak 0e30MacHO, KaK MOXKET [O0Ka3aThCsl:
Hamajalolue, y KOTOPbIX eCTh JOKaJIbHbII
TIOCTYTI K CUCTEME, MOTYT BCEro JIUIIb C MO-
MOIIIBIO Tapbl TPOCTHIX YTUIUT u3 UHTEp-
HeTa 3aMEHWUTb XPaHWUMBbIE Xelll-3HAYeHUs
CBOMMU COOCTBEHHBIMU W TIPUIMCIUTH Ce-
051 K MOJIb30BATEIISIM.

IIpenoTBpaTuTh MOAOOHBIE ClAyyau MO-
MOXET CUMTAIOIAsICSl BIOJTHE HaAEXHOM
cucrema EFS (Encrypting File System), c
TIOMOIIIbIO KOTOPOIi BBl MOXeTe 3aimdpo-
BaTh (DAIJTIOBYIO CUCTEMY TaK, YTOOBI TOJTb-
KO «yMOJHOMOYEHHBIE» IOJIb30BATEIN
MOTJIM O3HAKOMUTBCSI C COAEPKUMBIM Ke-
CTKOTO OuCKa. AKTUBUDPYHTE (YHKIINIO

¥ Windows XP

A Cpenaiite ABOMHOM K/IMK Ha «nolm-
hash» u B nyHKT «3Ha4eHue» BCTaBbTe
uudpy 1

«ITyck - BbITTOTHUTE — syskey» 1 HAXXMUTE
Ha KHornky «Enter». B mocnenytoiem aua-
JIOTOBOM OKHE BbIOepHUTe MYHKT «OOHO-
BUTb». [locie 3TOro BBl YBUAWTE CIHMCOK
npemiaraeMbix omniuit. Camblil HaIeXXHBIT
1 6e30IacHBIN TyTh: MYCTh CHCTEMa caMa
CTeHEpUPYET MapoJib, KOTOPBI BaM HY>XHO
OyneT 3aTteM coXpaHUTb Ha nuckerte. [1pu
KaXIOM BKJIIOUEHUU KOMIIbIOTEpPa MPOCTO
BCTaBbTE TUCKETY B MMCKOBO.

Ipu ynpaeneHun paboToil TIOIb30BaTE-
JIell CyIIIeCTBYeT ellle OfHa Ja3eiika: eciu
MOJb30BaTeNb IMOMEHSIET CBOW MapoJib,
Windows coxpaHUT ero B ABYX Xelll-3Haue-
Husx. O6a 3HaueHus: cucrema XP omsaTb-
Taky moMecTuT B ¢aiim SAM. Bropoe 3Ha-
yeHne HocuT uMms ¢aitta LMHash (LAN
Manager Hash) — 3To nmepexuTok u3 Bpe-
meH Windows 3.1, KoTopwiii co3maercst
TOJIbKO U3 COOOpakKeHUiI COBMECTUMOCTH.
Xakepam Takasi CUTyallusi JaeT BCe KapThl B
pyku: Benb LMHash pacmosHaer TojbKo
3aryiaBHbIE OYKBBI, CIENOBATEIHHO, YUCIIO
BO3MOXHBIX KOMOWHAIIWI 3HAKOB TapOJIst
pe3ko cokpamaercs. CrenyeT Ne3aKTUBU-
poBaTh BTOpOE Xelll-3HayeHue. st 3Toro B
MeHio «[lyck» BbiOepuTe <«BBIMOJHUTEY,
Habepute «regedit» u Haxxmute «OK». Ile-
petinute k kmouy «<HKEY LOCAL_ MA-
CHINE\SYSTEM\CurrentControlSet\
Control\Lsa». B mpaBoii yactu cuenaiite
JIBOMHOI KUK Ha «nolmhash» u B myHKTe
«3HaueHue» yctaHoBUTE LMGpY 1.
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A C 3Toro canta Bbl MOXXeTe CKavaTtb
o6HoBneHus ana Windows XP Bpy4Hyio

lndpoBaHue Katanoros

Ecnu 8ol ucnionbdyere XP Professional, Mmo-
xkere 3ammmdponats manku NTFS. [lns ato-
IO HaXMUTE TIPaBOMl KHOIKOW MBIIIM Ha
HYXHYIO Manky 1 BeiOepuTe MyHKT «CBOI-
ctBa». [1ox 3aronoBKoM «JIpyrue» akTUBM-
pyite onuuio «llludpoBarh comepxumoe,
YTOOBI 3allIUTUTh JaHHBIe». Terniepb UHGOP-
Mauusi OyaeT 3alIuilieHa — Xakepy LeToin
KU3HU OyIeT MaJsio, YTOOBI B3JIOMATh KOJI.

Windows vs.

Linux vs. Mac OS

IudpoBaHue UCIOIL3YET HE MapoJib, a
HaJeXHBINA cepTU(UKAT, KOTOPbI TOIKEH
OBITh YCTAHOBJIEH Ha BallleM KOMIIbIOTEpE;
VMEHHO OH CIIyKUT KitouoM. Tornbko ob6ma-
nasi UM, Xakep MOXET TOJYYUTh JAOCTYM K
BalllUM AaHHBIM. [103TOMY MBI pEKOMEH-
JiyeM 3KCIOPTUPOBaTh cepTUdUKAT U CTe-
peTh ero ¢ XecTkoro aucka. [eiicTByiiTe
clenyriuM obpa3oM: B MeHIO «Ilyck»
BbIOepuTe MyHKT «Hactporika», 3aTtem «Ila-
HeJIb YTIpaBJICHUS» U IBAXKIbI MIETKHUTE Ha
«Onuun Mutepuera». Ha Bkianke «Conep-
Xumoe» Bbioepute «Ceptudukarbi». Ha-
KMUTE Ha «DKCIMOPTUPOBATH» U BHIOEPUTE
«Jlanee». [TosBuTcs myHKT «Jla, 3KCIOPTU-
pOBaTh IMYHBINA KITI0Y», KOTOPBII BaM HYX-
HO Oynet aktTuBupoBaTh. Ciemyroliee OKHO
MOXeTe IMPOTYCTUTh, HaxaB «[amee». Te-
nepb BBeAMTE MapoJib. B KauecTBe mecta
COXpaHEHMs KJIloya BHayaje UCIOJIb3yiiTe
xectkuil auck. [loaTrBepaute mocienyro-
1ue cooOiieHus. 3aTeM Bbl CHOBa OOHApY-
JKUTE TepeueHb cepTudukatoB. Beibepute

MpoceccuoHanbHaa npoBepka

Y1o6bl npoTecTUpoBaTh 6E30MaCHOCTb CUCTE-
mbl, CHIP BMecTe ¢ akcnepTamu amepuKaHcKom
komnaHuu Qualys nposen 06LWMpPHY0 OHNANH-
nposepky. Qualys sBnsieTcs 0AHUM U3 MUPO-
BbIX 1AEPOB B chepe besonacHocTu («Best
Security Service 2004», SC Magazine Global
Award); aTa KoMnaHus Aenaet NoYTU MUIIMOH
aHann30B 6e3onacHoCcTM B kBapTa. B uucno
€e KOpnopaTUBHbIX KNNEHTOB BXOAUT U ame-
PUKAHCKOe NPaBUTENLCTBO. [l YaCTHbIX Ku-
eHToB Qualys npepnaraet becnnatHoe TecTu-
poBaHue (http://freescan.qualys.com),
KOTOPOE M03BOJIAET BbIABUTb JECATb CaMbiX
BaXKHbIX Gpelueii B 6e30MacHOCTH CUCTEMBI.
lMpodeccroHanbHbie NPOBEPKYK NpefHa3Haye-
Hbl TOIbKO A5 NPEANPUATUI, UX CTOUMOCTb
UCYMCNAETCA MATU3HAYHBIMW YUCTAMK.
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B ncnonb3oBaHHO HaMW BepCUN AN KOP-
nopauui» TecTUpytowas nporpamma, pas-
paboTtaHHas Qualys, ckaHupyeT KOMNbOTEP
Ha npeamet 6onee 3500 U3BECTHBIX U HaU-
6onee cylecTBeHHbIX Gpeleil B 6e3onac-
HOCTW CUCTEMbI.

[lpy 3TOM NpoBepKa NPOXOAUT 0YEHb TOYHO,
nons ownbok coctasnser meHee 0,003%.
[lporpamma TecTupyeT BCe BaXHble XapaKTe-
PUCTUKM HAfleXKHOCTU KoMNbloTepa B cdepe
MHTEPHET- 1 OHMalH-6e30nacHoCcTu. BbisiB-
JIeHHble MPoGenbl CTPYKTYPUPYIOTCA Mo

NATU KAaTeropusm: nepeas creneHb 0603Ha-
4aeT HaUMeHbLLYI0 ONACHOCTb, NATAsA CTe-
NeHb NpeAynpexAaeT 0 HaNMynm KpanHe
onacHbix 6peueit B cucteme. [lanbHeiiwas
nHdopmauua: » www.qualys.com.

2% Windows XP

«¥YIanuTh» U IOATBEPAUTE 3aripoc Oe30rmac-
HOCTU HaxaTueMm Ha «[la». Ilepemecture
9KCITOPTUPOBAHHBII KJIIOY C KECTKOTo
ICKa Ha KaKOM-JIM00 BHEITHUIT HOCUTEb
IaHHBIX, K TIpUMEpy Ha IWCKETy WIN
Memory Stick. Korma Bbl 3axoTuTe BOC-
MOJIb30BaThCsl 3alIM(ppoBaHHBIMU (baiifa-
MM, UMITOPTUPYITE KITIOY C HOCUTEJIS.

He 3a0biBaiiTe mocie Kaxmaoro ceaHca
Windows ynansTh cepTU(dUKAT ¢ XKEeCTKOTO
nMcKa, Tak Kak Windows Ha HeM KaKIblit
pa3 3aHOBO COXPAHSIET KJIIOY JIOCTYIA.

UTor: 6e3onacHOCTb TONLKO
NMPHU YCTAHOBJ/I€HHbIX
OGHOB/IEHUAX

Pesynbrat Hallero tecta okasajacsi HEOXH-
naHHbIM: Windows He Takasi yXX HeHa-
NIeXKHasl orepaliioHHas cuctema. Eciy Bl
PeryJisipHO CKauMBaeTe OOHOBJICHHSI CUCTe-
MBI, He 3a0bIBaeTe MPO pe3epBHOE KOMMUPO-
BaHUe W Iudpyere (aiIoByI0 CHCTEMY,
MOXeTe He oracaTtbcs 3a 6e30macHocTb XP.
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4 OHnamH-npoBepkKa: Qualys BbicnexuBa-
€T Npo6ou B 6€30MacHOCTU CUCTEMbI
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Linux vs. Mac OS

SuSE

ITonb3oBarenu Linux nmonaratoTca Ha 6€30MacHOCTb 3TOWN CUCTEMBL, IOTOMY UTO
HU BUPYCHL, HU YePBU He NPEACTaBAAOT A1 HUX yrpo3sl. Ho peiicTBUTENbHO NN
3Ta OTepalUoOHHAsA CUCTEMA TaK HAZLEXKH], WIN, MOXET OBITh, IPOCTO He HALINOCh
TIOKA ellle BPELUTENIel, KOTOpble BHECAU 6bl CYMATULY B ee pabory?

O0pa31oBo-ToKa3aTeIbHbIM B Linux sBsi-
eTcsl paszie/ieHre Ha ToJib3oBaTesieil 6e3 Ka-
KX Obl TO HM OBLIO MpaB IOCTYMa U Ha aj-
MUHUCTPATOPOB — mnpsimoe Hacienue Unix.
Kaxk ciencrBue, BUPYCHI U YEPBU MOTYT B
XyIIIeM ClIydae TTOCSATHYTh Ha OTpaHUYCH-
HBIE TIpaBa TOJIBKO OTPEIETCHHOTO TI0JTh30-
BaTessl, U «3apakeHKe» He BBIMIET 3a 3TH
Mpeesbl.

"HTepHeT-ﬁe30ﬂaCHOCTb
Vxe B «ronoit» SuSE Linux oHaiiH-
npoBepka Qualys BBISIBIJIAa 3HAYUTEIHHO
MeHblIe Operneit, yeM B Windows; K ToMy
K€ OOJIBILIMHCTBO M3 HalIEHHBIX ObLIU OT-
HECEHBI K CAMOW HU3KOM CTEIIEHU OMAaCHO-
CTU. YIMBUTEIBHO, UTO OOHOBJIEHUSI HUKAK
He M3MEHWIM 3Ty CTaTUCTUKY — TOJBKO
TOCJIe TOTO KaK MBI BPYYHYIO aKTUBHPOBA-
JIV BCTPOCHHBI OpaHIMay3p, UCUYE3IH ellle
necsath abip. M Bce ke nsiTh po0OesioB, KO-
TOpPbIE OBLIM MPUYMUCIEHBI K CAMOI HU3KOM

CTENICHU OITaCHOCTU, OCTAJIUCh.

YctaHOBKa OGHOBJIEHUM

CUCTEMbl 6e30MacHOCTHU

Kaxk u B cayvasix ¢ Windows XP u Mac OS,
OOHOBJICHUSI MOXHO YCTaHOBUTH 4Yepe3
Wnrepner. [lpaBna, ecTh omgHaA 3arBO3aKa:
MocJjie YCTAaHOBKKM aBTOMAaTUYECKUE OOHOB-
JICHUSI J1eaKTUBUPYIOTCSI, aAMUHUCTPATOP
JIOJDKEH MX CHayvasla BKJIIOYUTh. DTy HaCT-
POIKY MOXHO M3MEHUTb: 3aMycTUTe Yast 1
akTUBUpPyiiTe B Momyne «I[IporpammHoe
obecnieueHue» onuuio «OHIaiH-00HOBIIE-
Hue». B cienyrolieM oKHe BIOEPUTE ITyHKT
«KoHpurypauust moJHOCTbIO aBTOMaTUYe-
CKOTO OOHOBJICHMSI» M TOCTaBbTE TaJIOuKy
HaIpoOTUB <«AKTHBUPOBATbh aBTOMaTHYeC-
KO€ OOHOBJIEHUE».
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BkniovyeHue
MU HacTpo#Ka 6paHgmayapa
Tak xak 6panamaysp SuSE He BkiouaeTcst
aBTOMATUYECKHU, TEPBBIM JEJIOM CJeoyeT
3aHSATHCSI UMMEHHO UM. B MeHemxkepe KOH-
¢urypamuu Yast BbI30BUTe MyHKT «beso-
MMacCHOCTh W TOJIb30BaTen». Haxkmute Ha
«bpanamaysp» 1 BbIOEpUTE CETEBOI MHTEP-
eiic, KOTOPbIil Bl XOTUTE 3alllUTUTD.
Tomy, KTO 9KCIUTyaTUpYyeT cepBep, HY)KHO
elle MoayMaTh U O TOM, YTOOBI (PUIIBTPO-
BaTh 3aMpockl MMHTOBaHUs. st aToro Ha-
10 OTpeNakTupoBaTh (ailn KoHuUrypauu
SuSEFirewall2 B xarasore /etc/sysconfig.
Kaxk nmonb3oBaresib «Root» oTkpoiite 3TOT
daiin B KaKOM-JI1M00 penakTope U yCTaHO-
BUTE 3HaueHue rnepeMmeHHoi «FW_AL-
LOW_PING_FW» Ha «no». TeM caMbIM BbI
3amnpeTuTe OpaHAMAaydpy OTBeYaTh Ha 3a-
MPOCHI TMHTOBAHMSI.

KoHndurypauus 6paysepa
CranpmaprtHas yctaHoBKa SUSE ucrnonb3yet
B KauecTBe Opay3epa Konqueror, KoTopbIit
TaKXe MOXET CIIy>KUTh (haiJIOBBIM MEHEI -
xepoM U FTP-kiueHTOM.

TectupoBaHue Opay3epa He BBISIBUIO HU
OfHOI Opemn B ero 6e3omnacHoctu. [lpo-
Bepka Ha Cross-Site-Scripting (MexcaiiTo-
BBIIi CKPUNTHUHI, COKpalleHHO — XSS)
ObL1a MpepBaHa coodlIeHUEM 00 OIIUOKe.

Java u JavaScript aBroMaTU4YeCKN BKJTIO-
yeHbl. Eciiu BBl MokeTe 6e3 HUX O0OMTUCD,
JIy4ylle BCEro OTKIIOUUTh 3TU CKPUIITHI.
st atoro nepeiiautre B MeHio «Hacrtpoii-
ku - Konqueror - Java & JavaScript»
W CHUMHWTE TaJllouKu HampotuB «[lo-
HOCTBIO yaassTh Java» 1 «IToJHOCTBIO yaa-
asatb JavaScript». Oror KDE-6paysep He
BllaficeT HeOEe30MacCHbIMU TEXHOJIOTUSIMU

Linux
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A HagexXHocTb: B HacTpoiKax Gpay-
3epa Konqueror MOXXHO yAOGHO
HacTpouTb pa6oTty Java u JavaScript

Microsoft ActiveX m VisualBasicScript.
Hai coser: 3ameHuTe cTaHAapTHBIN Opay-
3ep Ha Mozilla Firefox — oH Takoii e Ha-
JIE>KHBIN, HO 3HAYUTEIbHO 00Jiee YIOOHbI.

BKalovyeHue 3awuTbl OT BUPYCOB
Bpenutenu B cpene Linux — He camast
Oosbliast rosioBHast O6osib. EBrenuii Kac-
TEePCKMIA, IKCIIEPT B 00JACTH KOMIThIOTEP-
HOI1 0€30I1acHOCTU, YBEPEH, UTO 3TO 00yC-
JIOBJIEHO TOJbKO OTPaHUYECHHBIM MCIOJIb-
3oBaHueM OC Linux. OgHako ¢akT ocTraer-
¢ (bakToM: Ha JaHHBIA MOMEHT OIACHBIX
yepBeit o Linux He cylecTByerT.

B cranmapTHOIf ycTaHOBKE HET CKaHepa
aHTUBHUpYCA, OJHAKO B OTJIUYUE OT
‘Windows 31ech OH, 10 KpaiiHeit Mepe, pu-
CYTCTBYET B KOMITJICKTAIIMU: Ha CUCTEMHBIX
CD u DVD SuSE Bl HalineTe AntiVir ot
H+BEDV. Ilocne ero yctraHOBKM 3aHEeCUTE

B Root-Shell komanay «antivir-update».

be3onacHOCTb KOMNbIOTEpPa

[Ipu ycranoBke SuSE HeoOxommmo Kpome
npoduiist «Root» co3narh ere 1 Kak MUHU-
MYM OJIVH TOJIb30BaTeIbckuil. Eciiu BbI 3a-
XOTUTE BOWTU B rpacuyeckuii uHTepdeiic
KaK aJMMHUCTPATOD, 3KPaH B 3HAK IPELy-
MPEeXICHUSI CTAHET SPKO-KPACHBbIM, U Ha

»
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» HEM IIOSABUTCHA I/I306pa)KCHI/IC B3pbIBalo-

muxcst 6om60. Ha nmpaBax agMuHMCTpaTOpa
Bbl MOXeTe M3MEHUTb B Linux mpakrtuue-
cku Bce. SUSE 4eTko TPOBOIUT JUHUIO
MeXay TTpoGUIIIMU TTOJIb30BaTesIeit U TIpo-
dunem «Root», 1 ecau Mojb30BaTesb Mo-
MBITAETCSI BHECTU B CHCTEMHBIE HACTPOMKH
Kakue-au0b0 HM3MEHEHHUs, TOsSBMUBIIEECS
OKHO TYT e 3alpoCuT napoJjb «Root».

3awudpoBartb naponu

besomnacHocTh napouieit B cpene Linux 3a-
CJIY>KMBaeT TOXBaJl: OHU KOJIUPYIOTCS C TTO-
MOLIbIO AITOpUTMa 6€30MaCHOCTHU U COXpa-
Hsw0TCd B (aitne /etc/shadows, KoTopblit
JIOCTYTIEH TOJIbKO TIOJIb30BaTeNo «Root».
B muctpubdyruse SuSE Takke ecTh BO3MOX-
HOCTb IMGPOBaHUS TMapojeil: OTKpoiTe
MofyJb Yast «be3onacHOCTb U MmoJib3oBarte-
JIW» U TepeiauTe K rnoameHio «Hacrpoitku
0e3omacHoOCTH». J1JIs1 KOMITbIOTEpa C OHUM
MOJTh30BATEIeM TPU HAJTUYUM JOCTYIa B
WNuTepHeT moaxoaut creneHb 6e30MmacHoC-
™ «Level 1». Boiienure cOOTBETCTBYIOIIMI
MYHKT ¥ HAXKMUTE «3aBEPIIUTH».

3aKoaupoBaTb paiiioByIl0 CUCTEMY
IlIndposanne — omHa 3 pyHkuuit SuSE.
V3Ke TIpu yCTaHOBKE I1eJTbIe Pa3aesibl CUCTe-
MBI MOXHO CHAapsIUTh IMHUGPOBAHHON
(hailioBOit CUCTEMOIA.

BHumaHue: eciv Bbl XOTUTE UCIOJb30-
BaTh LIMGPOBAaHHYIO (DAIIOBYIO CUCTEMY,
BaM MOHAI00MTCSI OTAEIBHO BKJIIOUUTH 3TY
¢dyHKIUIO cpasy xe npu yctaHoBke OC,

Aakeata Lingm
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A BbiknounTte aBToMaTU4ECKUNA BXOJ,
B CUCTEMYy U perMCTDMpyﬁTer
CaMOCTOATEJIbHO
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Linux vs. Mac OS

SuSE

TaK Kak IMbpoBaHUe 3aTHUM YUCIOM Oy-
JIeT BOCIMPUHSATO KakK (hopMaTUpOBaHUE
¢aiiyioB 3aHOBO U MPUBEIET K IMOJHOMI MO-
Tepe JaHHBIX.

Daiibl M KaTajloTh Bbl MOXETE 3aKOIM-
posatb ox KDE ¢ «KGpg» (anamor PGP
n3 Windows). B KOHTEKCTHOM MEHIO
Konqueror BbIOEepuTE IOJA 3aroJIOBKOM
«JleiicTBUSI» MyHKT «YMaKoBaTh U 3aIiud-
poBath Manku». Eciu BBl ellle He co3manu
rmapy KJrodeii, mporpaMMa aBTOMaTUIEeCKH
TTOJICKaXKEeT, YTO 3TO HYXXHO chenath. Ec-
JIM BBl paHbIIe YXe co3maBaju pabora-
JoIlMe KJIIOUYM, MOXETE BbIOpAaTh MX yepes
ynpasieHue kmodamu «KGpg». [ neko-
IUPOBaHUS HYXHO OyIeT MpPOCTO BBECTHU
MapoJib, KOTOPBIi BBl ONIPEICTWIN TIPU CO-
3MaHUU KITIoYa.

MpoBecTH pe3epBHOe KonupoBaHue
DOYHKUIMY I PE3ePBHOTO KOMMMPOBAHUS 1
BOCCTAHOBJIEHMSI CHCTEMBl BHI HalifeTe B
Yast mon 3arooBkom «Cucrema». Mactep
pe3epBHOTO KOTTMPOBAHMSI BBIOOPOYHO CO-
XpaHsIeT CUCTeMHBbIe (hailyibl JJOKaJIbHO Ha
KecTkoM aucke uiau Ha NFS-cepsepe. [1pu
BOCCTAHOBJIECHUM BaM HY>XHO TOJIbKO BbI-
Opathb (ait1 ¢ coxpaHeHHBIMU NaHHBIMU,
BCe OCTaJIbHOE crcTeMa OepeT Ha ceOsl.

K coxanenuio, B Yast BBl He CMOXeTe
MOJACTPOUTHh aBTOMATUYECKOE pe3epBHOE
KOIMUpPOBaHUeE TMOJ CBOM HYXIbl. Eciu Bbl
3aXOTUTE COXPaHSATh CUCTEMY Yepe3 pery-
JIIpHBIE TIPOMEXYTKH, HYXXHO OyIeT CO-
3gath Cron-Job — mpoliecc, KOTOpBHIit
cHCTeMa 3aIycKaeT aBTOMaTUIeCKU M KO-
TOPBI, K TIPUMEPY, MOXKET ONpPenessiTh
eXXeJHEeBHbIC WM €XeHeleNbHbIe 3alaul.
Ecnu BaM HyxXHO, 4TOOBI Kakas-a1ubo 3a-
laya BBITIOJHSIACH €XXETHEBHO, OCTaBBTE
B Karanore /etc/cron.daily Shell-Script.
OH OyneT aBTOMAaTHUYECKM 3amycKaTb-
¢ KaXnwlii neHb. Korma MMeHHO 3TO
OyleT TPOMCXOAUThb, yKazaHo B aiiie
/etc/crontab.
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A Banomy He noanexurt: Linux moxet
o6e3onacutb pannoBylo cucTtemy
¢ nomoubio DSA-anroputma

WUtor: 6esonacHoCTb

C NOMOLbO HECKOJIbKUX NpUuemMmoB
Camag rmaBHast auwiemMma Linux: ata OC
JTOJXHA OBITH TOCTATOYHO MPOCTOM U B TO
XK€ Bpemsi HajexHoil. B auctpubytuse
SuSE ctpemiieHre K KoMMOPTY MoJib30Ba-
TeJiell MHOTIa 3aXOJUT CIMIIKOM AajeKo,
Y CTaHAapTHAsl yCTAHOBKA HE BCEraa COOT-
BETCTBYET UJEATbHBIM MPEACTABICHUSIM O
O6e3omacHocT. M3-3a aBTOMATUYECKOTO
BXOJla WJIM TPEeayCTaHOBOK ciyx0bl SSH
BO3HMKAET BEPOSITHOCTD IMOTEHIIMATbHBIX
aTak Ha B OCTaJbHOM HalEXHYIO CUCTEMY.
To xe camoe OTHOCUTCSI M K BBIKJIIOUEH-
HoMy OpaHamayapy. B ciyyae ¢ oOHOBIE-
HUSIMH, HAIPOTUB, HeJoCTaeT KoMbopTa,
aBTOMaTHYeCKoe OOHOBJIEHWE HYXHO
CHavajia akTUBUpoBaTh. OIHO U3 IPpEUMYy-
mectB SUSE — To, 4TO Ha MOCTaBJIsIEMbIX
NIMCKaxX eCTh BCE HEOOXOAMMbIE MPOTpaM-
MBI UIsT 0€30TIacHOl pPabOTBI CUCTEMBI.
Onuaemus depseil st Linux u BoBce He
npo0JeMa, OHa TPOCTO HE MOXET BO3HUK-
HYTh U3-3a 00pa3loOBOro pazaejeHUs
MeX1y aIMUHUCTPATOPOM U OOBIYHBIMU
MOJIb30BATESIMU.
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i Mac 0S X

[Tonb3oBaTenn Apple abcontotHo yBepens: Mac 0S X — 6e3omacHas omepanu-
OHHas cucrema. U 3To MOATBEPAUTCS, €CAU IIOCMOTPETh Ha Pe3ybTaThl Hallero
TecTUpoBaHuA. Ho B caMblil oCnefHUN MOMEHT IIPULILO U3BECTUE, UTO IT0J1b30-
BarenaM Mac He0OXOLUMO KaK MOXHO CKOpee YCTaHOBUTb «3aIllaTKu».

B ocHose Mac OS X nexur Darwin, uzme-
HeHHas Unix. Jlo cux mop oHa cuurtanach
HaJeXHOM, HO ¢ BBeneHueM Panther u Ho-
BBIM SIIPOM CHUTYallUsI MOXET U3MEHUTHCS.
Bupycsl n1st Mac Bpsii i CTaHYT TOJIOBHOM
00JTbI0 — JIOJISI PBIHKA TPUMEPHO B TISIThH
TPOIIEHTOB He TaK Y CWJIBHO TpUBJIeKaeT
xakepoB K Mac OS. Ha naHHbII1 MOMEHT 13-
BecTHO Bcero 30 BUPYCOB, KOTOpbI€ MOTYT
aTakoBaTh MaTdopMbl HIKe Bepcuu 9.2.2.

UHTepHeT-6e30NacHOCTb
ITpusepxeHbI Mac MOTYT pagoBaThCs: Ja-
K€ TMpU YCTAaHOBKE CHCTeMbl 0e3 «3aruia-
TOK» Halll TECT BBISIBUJ BCEro HECKOJbKO
Opeleil, MpuyeM BCe OHU OTHOCWIUCH K
caMoit HU3KoI crereHu onacHoctu. [loce
HACTpPOWKN OpaHAMaydpa OTKPBITBIMU OC-
TaJIMCh TOJIBKO JABE OE3BPEIHBIC BIPHI.

HacTtpoitka 6paHagmayapa
Bpanamaysp BKIIO4aeTCsl aBTOMaTUYECKU;
0TYACTH MMEHHO 3TUM MOXHO OOBSICHUTh
CTOJIb YCIIEITHOE IPOXOXKICHUE IIePBOrO
Tecta. K coxanenuto, B MeHio «Firewall»
BPSII JIU MOXXHO BHECTU M3MEHEHUS B Ha-
CTPOMKU: TpeaBapUTe]bHbIE YCTAHOBKU
HeNb3sl OTJaIWuTh, KaK W HENb3s OTrpaHu-
YUTh CIYXKOBI HA OTPeIeICHHOM KOMITbIO-
Tepe WIM B CETU COOCTBEHHBIMM IpaBUIa-
mu. Kpowme Toro, Bce UDP-niopThl octator-
CsI OTKPBITBIMU JUTSI BHEIITHETO Mupa. 2Kajb,
0Cco0eHHO yuuThiBas, yto B Mac OS X yxe
uMeeTcsl MakeTHbi ¢uastp BSD ¢ ipfw
s TCP, UDP, ICMP u IGMP. OueBugHo,
Apple peninia npeyioXuTh TOJIbKO OpaHa-
May3p ¢ TPOCTON KOHbUTypaluei, KoTo-
pBIii MU cTapTe TaKUX CIyxk0, Kak Apple
File Sharing nan Windows Sharing, obec-
MeyrBaeT aBTOMAaTUYCCKUI TOCTYII.

O KT d B P b

2 0 0 4

YToObI HacTpouTh ipfw, BaM MOHaT00UT-
csa yruwuta BrickHouse (http://personal-
pages.tds.net/~brian_hill/brickhouse.html).
C ee TOMOIIBIO BbI 3aKPOETE YETHIPE 13 I1Ie-
ctr o6HapykeHHBIX Qualys Opeleii B 6€30-
MACHOCTH CUCTEMBI.

IlenkHuTe Ha «3aMOYeK», YTOOBI Bac
UACHTUGULMPOBAIN KaK aIMUHUCTPATOPA.
Ornpenenvre Balll TUI UHTEPHET-COEIMHE-
nHus (Ethernet, DSL-monem, oObIYHBIN MO-
IeM), a Takke 0003HaubTe CIT0C00, Kak
BbI nojyyaere [P-anpec (kak mpaBujio, 3To
ObIBaeT allpec, TMHAMWYECKU BbIICIISIeMbIi
nposaiinepom). Crenyroniee OKHO MOXHO
MPOMYCTUTh, MO 3aBEpUICHUU MPOLETYPHI
HaxmuTe Ha «OK».

Termmeppr BB MOXeTe aKTUBHUPOBATH
OpaHaMay3p U 100aBUTh KaKue-Iubo Ipa-
BWJIA, K IPUMEDPY, 3aKPbITh 004 e1e OTKPbI-
ThIX opta 514 u 1434. 17151 5TOro HaxkKMUTE
Ha «Add Filter» u nobasbre «Deny» mist
Bxogsiero coeauneHus UDP-mopr 514.
To ke camoe OTHOCUTCSI U K TOpTy 1434,
YTOOBI 3alIUTUTH CHUCTEMY OT 3alpoOCOB
«Ping» u «Traceroute», HYXHO COOTBET-
CTBYIOIIIMM O0Opa3oM HACTPOUTbH MpaBuJa.
IllenkHuTe Ha «Advanced» 1 1eaKTUBUPYii-
te onuuu «Allow All ICMP Traffic» u
«Allow FTP Data Port». CHITB Tajlouky Ha-
0 1 HanpotuB Haanucu «Allow Network
Time». Ho nipu 3TOM clienyeT UMeTh B BULLY,
4yTo HacTpoliku B objactu ICMP B 3aBucu-
MOCTH OT MpoBaiifiepa MOTYT BbI3BaTh MPO-
0s1eMBI TpU NOAKIIIOUeHUU. YTOOBI o1pee-
JINTh HACTPOUMKU, IIEIKHUTE Ha <«Apply»,
3aTeM Ha «Install» u «Save».

Bbe3onacHocTb Gpay3epa
Bwmecte ¢ OS X kommnanust Apple nmocrasisi-
eT Opaysep Safari. Apple nmpuHIMIUATBHO
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A CoBCeM MpPOCTO: Kak U B cly4ae ¢
KOHKypupylouwuvu OC, B npoayKre
Apple Bbl MoXeTe 3agelcTBOBaTb
aBTOMaTU4yecKoe OGHOBJIEHUe

JleJTaeT CTaBKy Ha BBIKJTIOUEHME BCEX OITac-
HBIX CIIYXK0 M pa3peliaeT MX MCIIOIb30Ba-
HME TOJbKO TOTAa, KOrJa I0Jb30BaTe/lb B
SIBHOM BUJI€ MOATBEPKIAET UX aKTUBALIUIO.
Tak kak ActiveX B cpene Mac OS B 1060M
ciaydae He (DyHKIIMOHUPYeET, B Safari Hy>kHO
OyIeT OTKJIIOYUTD TOJIbKO Java u JavaScript.
B TectupoBaHuu Gpay3epoB Mbl ITOIBEPIIN
OHJIalH-TIpoBepKe Safari co craHmapTHBI-
MM HacTpoiikamu. Pe3yiabraT — HU OIHOI
opemm! A BoT mocie mast 2004 roga o6Ha-
PYXWINCh BecoMble Mpobessl B Ge3zorac-
HOI1 paboTe nMporpaMMbi.

HaCTDOMTb 3auiuMTy OT BUpyCcOB
Ectb 1u y OS X UMMYHUTET MPOTUB BUPY-
CcOB, 4epBeil M TposHcKUX KoHei? [loxka
emte 1a. Ho 8 ampens 2004 roma pabotaro-
mast B cdepe 0e30MaCHOCTU KOMITaHUS
Intego obpaTuia BHUMaHUE OOIIECTBEHHO-
CTU Ha TO, YTO OAWH MPOrpaMMUCT paspa-
0oTanm IS TECTOBBIX IleJiell TposiHLA
MP3Concept. [Ipu pa6ote ¢ iTunes nHpU-
LIMPOBAHHBIN (Dailyl He MPUINHUT HUKAKO-
ro Bpena. Ho eciu OTKpbITH €ro uepes
Finder, Bupyc HauHeT QUKTUBHYIO aTaky.
OnHM TOJIBKO MaKpOBUPYCHI AAIOT MOBOJ
IUTsT GECTIOKOMCTBA: OHM MOTYT MPUYUHUTD

»



TOP STORY Windows vs.

» Bpea npu pabore c¢ Office:mac, Tak uyTto

cJieayeT BKJIIOYUTh 3allUTy OT MakKpocOB B
penakrope Word m ToMy momoOHBIX. Ha
BCSIKWI CTyyail B KauecTBe aHTUBUpPYCa MO-
noviner VirusBarrier ot Intego. [TogpoOHee
cM. www.intego.com/virusbarrier.

Be3onacHOCTb KomMnbloTEepa
IIpeHeOpeub JTOKaAbHBIMU PErMCTPALIMOH-
HBIMU TTaposisiMu B cpene OS X, K coxkaire-
HUlO, eme Jierue, yeM B Windows XP: mo-
CTaTOYHO BCTaBUTh B AUCKOBOJI YCTAHOBOY-
HBII TUCK, BKIIOYUTH KOMITbIOTEP U YAEp-
JKMBaTh HaxaToi kiaapuiny «C». DToro
BIIOJIHE TOCTATOYHO, YTOOBI 37I0YMBIIIIJICH-
HUK MOT TIOJYYMTh TOJHBIA MOCTYN, HE
BBOJIS TApOJIN.

HasHauuTb Firmware-naposnb
MMeHHO M3 3TUX COOOpaXkeHWi BaM I10-
TpebyeTcs ycTaHOBUTH Firmware-maponb
(mpaktnuecku BIOS-mapons). [lis atoro
HYXHO TOJIbKO, YTOOBI Y Bac ObLIa yCTAaHOB-
JIeHa OfiHa U3 nocjelHux Bepcuii Firmware
(4.1.7. u Bbiwe). YToObl 3TO MPOBEPUTH,
ILIEJIKHUTE B MeHIO «Apple» Ha myHKT «Ye-
pe3 3TOT KOMIIbIOTep», 3aTeM «JlanbHeii-
mas uHopMalus» U BbIOEPUTE ITYHKT
«System-Profiler». B criiicke ammapatHoro
obecrieueHus moja MyHKToM «Boot-ROM-
Version» ykazaHa Bepcusi Firmware. Teniepb
BCTaBbTE B IIPUBO/JI, IIEPBbII IUCK U 3aiiaUTe
B Katayor «Applications/Utilities». 3amyc-
tute yruauty Open Firmware Password u
Haxmute Ha «Modify». [Tocie ayreHTHdM-
Kalluv Ballero TMapojisi aaMUHUCTpaTopa
aKTUBUPYITE onuuio «TpedoBaTh Maposib»
u BBeaute Firmware-naposb.

Ucnonb3oBaTb 6e3onacHblie Napoau
Mac OS X 10.2 u GoJyiee paHHUX BepCUlii cO-
XpaHsIT JIOKATbHBIE TIApOJIA B CITyk0Oe KaTa-
soroB Netinfo. Tam ux MoxHO ObLIO 1OCTa-
TOYHO JIerKO B3JioMaTh. HaunHas ¢ Bepcuu
10.3 OS X coxpaHsieT Mapojyd WCKJIIOUM-
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Linux vs. Mac OS
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A YTunuta u3 guctpubytuBa 0OS X nos-
BoasieT ¢opmaTupoBaTtb AUCK U pas3-
6uBaTb €ro Ha 4acTu — napTULUK

TeJibHO Kak «Shadow-Passwords», To ecTb
OHU rpaduyeckd OTOOpaxKaloTcsl B BUIE
3Be3mouek. Tak 4To MPOUYNUTATh UX C TIOMO-
1IbI0 KOMaHabl «nidump passwd.» yxe He-
Bo3MOXHO. B Bepcuu 10.3 paszpeliieHsl na-
poJIM JUTMHOM GoJiee YeM B BOCEMb 3HAKOB.
Cucrembl, KOTOpbIe TPEACTABISIIOT CO00
CBEXYIO BEPCHIO, CAETAHHYIO C MOMOIIbIO
«3arraTok» Ha ocHoBe 10.2, e1ie MOTyT cO-
nepXaTh CTapble XeIIMPOBAaHHbBIE TMAPOJIH.
DTO MOXHO TMPOBEPUTH UYepe3 KOMaHIy
«nidump passwd.». Eciiu Bbl HalifeTe Xelu-
pOBaHHBbIE 3aMKCH, MOXETE MOMEHSTb BCE
MapoJv B CUCTEMHOM HacTpoiike «User».

Bbe3onacHas pa6oTa nonb3oBartenen
OS X nmenuT mpaBa I0CTyIa Ha TPU KaTero-
puu: «Standard-User», «Administrator> u
«Root». OOBIYHBIX MOJIb30BaTEIEH MOXHO
«CHa0IUTh» UHAMBUAYAIbHBIMU OTPaHUYE-
HUSMU, YTOOBI OHM HE CMOTJIM YUTATh WIIN
YIAJISATh KaTaJoTu IPYTMX IOJb30BaTesIcit.
AIMUHHCTpATOpPy HE pa3peliaeTcst CTUpaTh
CHUCTeMHBIe (haiJIbl, 3TO TPUBUIECTHS MOJTb-
3oBarefist «Root». Tem caMbIM yrpaBlieHUE
paboToii mosb3oBaTeNeil Kak MUHUMYM
Takoe Xxe 0e301macHoe, Kak U B cpene Linux.
[MepBBiit poGMIb TOIB30BATENS, KOTO-
pBIii BBl PETUCTpUpYeTe TPU YCTAaHOBKE,
aBTOMAaTUYECKU CUMTaeTcs mpoduaem au-
MUHUCTpaTopa. YrpasjieHue paboToil ocy-
LIECTBISCTCA LIEHTPAJIM30BaHHO 4epes3

A MpepycTaHOBNEHHbIN GpaHaMayap
BXOAUT B HAGOP CTaHZAaPTHbIX NPO-
rpamm ansa Mac 0OS

CUCTEMHYIO HacTpoiiky «User». Ecau cum-
BOJI «3aMOYKa» 3aKPhIT, BOMIUTE B CUCTEMY
Kak agMUHUCTpaTop. YUTOOBI JTOKaTbHBIM
3JIOYMBIIIUIEHHUK [aXe He MOT YBUJIETb,
Kakue mpoduiv noyib3oBaTeleld CylecTBY-
IOT B CUCT€ME, Ha BCSIKUI ClIy4ail OTKJIIIO-
YUTE aBTOMATMYECKYIO PErucTpalvio: s
aToro meiakHuTe Ha «Login-Options», me-
aKTUBMPYITE aBTOMAaTUYECKU BXOI U W3-
MEHUTE IUaior peructpauuu Ha <«JloruH
u maposab». Onuum «Lazy», «Restart» u
«Shut down» Takxe Jaydlle OTKIIOUMTb.
DTO0 caenaeT HEBO3MOXKHOM CUTYaALIUIO, IPU
KOTOPOIii, IS TOTO YTOOBI YKJIOHUTBHCS OT
perucTpaluuu, IOCTaTOYHO OymeT Tmepe-
3arpy3uTh KommbloTep. [anpHeitme Ha-
CTPOWKM HYXHO OyImeT 3agaTbh B MEHIO
«System Settings - Security»: BKJIlounTe 3a-
LIMTY MapoJjeM Uil 3aCTaBKU 2KpaHa U 3a-
MpOC aBTOPU3AlMK aAMUHUCTpaTOpa s
BCEX CHCTEMHBIX HaCTPOEK, a TaKXKe OIpe-
JIEJTUTE aBTOMATUYECKUIT BBIXOI M3 CHCTE-
MBI TP €€ MPOCTOe.

3awudpoBaTtb painbl U Nanku

s mmmgpoBaHus (aitioB B pacropsKeHUN
OS X ecth Takoe cpenctBo kKak OpenSSL.
Jns Toro 4tobbl paboTa MpoTtekaia Jerko,
BOCITOJIb3YWTECh CHEUUATBHON YTUJIMTOMN
PuzzlePalace (http://personalpages.tds.net/
~brian_hill/puzzlepalace.html). C ee momo-
LIBIO BBl CMOXETe HACTPOUTh TAaKUE CUUTA-

»



» IOIIMeCs] HaAeXXHbIMU aJrOpuTMbl IudpoBaHusi, kak Blowfish

Cipher, Triple DES, DEA, CAST unu RCS. Boibepure Kakoit-1160
METOJI, TIepeTallnTe HYXKHBII (Daitl B OTKPHITOE OKHO MPOrPaMMbI
¥ Ha3HAYBTE TIapOJIb.

JI1s1 HaImMX MOOMJTBHBIX COBPEMEHHUKOB ONITUMATLHBIM BBIOO-
poMm Oynet «File Vault> B meHio «System Settings - Security».
3Hayok cericha ykasbiBaeT Ha 128-0uTHoe 1mudpoBaHue Karajora.
Ilpu BXome B CHUCTEMY <«yIIOJHOMOYEHHOIO» IIOJIb30BaTe/sI 3a-
11GPOBAHHBIN TOMAITHUI KaTaJlor OTKPOETCsl U OyIeT B pacro-
PSDKeHUH TI0JTh30BaTelIsl B TeUeHUe ceaHca. JApyrue 3apeructpupo-
BaHHBIE TTOJIH30BATEIN He 00JIaNaloT MTPaBOM JOCTYTIA K 3TO 00J1a-
cru. [lepen TeM Kak npuctynuthb K padote ¢ FileVault, HyxxHO Ha-
3HAYUTD IJIaBHbIN Mapoib. 3ateM akTuBupyiite FileVault, u nomari-
HUI KaTajor aBTOMaTU4YecKu OyaeT 3airdpoBaH.

C03AaTb aBToMmaTu4yecKue

pe3epBHble KONMUU

B OS X HeT yTuiuThI, KOTOpas ObI co3aBajia pe3epBHBIC KOITUU.
Ho Bl MoxeTe ciporpammupoBath Cron-Job, KOTopbiii OyneT Bbl-
MOJIHSTh JaHHble KOMaHIbl. s 3TOro TMOAXOIUT MporpaMma
CronX 2.1. KqukHUTe Ha TUTYIBHOI TUIaHKE B IMyHKTe «HOBBII».
Bribepure pazmen «[lpocroii/CTanmapTHblii» U 3amaiiTe Havyaao
pabortel B rpadax «Munyta», «Hac» u «JleHb Hemean». 3aIycTu-
Te pe3epBHOe KomumpoBaHue: «ditto-rsrc/Users/admin/Volumes/
HD2/BU/admin». Tem cambiM home-Kartayior moJjib3oBatess «ad-
min» Oyzget coxpaHeH B paznen HD2 B katanore BU.
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A 3awmTta oT NPOHUKHOBEHUNA: 6paHamayap BrickHouse
BHeECeT CBOIO NienTy B 6e3onacHocTb Bawen 0S X

»

TecT 3awmumweHHoctTn OC

YT06LI He NoTepnTL BCE!

MB kakoi 6bl chepe Bbl HU TPYAUINUCH, YeM Obl HU
3aHUMaNMCb, HECOMHEHHO, Bbl BbIMOJIHSETE O4YEHb
BaXxHYy0 paboTy. B Bawiem aene kaxaasa cekyHaa Ha
cueTy, n cboeB ObiTb He Ao0/kHO. MC MCTOYHUKOM
6ecnepeboiHOro nuTaHns Powercom Bbl YBEPEHBI,
4YTO peaynbTaT Ballero TpyAaa 3aBUCUT TOJIbKO OT
Bac, aHe OTNpo6EM C3NIEKTPONUTAHNEM.

i
NUcTo4HuKkn BecnepeboiiHoro MuTtaHuna
Powercom: oT 63308011 A0 a6COAIOTHOW 3aWUTDLI

EPOWERCOM

Complete Power Solution™

123 610, Mocksa, KpacHonpecHeHckas Hab., A.12,
UeHTp MedxayHapoaHoit Toprosaw, oduic 1407
TeA.: (095) 258-1630, dakc: (095) 258-2247
e-mail: info@pcm.ru - Www. pcm.ru

NOCTaBLLNKN peLueHNA:

Mockga: Aiitn (095) 9747979 / Ap6aiiT Komnblotepc (095) 725 8008
MBeHpenuvH (095) 269 0760 / KpadTeeii (095) 956 4980

Jan-MpoekT (095) 947 0368 / AnekTpoumnynse (095) 282 8574

Diamond Communications (095) 956 6676

UpkyTtck: DARS (3952) 252 525 / KpacHosipck: CuHTes-H (3912) 555 519
Ydéa: Hupca (3472) 798 237
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Linux vs. Mac OS

C Mac 0S X

» 3awmndpoBaTb pe3epBHble KONUU

CiyxxebHasi mporpaMMa >KecTKOTo IucKa
COXpaHsIeT BCE €ro CoAepKUMoe — pasfie-
JIBI, TIanKu U (aitnsl — B 06pas. [Tpenmy-
IIIECTBO TAKOTO METO/Ia PE3EPBHOTO KOTTUPO-
BaHUSI COCTOMT B TOM, YTO 00pa3 MOXHO 3a-
mudposaTh B 128-6uTHOM pexume. 3amyc-
TUTE YTWINTY B MeHlo «Programs/Service
Programs». Bwibepute myHKT «Images -
New - Image of the Folder». C momoIiisio
daitioBoro Gpaysepa BbIIETUTE TOT KaTa-
JIOT, /U KOTOPOTO Bbl XOTUTE CO3[aTh pe-
3epBHYIO KONUIO, U Haxxmute «Open». 3a-
JaiTe UMs KaTajgora v OMpeaeuTe MecTo,
IJe OH JIOJKEeH OBbITh coxpaHeH. Teneps ak-
TUBUPYUTE XenaeMblii dopmar obpasa u
coOCTBEHHO omuuio mudposanus. Ha-
KMUTE «Save», U MPOLECC PE3EPBHOTO KO-
MUpoBaHUs B 00pa3 HayHeTcs. [IBOHHBIM
LIETYKOM MBI 00pa3 MOXHO MOHTHPO-
BaTh B BUPTYAJIbHbBIN 1UCKOBO/I,.

B nocnepHuit MOMEHT

HoBasa 6pews B 0S X
Mocne 3aBeplueHns Halero TecTa 06Hapy-
UNCA OAWH KpaiHe 3HauMUTeNbHbI Npoben
B 6e3onacHocTn 0S X, KoTopbIi NOMUMO
Safari 3atparuBaet u Bce ocTanbHble 6pay-
3epbl, pabotatowme B cpege 0S X. Yepes aty
Opellb HanapaLWKi Ha CUCTEMY MOJKET, UC-
nonb3ya coorserctaytowmit URL, 3arpy3ntb
00pa3 AucKa, KOTOpbIA, K MpuMepy, yaanser
Yepes CKpUNT BECb AOMALIHMI KaTanor —

a no/ib30BaTe/ib 3TOr0 AAXKE He 3aMeTUT.
Apple noarotoBuaa «3annartky», Ho OHa

Ha camoM fiefie cnocobHa YCTPaHUThL He Bce
npo6iembl. B 6€30MacHOCTM Bbl OKaXeTeCh
TONbKO € yTunuToii Paranoid Android. 31a
oecnnartHas nporpamma 3aluUTuT Ball KOM-
MbIOTEP U OT TaK Ha3biBaemoro HelpViewer,
KOTOpbIN CO3AaeT noxoxue npobnemsl. Mo-
Apo6Hee cM. » www.unsanity.com/
haxies/pa
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UTor: noKka BnosnHe 6e3onacHo

B «cbipom Buge» OS X Bpsia i MOKET MO/~
BEprHyThCsl HamageHuio u3BHe. OmHaKo,
YTO KacaeTcs JJOKaJbHOU cepbl, 3Ty CHUC-
TeMy MOXXHO OpaTh TOJIBIMM pyKaMu. 2Kab,
yto Apple He CIMIIKOM 3a00TUTCSI, UTOOBI
MporHGOPMUPOBATH CBOUX TOJIb30BaTENEH
0 TOM, KaK MOXHO 3allIMTUTh cuctemy. Benb
OOJIBIIMHCTBO Opelleii B cucTeMe 6e3orac-
HOCTH MOXHO «3aIlITOINAaTh» OTHOCUTEIHHO
JIETKO M 1pocTo. 3ato Apple mocrabiser
HoBylo Mac OS X Panther ¢ BecbMa pa3ym-
HBIMU OTNUIMSMM M C TIPOrpaMMHBIM obec-
neyeHuem Open Source. Eciau Bbl xoTute
elie 60Jibliie 00€e30MacuTh CUCTEMY, 3aei-
CTBYiiTe HecKolbKO freeware- mnum share-
ware-yTHJINT.

OGwMM pe3ynbraT

Windows, Linux, Mac OS: kakyio OC
MOXHO cYuUTaTb caMOi 6e3onacHomn?
BbI Takke mpumepXKuBaeTeCh MHEHUSI, YTO
Windows kpaiine ys3Buma? Tak mymaior
MHOTHE — U, KaK BBISICHWIIOCH, OIIMOAIOT-
cs1. HeoxxymaHHBIM pe3yibTaTOM TeCTHPO-
BaHMs1 cTayno 1o, yTo OC Windows noka3za-
J1a cebst oueHb xopoio. KoHeuHo, ms ta-
KO paboThl HEOOXOAMMO OOJIbILIOE KOJIU-
YeCTBO «3aIjIaTOK» U HOBBIN Service Pack 2,
4YyTO, B OOLIEM-TO, JeJaeT pe3yabTarT H0-
BOJIbHO OTHOCHUTEIbHBIM. Benb 6e3 Hux
Windows geMoHCTpupyeT HauboJIblliee KO-
JIMYecTBO Opelteit. OmHAKO MOCIe yCTaHOB-
K1 OOHOBJICHWII BCEe OHU 0JaroIoIyIHO
ncuesaroT. Linux u Mac OS camu mo cebe
MeHee ySI3BUMBI, HO 3aTO Y OOHOBJICHUSI yC-
TPaHSIOT JAJIEKO HEe BCE IBIPHI.

B yem 3akimouaercst paznuua? Eciau peub
WIET O BUpPYCax, UYEpBAX U TPOsSHaX, TO C
Windows XP cutyanusi o6CTOUT XyXe Bce-
ro. [IprurHa 3TOTO KPOETCS B TOM, UYTO C
aroit OC He mocCTaBsieTCsl CKaHEep-aHTH-
BUpPYC, a M3-3a PaClpOCTPaAaHEHHOIO UC-
MOJIb30BaHMsI OHA OblIa M OCTAaeTCsl caMoii
[JIABHOI MUILIEHbIO [IJIS1 XaKePOB.

© © O Encode/Decode

PuzzlePalace
Drog a Sle into the window 1o
eriads ur decode

_ Cipher _

) None

@ Blowfish |
) Triple DES |
) IDEA
) CAST ;
(JRCS

1 Post-Process with BaseG4
Dvop a file onto the window
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Yto KacaeTcs JIOKaTbHOM 6e301IacCHOCTH,
Windows noakayana u 3aeck. Benb B aToi
00sacTU KOHGMUTYypalUulo TPaKTUYECKH
HeJb3sl u3MeHUTh. COBCEM Apyroe Oeyo ¢
Mac OS u Linux: xotst B 06enx OC Hy>XHO
BPYYHYIO MOPa0bOTaTh C HACTPOMKAMMU, 3aTO
TOCJIe 3TOTO OHU TOpa3lo YCIelTHee BbI-
NIEPXKUBAIOT aTakKyd Ha JIOKAIbHOM YPOBHE.
JIOMOMHUTENBHYIO 3alIUTy O0ecrneynuBaeT
mudpoBaHHas (aitoBasi cucTeMa, OTHAKO
eii MOXKET IMOXBacTaThcsl TOIBKO Linux.

Bce Tpu cuctembl BrevaTsisitoT paboToit
¢ oboHoBieHUsIMHU. C MX TTOMOIIBIO Balla
OC Bcerna 6yaer 060pyn0BaHa I10 MOCJIEN -
HeMy cJIOBY TexHUku. B ciyyae Windows
3TO a0COJIOTHO HeoOXomamMasi Mepa, Tak
Kak BbIXojmell u3 PeaMoHma ocTaeTcst oc-
HOBHOIi LieJiblo Bcex xakepoB. Ho Apple
TOXE JaeT MOoBoJ JUisl OecroKoiicTBa: 00-
HapyXXeHHbIe Opely B 0€30MacCHOCTU «TSI-
XKeJOBECHbI», 37eCh 0Oe30TIaraTeJibHO Obl
MnoHajo0uIach «3aruiatka». Mexny Tem
Apple 1 Microsoft (ToibpKo ¢ Service Pack 2)
JIeTatoT CTaBKy Ha pabOoTaoIINil IO CTaH-
IAapTHBIM HacCTpoiikaM OpaHaMaysp, a B
cpene SuSE Linux ero Hago akTUBUPOBATh
CaMOCTOSATENbHO. [EIH
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Mpu nepBoi npoBepke TecT Qualys noKa3biBaeT,
410 Windows «out-of-the-box» oTKpbITa Hapac-
nallKy, ¥ 3TO He BbI3bIBAET 0COGOro JOBEPHS.
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HeoxunaaHHbIM UTOr: NOCNe YCTaHOBKKU NaTyen u
o6HoBneHun Windows nokasbiBaeT 6/1eCcTaLInm
pesynbTaT — He 0CTaNoCh HU OAHON GpeLun.

SuSE Linux 9.1 prof.
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Cutyaums ¢ SUSE Linux o6¢cTouT ropasao nyu-
we, yem ¢ Windows, © TeM He MeHee 3HayeHue
PUCKa CIULKOM YX BbICOKOE ANsi 3TOW CUCTEMBI.
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Mocne Toro Kaxk Mbl NYCTU/IN B XOf OGHOBNEHUS 1
HECKOJ/IbKO Pa3 LLESIKHY/IM MbILKOW B CUCTEMHbIX
HacTpoWKax, SUSE Linux cTana Heysa3BMMOM.
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Apple He fonycKaeT KOMNPOMWUCCOB, U AaXe B
«CbIPOM» BUAE CUCTEMA MOYTU HA CTO MPOLLEH-
ToB 6e30nacHa — O4YeHb MOXBasbHO.
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YcTaHOBNEHHbIE NaT4K OCTABAAKOT CUTYaLuio, B
06LeM-To, TaKow Xe. Ecnu ycTpaHuTb Bcero ase
6pewwn, Mac OS craHeT HernoABNacTHa atakam.

‘\ OOGLUMIA PUCK: UCXOAS U3 KONIMYECTBA M 3HAYUMOCTU OGHApPYKEHHbIX Gpeluet Qualys paccyuTbiBaET noKasatesb 06LEero prUcka: ot kateropun O Ao Kateropuu 5.

» TecT Qualys 06HapyXUN HU MHOTO HYU Maio
25 6peweit B 310i1 OC, NATb U3 KOTOPbLIX OTHO-
CATCA K CaMOMN BbICOKOMN CTENEeHU ONacHOCTH.
061Kt pUCK KOMMbIOTEpPA C YCTAHOBEHHOIA
Ha Hem XP TeM cambIM OLEHMBAETCA IKCnep-
TaMu no 6e30MacHOCTU Kak 04YeHb BbICOKMA
(NATb NYHKTOB W3 NATU BO3MOXHBIX).
HaiigeHHble Qualys npobenbl — noytu uc-
KHYUTENBHO OWMOKM NPOrpaMMUpPOBaHNS
B Kakux-116o cnyx6ax Windows. K npume-
py, TECT BbisiBUA Gpelub B 6e30nacHOCTH
Windows Messenger. MHOrouYMCNEHHbIE [ibl-
pbl, BbI3BaHHbIE NeYaNbHO U3BECTHBIM Nepe-
nonHeHuem Gydepa, NPOAOIKAIOT YepHbIi
CMUCOK, COCTaBNEHHbI TecTupoBasLeit XP
nporpammoit. OcTanbHble Npobessbl, Kak u

B c/lyyae c Linux, oTHocsATcs Kk paboTe pas-
JIYHbIX CYXKO, KOTOpble BbIAAIOT UHDOP-
Mauuio o KomnbtoTepe, Hanpumep ICMP
(Internet Control Message Protocol, cm.
rN0CCapuit) — 310YMBbIWNEHHUK MOXET,
CpeayM npoyero, y3Hatb, YCyramu Kakoro
npoBaifepa Bbl MOJb3yeTech.

0aHaKo nocne ycTaHoBKU 0GHOBAEHUI U
Service Pack 2 Bce noTeHLnanbHble TOUKU
HanageHus, KOTOPbIX 0 3TOro GblN0 BENU-
KOe MHOXeCTBO, ObIN YCTPAHEHbI.

» Qualys BbisiBUA 15 Gpeluei, XOTs OHU U He
Takue onacHble, kKak B Windows. 06wmit
pUCK HanagjeHus Ha cuctemy Qualys oueHun
KaK cpefHuii u moctaBun Linux 3 nyHkTa.
HepoyeTbl OTHOCATCA B OCHOBHOM K TEM
cnyx6am, KoTopble BULHbI BO BHELIHEN cpe-
ge. Llensimm atak oHM MOryT CTaTh, TONLKO
€C/IN B 3TUX CyK6ax BOSHUKHYT cO0U.
EauHcTBEHHAs Gpelb U3 TpeTbeil KaTeropuu
kacaetca Secure Shell (SSH), ocHoBHo# 3a-
Jaueit KoToporo ABaseTcs obecneyeHue be-
3omacHoro coeauHeHus. B sepcun OpenSSH
ecTb 6ar, KOTopbIil OTKPbLIBAET [OCTYN XakKe-
pam B ciy4ae nepenosiHeHus bydepa. [lse
cnepylolmx Gpewu (cTeneHb ONacHoOCTM 2)
otHocatcs K RPC u ICMP-coobueHusam.
310yMbILWAEHHWUKM MOTYT BOCMOJb30BATbCSA
Portmapper, koTopblit nepegaet RPC-3anpo-
Cbl CUCTEMHBIM CYXKOGAM.

[laxe oHNnanH-o6HOBNEHNE He UCTPABUIO
cutyaumto. SUSE no-npexHemy pearupyer
Ha 3anpochl MMHIOBAHMUA: TaK MOXHO BbISIC-
HWTb, BOCTYNEH W KoMnbloTep. MoXHO npo-
CNeAUTb U NYTb NAaKETOB faHHbIX. A yepes
3anpoc «whois» Ha caiite www.ripe.net/
perl/whois xakep MoxeT pa3y3HaTb, KNUEH-
TOM KaKoro nposangepa Bbl ABNSETECh.

» Mocne cTaHaapTHoit yctaHoBkn Mac 0S X
Qualys coobuyun o Hanuyuu wWectu GpeLeil
CaMOI HU3KOM CTeneHn onacHoCTU.

YeTbipe npo6Gena oTHOCATCSA K 061acTu fo-
6bluM nHdopmauuu. Mac 0S nponyckaet
ICMP-3anpocsl: k npumepy, 3anpoc «Ping»
1 OTBET, YTO KaKMe-1M6O NOPThl 3aKPbIThI.
K Tomy ke He npeacTaBnsfeT TpyAa npocne-
AUTb MyTb NaKeTa AaHHbIX UKW NOJYYUTb UH-
topmaumio, ucnonb3ys «whois». B cchepe
TCP n UDP (cm. moccapuit) Qualys Hawen
HepocTaTku B AByX oTKpbIThiX UDP-noprax:
514 (syslog) n 1434 (ms-sql-m). Syslog
06bIYHO MCMOJIb3YETCSA B CETEBbIX YCTPOICT-
Bax (Hubs, Router), a nopt 1434 — npwu
SQL-ayteHTudmkayuu. 06a He npeacTaBns-
10T c060i1 cepbesHoit onacHocTU. B obuem,
JaKe npu cTaHAapTHoit yctaHoBke OC MoXk-
HO CMOKOIiHO nyTewecTBOBaTh No CeTu.
TonbKo nocne HacTpoiiku NpaBun MexceTe-
BOr0O 3KpaHa npu BHYTPEHHEM MAKETHOM
tunbtpe BSD «ipfw» Tect Qualys coobuaet
0 HaJMYMM BCEro AByx bpelueit camoi Hu3-
KOii CTEMEHU ONACHOCTU — K NpUMepy,
Reachable Hostlist. OH no3BonseT yBuaeTb
IP n DNS nposaiigepa, y KOTOPOro 3aperu-
cTpupoBaH Baw Mac.
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