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I'IpaBuna AHOHUMHOCTMH

[lonb3oBaTens B MHTepHeTe HeU36€XKHO OCTaBAAET cnefbl. Ero Kom-
IIbIOTEPY MOTYT YI'POXKATb CIlaM, OTTaCHbIe CKPUIITH UAW LIMTUOHCKUE
nmporpammbl. Pacckas o ToMm, kak B CeTu HageTh WANKY-HEBUAUMKY.

0 TPUMEPHBIM oOlleHKaM, KHTep-

HETOM TTOJIB3YIOTCSI 0KOJ10 700 MU~

JIMOHOB YeJioBeK. Eciiu BBl cunTae-
Te, YTO B 3TOM Macce MepenBuraeTech abco-
JIIOTHO aHOHMMHO, 3TO He 0oJjiee yeM 3a-
onyxaeHue. Jlego B TOM, UTO MpH MyTellie-
CTBMSX OT CaliTa K CalTy 3a BaMU TSIHETCS
MpeaaTeabCcKuii ciaen nHpopmauuu. Jdaxke
Balll Opay3ep OTKpPOBEHHUYAET IPO ACTaI
CHUCTEeMHBIX HACTPOEK, BBICTABJISIET HaIlo-
Ka3 MHGOOPMAIINIO, KaKyl0 CTPAaHWYKY BBI
TOJIBKO YTO MOCETWUIM WM YTO MCKaIU B
Google. A yx yepe3 IP-ampec Bac MOXHO
WISHTU(UIIMPOBATh OTHO3HAYHO.

JI1s1 MHOTMX CaliTOB BBI YK€ CTaJld XOpO-
LIMM 3HAaKOMbIM. Bbl MOXeTe 3TO 3aMeTUTh,
KOTza MpW TMPOBEpKe MOUThI uyepe3 Bed-

uHTepdeNic Balll IOTMH aBTOMATUYECKU T0-
SIBJISIETCS] B OKHE BBOJIA. Takue 3HAKU BHU-
MaHUs OTHOCSTCS K O€3BPEIHBIM IO-
CIIEICTBUSIM CJIEXKHU 3a II0Jb30BaTeNIeM.
OpHako [elo TPUHUMAeT HeTpUsSTHBII
000pOT, KOrga peKJaMIIMKW HauMHAIOT
O0XOTY 3a JaHHBIMUM C MOMOIIBIO cookies 1
spyware. Baiiu nto0MMble cailThl, TIOC/IE/I-
HUE OHJIAWH-TIOKYTIKU, MCITOJIb3yeMOoe arl-
MmapaTHOE U MPOTpaMMHOe obecriedeHue —
Bcsl MHMOPMAIIUST CYMTHIBACTCS TPETbUMU
nuuamu 6e3 Bamiero Beaoma. Ha ee ocHoBe
JICCTBYIOILIME TIO BCEMY MUDPY MapKeTHH-
TOBbIC areHTCTBA CO3/AI0T IeTabHbIC MPO-
dwm mons3oBateneit. Kak ciencreue — Ha
KaXKIIOM IIary Bbl HATBIKAeTeCh Ha peKJIaM-
Hble OaHHEpbI, 3aBjekalolliue Bac Oosee
WM MeHee MOAXOSIIMMU TIPEITOXEHUSI-
mu. He MeHee ycepmaHo paboTaloT criaMephl:



C MTOMOIIBIO MaJICHbKHX HEBUAMMBIX XKy4YKOB OHU, K ITPUMEPY, MO-
TYT y3HaTb, OTKPHIBAJIM JIM Bbl COOOIIIEHUE CO CIIAMOM U JIaxke KOr-
JIa 9TO OBLTO, — TAKUM 00pa3oM OyIeT IMTOHSITHO, IIPOBEPsSIETE JIU BbI
MOYTY, MPUXOISIIYIO Ha 3TOT aJipec.

[Tpu HaBurauuu nmo CeTu MPoUcXoauT (HOHOBBII OOMEH JaHHBIMU.
Tak, cepBep 3anpoIIeHHOTO BaMU caiiTa y3HaeT 4yepe3 Bail IP-am-
pec, B KaKoii CTpaHe Bbl HAXOAUTECHh U yCIIyraMy KaKOro IIpoBaiiae-
pa mojb3yetech. Kpome Toro, B KaxIoM 3aIipoce COIePKUTCS MH-
dopmarnus o BamreM Opay3epe U OIepallMoOHHON CUCTeMe, O CHC-
TEMHBIX HACTPOMKAX, a TAKKE O TOM, C KAKOTO CaiiTa BbI MPUILIJIN.
Ho aT0 ele He Bce: cepBep, KakK MpaBUIIO, OCTaBsIeT cookie-aiin
Ha BallleM XEeCTKOM IMCKe, YTOObI BIpeab ObLIO U3BECTHO, KakK
MPOIIIM BalLlX IPEAbIIYIIUE ITOCEIIEHMs 9TOTO caiiTa. Bul xoTuTre
MOJIOXKUTh KOHEIl 3TUM OHJIAWH-OTKPOBEHUSM?

3amackupoBartb IP-agpec

IIpu xaxnom 3axoae B MIHTepHET Bbl MoJiyyaeTe OT CBOEro Mpo-
Baiizepa HoBbI [P-anpec. DTo HEOOXOAMMO, TaK KaK IPeaoCTaB-
JIIEMBIX COIJIACHO MHTepHeT-cTaHaapty IPV4 omHoBpeMeHHO Ha
BCeX IOJIb30BaTelIeil ampecoB He xBaTaeT. B or-daiiiax cepepoB
oTMeuaeTcst, KakuM [P-anpecom m Kakue naHHbIe ObIIN 3aTpe6o-
BaHbI. XOTSI cepBep M He 3HaeT, KaK Bac 30BYT, B CiIlyyae 4ero Bac
BIIOJIHE MOXHO UACHTU(MUIIMPOBATh — Beb IIPOBaiiiep CACIUT 3a
TeM, KoTJa BaM ObUT MPUCBOEH TOT UiK MHoM [P-ampec.

CepdMHr Yepes NpoKcUu-cepsep

[P-agpec MOXHO M3MEHMUTb, MCIIOJb3YSl «O0XOMHON MyThb» 4epes
npokcu-cepsep. [1pokcu-cepBep GepeT Ha cebsl posib TaK Ha3bIBa-
€MOT0 ITPOMEXKYTOUHOIO 3BeHA: OH MPUHMMAET 3aImpoc Opaysepa
MOJIb30BaTeIs U IiepeaaeT ero Ha cepsep. OTBET OT cepBepa IMPOKC-
XOIUT 110 ToMy ke myTu. [1ob3a OT Takoii repeaapecalni 3aKI0-

be3onacHocTb Ha BbICLWIEM YpOBHe

MHorue yTunuTbl-aHOHMMa3epbl NepeHanpaBAfIoT faHHbIE Yepe3
MPOKCU-CEPBEPbI, KOTOPbIE HE BCErAA 3aCNYXKUBAOT A0BEPUA 13-3a
HEsACHON cTeneHn KoHdbuaeHumanbHocTu. CoBcem apyroe feno —
JAP: noTokn MH(OpMaLMK Yepe3 HAAEKHOEe COeUHEHNe NonaaatoT
Ha cepBepbl CYKObI, TaM WHGPYIOTCA U fanblie NepefaloTcs cMe-
LWAHHO Ha KOMMbIOTEPbI NPEeANPUATUI U OpraHu3aLuii, KoTopble Ba-
penblbl JAP cuutaloT KpaiiHe HageXHbIMU. 34eCb BXOAALLME NaKeTh
[aHHbIX BCEX NOJIb30BaTENEN MPOXOAAT YEPEe3 CNOXHYI0 NpoLenypy
nepemeLmnBaHnA Lpyr C 4PYTrOM. 3Ty NyTaHULY WO3YeT KacKag KoM-
NMbIOTEPOB, NAKETbl JaHHbIX CHOBA W CHOBA NepeMeLlnBaioTcsl. ToNbKO
nocnefHN KOMNbIOTEP 3HAET KItoY, YTOOLI pacnyTaTh KNyOoK AaH-
HbiX. Kpome Hero nocne 31oil npoueaypbl HUKTO yXKe He CMOXET On-
penennTb NPoUCXOXKAEHMEe ITUX AaHHbIX. HeCcMOTPSA Ha CIOXKHYI0 CUC-
Temy, pabotats B JAP 04eHb NpoCTo 1 yao6HO. Bee HykKHble
HACTPOMKM Gpay3epa BbIMOJHSIOTCA aBTOMATUYECKU. TONIbKO B Ciyuae,
€Ciyn Bbl HaxopuTech B MIHTepHeTe Yepes BbIHYXAEHHbIA NPOKCU-Cep-
Bep, BaM Haflo GyAeT BpYy4HYIO 3aHECTU ero afpec B HacTpoiiku JAP.
http://anon.inf.tu-dresden.de
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Opera no3BoNsieT B CBOUX HACTPOM-

Kax 3abnokupoBatb KomaHay Referer
4yaeTcsl B TOM, YTO BeO-CepBEp Y3HaeT He
Baw IP-anpec, a ntumb [P-anpec npokcu.

Kak BblGpaTb NpoKcu-cepeep

Ecam BBI XoTUTE MyTelrecTBoBaTh 1o CeT
aHOHUMHO Yepe3 TIPOKCU-CcepBep, aKTUBH-
pyiite B Balliem Opaysepe onuuto «Coenu-
HeHue - Hactpoiiku LAN - Kcnoab3o-
BaTh IIPOKCH-CepBep» U yKaxute IP-aapec
cepBepa. B CeTu ecTb CIMCKM IPOKCHU
(x mpuMepy, Ha caiite www.multiproxy.org
WM www.atomintersoft.com), HO mepe-
YUCJIEHHBbIE TaM CepBepbl 4acTO OBIBAIOT
CJIMIIIKOM 3arpy>kKeHbl, U MO3TOMY UX MC-
MOJIb30BAHKE MOXET CYIIECTBEHHO 3aTOp-
MO3UTh Balle coeauHeHue. Bymer nu co-
eIMHEHNE Yepe3 NaHHBIA IIPOKCH-CEPBED
MPOXOJUTH Ha BHICOKON CKOPOCTH, MOXHO
BBISICHUTB TOJIBKO Ha COOCTBEHHOM OITBITE.
Emie omHO mpemsiTCTBUE, ¢ KOTOPBIM BbI

MHorue caiTbl 6e3 cnpoca 3anuchbl-

BaloT cookies Ha Ball KOMMNbIOTEP
MOKETEe CTOJIKHYThCS: HE BCE MPOKCHU-
cepBepbl 00eCeYnBalOT MOJHYI0 aHOHUM-
HOCTb. MHOTHE TpPOKCHU, HAlpuMep, O0-
oapnsitor Kk HTTP-3anpocy nepemMeHHylo
HTTP_X_ FOR WARDED_FOR c yka3za-
Huewm Baiero [P-agpeca.

AHOHMUMaW3epbl

Ecnu mouck mpokcu-cepBepa KakeTcsl BaM
CJIMIIKOM OOPEMEHUTEIbHBIM 3aHSTHEM,
Bbl MOXETE MCIIOJIb30BaTh TaKUe YTUJIWTHI
I obecrieueHnss aHOHMMHOCTH Kak Get
Anonymous uiau Steganos Internet Anonym
Pro. DTu nporpaMmbl aBTOMaTUYECKU Tie-
peHamnpaB/sIlOT Balld 3alpOChl ITPOKCH-
cepBepaM, OHHU YAOOHBI U IIPOCTHI B
ucroyib3oBaHn. OMHAKO MyOJUYHBIE cep-
BEepbI, YCTAaHOBJICHHBIC IO YMOJYAHWIO B
HacTpOMKax TOro Wy MHOro aHOHWMali3e-

pa, yacTto ObIBAlOT MEPEerpyXeHbl, U, Kak

becnnatHo, aHOHUMHO U 6e3onacHo

C nomouybio Hushmail Bbl MOXeTe aHOHUMHO
nocbiNarb 3aWndpoBaHHbIE INEKTPOHHbIE
nucbMa. AHOHUMHOCTb 06ecneynBaeTcs 3a
CYET TOro, YTO 1A CO3[aHNS NPOPUAA NONb30-
BaTeNs He 00513aTeNbHO YKa3blBaTh JMYHbIE
AaHHble. 3TO NPaKTUYHO B TOM Ciy4ae, Koraa
“cnonb3oBaHue pUMeiinepa CAUWKOM CIIOXHO.
LncdposaHue coobuienuii B cnyx6e Hushmail
npon3sogutca no ctaHaapty Open PGP. OH
UCoNb3yeT METOA NyGANYHBIX Katoueit. Mpu
3TOM ANs KAX[0ro Nosb30BaTeNs Co3AalTca
[Ba UHAMBUAYaNbHBIX K042 — My6AUYHBbIRA 1
YacTHbIiA. My6ANYHbINA K4 CO06LWAETCs BCEM
noJib30BaTeNsM, KOTOpble MMEoT NPaBo pac-
W1 poBbIBATb COOOLIEHUS, @ IUYHBIA KItOY
ocTaeTca y nonb3osarens. [na wudposaHua
COO00LEHUs OTNPABUTENb UCTIONL3YET Ny6NY-
HbIV KJTI0Y MONly4aTens, u TOT MOXeT paclng-
pOBaTb NOC/NaHKe TONBKO C NPUMEHEHNEM CBO-
€ro JINYHOTO KNioya.
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Hushmail dyHKUMOHMpPYET Tak e npocTo, Kak
1 nto6as Apyras noytosas cnyxba. Yepes
POP3 ¢ NoYTOBbIM ALMKOM MOXKHO paboTtarb
Takke 1 B Outlook unu B gpyroii KnueHTCKo
nporpamme. HemHoro cnoxHee pa6ota c PGP,
NOTOMY YTO CMEepBa KaXAoMy Noy4aTesto co-
06LeHNA Heo6X0AMMO OTNPABUTL NMYBANYHBIA
Knto4. becnnatHbii MoyToBbIN AWMK Ha Hush-
mail umeet pasmep 2 M6aiiT. Ysenuyenue
06beMa NoYTOBOrO AlLMKA A0 NPEMUYM-Kiacca
KaXKeTCsl HaM He 0YeHb Pa3yMHbIM — TaK Kak
Npu1 onjarte 3Toil onepauumu UCNoNb3yeTcs
NNACTMKOBAA KAPTOYKa, HU O KaKOi aHOHUM-
HOCTM peyb yKe He UAET. YBenuyeHue namatu
1 He HYXKHO: XOT$I, KOHEYHO, 06bEM NOYTOBOTO
AlMKa 2 MBaNT — He TaK VXK U MHOTO, 3TOT0
BMOJIHE JOCTATOYHO, EC/IN Bbl UCMONb3YETE €70
TONIbKO ANsi CEKPETHOI Nepenucku no anek-
TPOHHOW MmoyTe.

www.hushmail.com

NMpumep 6e3onacHO U aHOHUMHOM

noytbl — Hushmail.com
pe3ysibTar, CKOPOCTb WHTEPHET-COEIMHEe-
HMSI OT 3TOTO CWJIbHO cTpanaeT. Eie onuuH
HEIOCTAaTOK 3TUX YTUJIUT COCTOUT B TOM,
YTO OHU MCTIOJb3YIOT MyOJINYHbIE CEPBEPHI,
MO03TOMY aHOHUMHOCTb BaM He rapaHTUpy-
ercsa. Eciu nipu pabote B MHTEepHeTe He-
00xoauMa TMOJIHAsI CEKPETHOCTh, JIydllle
BOCIIOJIb30BaThesl Tiporpammoii JAP.

OTknoyeHue cookies

CepBep coOXpaHsIeT JaHHBIC HEe TOJILKO y ce-
0s1, HO M Ha BallleM KoMIbloTepe. Tak mosiB-
Jsiiorest paitabl cookies. C MOMOIIBIO 3TUX
HeOOJIbIIMX TEKCTOBBIX (DailioB BeO-cepBep
pacro3HaeT Bac Mpu CJACIYIOIIEM 3aX0/e Ha
caiiT. B aTux ciydasx cookies Hy>KHBI U T10-
Jie3Hbl. CaMoe HEeMPUSITHOE B HUX TO, UTO UX
COXpaHEHUE W YTCHHE HE OYCBUIHBI IS
0JIb30BAaTeIs, Be/lb OHM OKa3bIBAIOTCS y BaC
Ha KoMIbloTepe 6e3 crnpoca. Bam He coo0-
LIAIOT HU MPO CoAepKaHUe, HU PO 1IeIb, HU
PO ITUTEILHOCTh COXpaHEHUS 3TUX (haii-
JioB. [lpobGsiema B ToM, uTo cookies Heab3st
B3$ITh 1 3a0J10KUpoBaTh. Eciu nosnb3oBartesib
3aIPETUT UX B HACTPOIiKax Opay3epa, OH caM
cebe OTKaXET B IOCTYIE KO MHOTUM CaiiTaMm.
Harnpumep, BBl He CMOXeTe BOUTU B CBOit
npoduiab B 2KMBOM XypHajie WINA T0JIb30-
BaTbCS MTOYTOBBIM sIIIIMKOM Mail.ru.

Ypanutb cywectBylowue cookies

Ho uro ke nenatsb ¢ daiinamu cookies, KOTO-
pBI€ YK€ TIPOYHO OOOCHOBAJUCH Ha BalleM
xectkoM mucke? Cotpute mx! Hns 3Toro
wenakHure B Internet Explorer B MmeHto «Ha-
crpoiiku - [lapamerpsl MHTepHeTa - Yia-
JmTh cookies». [locne 3Toro neicTBust BbI
OKaXXeTeCh HEOMO3HAHHBIM ISl BCEX caii-
ToB. YTOOBI OKOHYATENbHO YHUUYTOXUTH
Bce cookies, He 3a0yabre crepeTh u aiin
Index.dat — B aTOM (haitre Windows yka3bi-
BaeT BCE paHee MPUHSTHIC MAKEThl JAHHBIX.
Tak kak omepallMOHHasl cUcTeMa He JacT
BaM paspellieHNe Ha JOCTYI K 3ToMy (aiiny,
JUTSL €r0 ylaJeHus] BaM TOHAn00UTCST yTU-



smuta TIF-Loscher 2.0. I1pu 3anmycke cucTeMbl porpaMma co3aacT
HOBBIiA, IycToil (aitn Index.dat ¥ ynmanuT TeM caMbIM U BCE CIIEIbI
cookies. Harir coBeT: ecim BbI XOTUTE OJIOKMPOBATh cookies 1 B Oy-
nymieM, To caenaiire Index.dat mOCTYMHBIM TOJTBKO UIS UTEHWS.
[ns1 aToro Haiaute aiin B Karangore «loKyMEHTbl U HACTPOW-
ku/[Bawe mnms nonw3osatensi|/ Cookies». [lpaBoii knaBuiueit
MBILIKY IIEJIKHUTE Ha 3HAUOK daiina u B myHkTe «CBOICTBa» Mo-
CTaBbTEe TaJIOYKy HAMpOTUB CTPOUkKU «ToibKo uTeHue». Temepb
Baill 6pay3ep He CMOXKET BHOCUThH HOBBIE 3aITMCH B 3TOT (aii.

Kak oTkniountb Referrer

Bragenblibl caiiTOB UCMOMB3YIOT 3Ty KOMaHIY JJIsT cOopa CTaTUCTH-
ku. B 6paysepe Opera ee MOXHO OTKJIIOUMTD, a B Mozilla Firefox u
Internet Explorer Takoit BO3MOXXHOCTUA HeT. OTHAKO HE CTOMT Je-
JIaTh W3 3TOr0 Tpareiuio: BO-IIEPBHIX, 9TO 0€30IacHO, a BO-
BTOPBIX, BJIAJIC/TbLIAM CATOB 3TU JaHHBIC HY>KHBI OOBIYHO TOJIBKO JUISI
TOTO, YTOOBI Y3HATh, KAKWE CAUTHI JAIOT CCBHUIKY Ha MX CTPAHUYKY.

AHOHUMHbIE pumMennepbl

Tak Ha3bIBaeMbIe pUMEILIEP-CUCTEMBI YAAISIOT CBEACHUS 00 OTMpa-
BUTEJIE U3 3ar0JIOBKA COOOIIIEHNUS W 3aMEHSIIOT X IPYTUM aIpPECcOM.
CylIecTBYIOT pa3IMIHble TEXHIUeCKNe BAPUAHTHI, KaK TIOC/IaTh aHO-
HUMHOE TTMChMO, OTHAKO, B TIPUHIINTIE, BCE OHU CBOMISTCST K OTHOMY
Y TOMY e MeTomy: MH(hOpMaIIs TepelaeTcsl He OT OTHOTO MOYTO-
BOIO cepBepa K ApPYromy, a MPOXOAMT Yepe3 elle ONUH CepBep-
TIOCPeTHUK WU 1aXe Yepe3 HECKOJIbKO cepBepoB. [IpumepHo Taxk ke
pabotaetr u JAP. Kakoli MMEHHO <«IOCTaBLIMK» 3TOW YCIyru 3a-
CJTy>KMBAET BaIlleTO JOBEPUSI, PeliaTh TOJIBKO BaM, Kak U B CIIyJae C
TpoKcH-cepBepamu. K rpumepy, aHOHUMHOCTb rapaHTupyeT Hush-
mail.com — GecruiaTHasi TOYTOBasI ClIyX0a, KOTOpasi OTHOBPEMEHHO
npeiaraeT ¥ aHOHUMHOCTb, U IIM(POBAHUE COOOILIECHUIA.

BNOKMpOBKa Be6G-XKYy4KOB

Be6-xxyuxu, wiu Clear GIF — 3T0 mpo3pauHble KapTUHKH, KOTO-
pBI€ YaCTO OBIBAIOT CIIPSITAHBI B CITaM-COOOIIICHUSIX M KOTOPhIE He-
3aMETHO COOMpPAIOT M TepechlIaloT MHMOOPMAIIMIO OT Bac CllaMe-
pam. Ecnu Bbl OTKpoeTe Takoe 27eKTPOHHOE MUChMO, XYYOK 3a-
TPY3UTCS C cepBepa, OJHAKO BBl ero He yBuauTe. B yem xe Torma
CMBICTT ero ucnoib3oBaHus? [lomkapaynuBaionive Bac B criame
BEO0-KYUKHU MOTYT CITy>KUTh, K IPUMEDPY, TIOATBEPKICHNEeM TTPOUTe-
HUS IUTSI TOTO, KTO OTIIPaBWJI BaM 3TO COOOIIIEHNE, M OH TAKUM 00-
pasoM OyzeT 3HaTh, UTO Balll afpec elle AeCTBYET U Bbl IPUHUMA-
erte ¢ Hero nouty. OqHAaKO BCe MOXET ObITh ropa3io XyXe: BIIOJHE
BEPOSITHO, UTO Yepe3 BeO-XKyuOK MOXKHO MPoYuTaTh cookies, xpa-
HSIIIIMECs Ha BallleM XecTKoM aucke. Eciu cepBep, KOTOpbIii cHAO-
QT JIEKTPOHHOE TTMChMO Be0O-3KYyIKOM, HAlIEeT y BaC B KOMITBIO-
Tepe cookie, 3T0 ObLIO ObI ¢ TOUKU 3PEHUS 3alUThl UH(pOpMaLuU
HactosinuMm YIT.

Pa3610KupoBaTb BEG-KYUYKHU

CraM HMKOTJa Helb3sd OTKpbIBaTh, HAJO Cpa3y Xe ero ymajsTh.
Benp gaxe mpocTo TIpu OTKPBITOM CITHCKE COOOIICHUI BEO-KyIKHU
MOTYT HayaTb JIECTBOBATh, HAlpUMEP, OTOC/IAB MOATBEPXKICHUE
npouteHust. J1jist BXOASIIMX COOOLIEHU I PEKOMEHTYeTCSl BKIIOUUTh
TEKCTOBBIN pexkuM npocMmorpa — Torna HTML-daiin, B Koropom
CKPBIBAETCS XKYUOK, OyIeT MPUKPEIIEH K COOOIIEHUO. [ETH
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