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Urpbl

INeKTPOHHAA NOYTA MIOTHO BOWJIA B HALY XM3Hb. Y06HO, GbICTPO U
Hegoporo. Ho, Kak BCeraa, HaxoOAATCA NI0AM, KOTOPbIE UCKPEHHE Hajae-
I0TCS, YTO €8 MOXXHO UCMOb30BaTh AN PEKNaMUPOBAHUs cebs uan CBo-
WX TOBApOB. ITa CTaTbs NOCBSALLEHA TOMY, KaK 3TO MPOUCXOAMUT U KaK C

3TUM 60OpOTHCH.

TaK, 1S HaYana BCTaHEM Ha CTOPOHY
cnamepa, YTo6bl MOHATL MEXaHU3Mbl
BO3HWKHOBEHUA CNama B BalEeM MoY-

ToBOM AiwyMKe. MepBas npobnema — oTKyaa

B3ATb NOYTOBbIE afpeca? [ns Hayana — Ky-

nuTb, 6naro 8 NHTepHETE NOAO06HBIX 06BAB-

NEeHUN NoNHo. Ml HeBaXHO, YTO Ball INYHbIN

agpec nonan B 6asy «MpombileHHble npes-

npuaTUa Poccumy», y Taknx NpoAaBLLOB Ha nep-

BOM MeCTe CTOMT KOJIMYeCTBO. 3aTeM MOXHO

NpPOCTO B3ATb Y HEYMCTOrO HA PYKY aAMUHUCT-

patopa Kakoro-nu6o nHTepHeT-marasnHa unu

Apyroro nogo6HOro cainTa, s KOTOPOro He-

obxoanma peructpauus no e-mail. Takue

cnam-nucTel 0671afaloT Haubonblued LeHHoC-

Tbi0, BEflb LleNeBas ayaAMTopus B HUX 3apaHee

W3BECTHa, U aapeca Bce pabouue.

NMouckK appecos

I HakoHeL, MOXKHO 3anyCTUTb CMEeLUabHOr
po6oTa, KOTOPbIA BYAET XOAUTb MO CTPAHNY-

KaMm 1 OTQUALTPOBbIBATb BCE CTPOUKM C CUM-
Bonamu @, (at) u 1. n. Takoit po6oT nuwertcs
KBaNU(ULMPOBAHHbIM NPOrPaMMUCTOM 3@

JeHb. B nanbHeliwem pesynsrar paboTsl 3T0r0

po6oTa npeobpasyetcs B cnam-nuct. K npu-
Mepy, Y Hac ecTb HOBble Cynepayxu, KoTopble
3aCTaBAAIOT BCEX fieBylieK 06palyarb BHU-
MaHWe Ha MyX4WH, 1 HaobopoT. [ina nywei

y6ep,meanocm cAenaeM BCe pyKamu:

> 3ax0fWM Ha ya.ru 1 BBOLWM 3anpoc «Kpa-
cOTa flyXu CMMNATUYHaA». 3TO AacT NepBuY-
HbIif OTCEB MO KaTeropuu.

» XOAMM No BbIAHHbIM afipecam CTpaHuL, u
BblGMpaem e-mail (B AaHHOM npumepe f Uc- »



nosib30Bas BO3MOXHOCTH, NPefocTaBse-
Mble No0bIM Linux).

Ilar mepBbIN:

$ links -source http://www.krasota.ru/ad-
vert/|grep mailto: (Bsi6Mpaem Bce
CTPOYKM, COfiepaume mailto:, us
CTPaHMI1bL)

B oTBeT monyuaem:

<a href=«<mailto:valex@krasota.ru>»>0t-
Zen pexnams moprana «Kpacora-
OHNaNH»</a>.

IlIar BTOpO:

$ links -source http://antology.rchgi.
spb.ru/autor_list.rus.htm|grep
mailto: PykoBoguTens mpoekra:<a
href=«mailto:bourlaka@xrchgi.spb.
ru» class=«unnamed1»>
E-Mail:bourlaka@rchgi.spb.ru
</ a><br>

3amevanus:<a href=«mailto:webmaster@
rchgi.spb.ru» class=«unnamed1»
>E-Mail:webmaster@rchgi.spb.ru
</a><br>

</font> <font face=«Arial, Helvetica, sans-
serify size=«1»><a href=«mailto:
rector@rchgi.spb.ru%20»><span
class=«<unnamed1»>E-mail: rec-
tor@xrchgi.spb.ru</span>

</a></font>

Ynbibaemca 1 3anucbiBaemM nonyymBLLMECH
CTpOKU B haiin, KOTOPbI OYLET «CbIpbIM CNaM-
nanctomy». KoHeyHo, pykamu 3To Aenatb Taxe-
710 ¥ MYTOPHO, HO NPOCTENLMIA CKPUNT NOBbI-
AEpruBaeT NOYTOBbIE afjpeca Co CTPaHUYKH
ropasgo 6eicTpee yenoseka. Ho, kak BUAMTE,
AaXe B ciydyae pyyHoi 06paboTKu BpemeHU
yiiAeT ropasao meHble (NONYYMIN YeTbipe e-
mail ¢ JBYX aipecoB), YeM NPOCTO BbIUCKM-
BaTb M KOMMPOBATb afpeca.

Ha 3Tom 3Tane o6pabarbiBaem «Cbipoit cnam-
JINCT» [0 NoNyYeHus YncTbix e-mail. 3gechb
NPOMCXOANT 3aMeHa apecos Tuna
user(at)host.ru, user(sobaka)host.ru Ha Hop-
ManbHble user@host.ru.

WTak, y Hac ectb cnam-nucTt. Cnegytowas
npobnema — NpoBEPUTL PEaNbHOCTL afpe-
coB. KoHeyHo, MOXHO 1 TaK pa3oc/iaTh, HO
TOrfa HeT HUKAKOW YBEPEHHOCTH, YTO peknama
JOWAeT [0 nonyyarens.

[lns 3T0r0 NUWeTCA ewe oAnH PoboT, KOTo-
pblit OyaeT coefuHATLCA C CepBEpamMm noayya-
Tenei v y3HaBaTb Y HUX, eCTb I TaKue aapeca
(peanbHblit gomeH host.ru He UMeeT OTHOLWe-
HUA K HUKENpPUBEAEHHOMY NpUMEPY):

$ telnet host.ru 25
Trying X.X.X.X...

TexHonormMma cnamMa

Connected to host.ru
Escape character is '*]'.
220 host.ru ESMTP Postfix
vrfy multik@host.ru

252 multik@host.ru

vrfy user@host.ru

550 <user@host.ru>: User unknown

Kak BuauTe, cepeep Ham YeCTHO coobLms,
yTo agpec multik@host.ru <mailto:mul-
tik@host.ru> cywectsyer, a user@host.ru
<mailto:user@host.ru> — Het. Takum o6pa-
30M, y Hac oTceuBalTCcs Hepaboume agpeca.
Ho Ha HopMasbHbIX NOYTOBLIX CEpPBEPAX
komaHga VRFY oTkntoyeHa, Tam ncnonb3yerca
MeToZ C HenpasuibHbIM mail-from ¢ cywect-
ByloLiero flomeHa u 3arem rcpt to.

M HakoHeu, paccbinaem no nony4yeHHoMy
CNaMm-nCTy CBOK peknamy, K npumepy, ot
umeHu npesnpeHta CLUA:

$ telnet host.ru 25
Trying X.X.X.X...

Connected to host.ru.

Escape character is '*]'.

220 host.ru ESMTP Postfix

mail from: president@whitehouse.gov
250 0k

rept to: multik@host.ru

250 Ok

3HaHue — cuna

Ecnun Bbl YyBCTBYETE B ce6e Cuibl, TO MOXKETE 3/0-
POBO YNPOCTUTL PaboTy cnyx6e NoAAEPKKKU Npo-
Bangepa. JaBaiTte nonpobyem camu pasobparbces,
OT KOrO MO0 NMPUITU NMUCBbMO CO cnamoMm. [ns
3TOro He06X0AMMO Y3HaTb, KAKMMU NYTIMU OHO MO-
nano K Bam.

[ns Havana HaLo NPOCMOTPETL ClyXebHble 3aro-
JIOBKM MMCbMa (K npumepy, nonb3oBatensm Outlook
[OCTaTOYHO LWEIKHYTb MO MUCbMY NMPaBOM KHOMKOM
MbILWKW W BbIGPaTh «[lapameTpbl» — B none «3aro-
NnoBku NHTepHeTa» ByaeT UCKoMoe. NMopsaoK npo-
CMOTpa NPOCTON — caMbli NOCAeAHNIA cepBep Oc-
TaB/SET CBOM criefibl B CaMOM Bepxy 3arofioBka. 1o
CKYMNOCTM 3arofloBKOB 3TOr0 NUCbMa MOXHO MOHSATb,
4TO NMUCbMO OTNPABMIEHO HAMPSIMYyO OT cnamepa,
6€e3 1UCMNob30BaHUsA NMPOMEKYTOUHbIX cCepBepoB. B
[aHHOM clly4ae Hafo BbISICHWUTb, KaKOMy npoBanie-
py npuHagnexut agpec 203.194.165.225 (¢ nomo-
LWbto KOMaHabl nslookup nnu tracert). Ecnvn noeeser,
TO Bbl Y3HaeTe, OT KaKOro nposanaepa nucan Nucb-
MO OTMNpPaBUTENb, U CMOXETE 06PATUTLCS C Kaso-
601 B Cny)KOy TEXHUYECKOM MOAAEPIHKKM.

|Fleturn-F‘ath: ¢sfdfdssdf@fim.com>

CITAM B Poccum - 370 3aKOHHOD 7

Return-Path: <sfdfdssdf@fim.com>
AZpec oTnpaBuTENs MO BEPCHM MOYTOBOrO cepBepa,
yKa3aHHbli Npu oTnpaBKe noyTbl. He 3a6biBaem, YTo

mail-from 3ameHuTb nerxo, NO3TOMYy He AoBepsem emy.

General| Detals \

Internet headers for this message:

@R eturn-Path: <sfdfdssdi@fim.com> A
(—@R eceived: from [203.194.165.225] (HELD &36.com) N
L@ by york.smtp.ru (CommuniGate Pro SMTP 35.9)

|Received: from [203.194.165.225] (HH

with ESMTP id 34782231: Tue. 23 Apr 2002 20:58:51 +0400
Received: from pcl-hems3-0-custE?. bre cable.ntl.com ([213.10
by e36.com with smtp [Exim 3.16 #1]

Received: from [203.194.165.225] (HELO e36.com)

Mncbmo nonyyeHo ¢ aapeca 212.46.247.169, KnneHT
npeacTaBuics Kak e36.com

id 1703ZS-0002Fs-00; Wed, 24 Apr 2002 00:55:15 +

P
-

rom:
To: erd45@yahoo.com
Subject: CMAM & Poccki - 3Ta 38KOHHD 7
X-Priority: 1

by york. smitp.iu [CommuniGate Pro S|
with ESMTP id 34782231; Tue, 23 A

X-MSMail-Priority: High @
-Maille@Outiook Express
Date: Te, 23 Apr 2002 14155:24 +0300
Mime-Version: 1.0
Content{Type: text/plain; carset="K0I8-R"

york.smtp.ru (CommuniGate Pro SMTP 3.5.9)
with ESMTP id 34782231; Tue, 23 Apr 2002
20:58:51 +0400

McbMo nosy4eHo cepBepom york.smtp.ru,
pa6otalowmnm noa ynpasneHmem CommuniGate Pro
Bepcun 3.5.9, NMCbMy NPUCBOEH HOMEP B o4epean
34782231, fanee 3anucaHa jata noayyeHus

Message-ld: <E17032S-0002F s-00@e36.com>

b
< | >

Message Source...

| From:

I_ A-Prionity: 1

From:
370 GyAeT NMoKasaHo MOYTOBbIM KIMEHTOM KaKk agpec
oTnpaBuTeNs (B HalleMm ciyqae 3To MmycToe none)

#-MSMail-Pricrity: High

X-Priority: 1 X-MSMail-Priority: High
p1opuTeT NUcbMa Ans nonyyatens

|5ul:riect'. CMAM & Pocokn - 3To 3ar<u:n-’— IX-M ailer: Dutlook Express J

Subject: C[TAM B Poccuu — 310 3aKOHHO?
3aronoBoK nucbma

X-Mailer: Outlook Express
Bepcusi MOYTOBOTO KIWEHTa Yy TOro, KTO OTrpaBui MMCbMO
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INTERNET 9/eKTPOHHAa nmo4yTa

2z0 X®X .U NO UCE ESMTF Fostfix
mail from: presidentluhitehouse. gov
Z50 0k

ropt to: multik@host.ru

Z50 0k

data

354 End data with <CR><LF-.<CR><LF>
Subject: Bad Boy

To: "Good Boy™ <multikBhost.ru»
From: "President of USA" <presidentfvhitehouse.gove
Hello from Ead Eoy.

250 0k: rueued as 25241BCEE

Eile Edit Wiew Window Help | J Ele Edit  Yiew Tools Message Help

HSRIBEREE a0 % e 2 @& g g X

E] Quick Connect ] Profiles = | ey il Reply Reeply Al Forward Prink Delete Send/Recy
[rootEMOHCTP sroot]# telnet XXX .ru 25 d %= Inbox =
Trying 217. 151 XXX . KXX..
N contacts > % [2[ a7 [ % [From | Subject [ Received |
Eacape character is '*]'. & Bz ¥

There are no
contacts ko display,

Click on Contacts to
creake a new
contact,

From: President of US4 To: Good Boy
Subject: Bad Boy

Hello from Bad Boy.

Connected to ptel.ru

[S5HZ - ars128-che - hmac-mdS - none [ 8024 [ .

|1 messagels), 0 unread

H
4

@ ‘Working Online |

A Mpouecc OTCbINKK MOANOMKHOr0 NMUCbMa C NOMOLLbIO 0GbIYHOIO

telnet-knueHTta

Data

354 End data with <CR><LF>.<CR><LF>

Subject: Bad Boy

To: «Good Boy» <multik@host.ru>

From: «President of USA»
<president@whitehouse.gov>

Hello from Bad Boy.

250 Ok: queued as 9F452B(C2B
quit

221 Bye

Connection closed by foreign host.

B nTore yauBneHHbI nonb3oBatens nony-
YUT NUCbMO, B KOTOPOM OH Y3HAET, 4TO MJI0X0M
npe3npeHT NocbinaeT emy NpuUBeT, OLHOBpe-
MeHHO 063bIBasi €ro XOPOLWMWM NapHeM.

Kak BuguMm no BbiWwenpuBeaeHHOMY Npu-
mepy, afpec oTnpaBuTena nofaenarb He Co-
CTaBnsAeT Kakoro-nnbo Tpyaa. Tak yTo BbIXO-
OMT, HUKaKas 3aWuTa oT cnama HeBO3MOXHa?

» http://www.ezhe.ru/ses/list.html —
Cnam3nuaemCraHuus. basa ¢ 6onblnm
KOMIMYECTBOM aJpecoB Ntofew, paccbinato-
LMX cnam.

> http://spam.abuse.net — canTt Ha aHr-
JIMICKOM 513bIKE, MOSHOCTbIO NMOCBALLEHHbIN
npobnemam cnama.

> http://www.cybernothing.org/faqs/net-a-
buse-faq.html — xopowasa nog6opka oT-
BETOB Ha 4acTo 3ajaBaemble BOMpOoChl Mo
crnamy (Ha aHr. A3blKe).

> http://www.grandspam.com — rpynna
3HTY3MacTOB, NpeanaratoLmux CBOU yciyru
No pacnpocTpaHeHUto cnama.

» http://www.antispam.ru — Bce o cname
M TOM, KaK C HUM GOPOTLCS, MO-PYCCKMU.
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3o0BaTesib

K cuactblo, Bo3MOXHa. Ceityac Mbl paccmoT-
pum meToabl 60pbObI C CNAMOM CO CTOPOHBI
06bIYHOrO Nonb3oBaTens.

[ins Hayana: HUKOTAA M HUIGE He OCTaBNsA-
eTe cBoit e-mail. Ecnu ero Hapo ykasatb gns
KaKoi-HMbyab perncrpauum, 4Tobbl NonyyYnTh
YTO-TO, YKAXUTE YTO-HMOYAbL TUNA email@do-
main.ru — B GONbWMHCTBE CIYYaeB 3TOMO J0-
cTatoyHo. Ecnun Ha 3ToT e-mail fomxHbl npu-
CNath Napob UK YTo-To NOA0GHOE, TO
3aBeAuTe AWMK Ha GecnnaTHoM NOYTOBOM
cepBepe TobKo Ans 3Toro cayyas. Monyynte
naposib 1 3abyfbTe NPO 3TOT ALMK.

Ho Bbl BCe paBHO paHO WUAK NO3AHO Nony-
yuTe cnam — Bal afpec NONAZET K cname-
paM, TaK Kak HeT COBEpLIEHCTBA B 3TOM Mupe.
Hu B Koem cnyyae He oTBeuvaiiTe Ha Hero! He
BepbTe NpU3bIBaM B TEKCTE NUCbMa, YTO MO-
CnaB NMUCbMO NO TaKOMY-TO afpecy, Bbl OTNU-
wuTecb. Ha camom aene Bbl NPOCTO NOATBEp-
AWTe CyliecTBOBaHWE CBOEro agpeca.

Hanuwwure xanoby nposaiigepy, oT KOTOpPO-
ro Bbl nony4unu cnam. Camoe npocroe — 370
HanucaTb Ha afpec abuse@wms_Balero_npo-
Baliiepa nucbMo C xanoboi, 06s3atensHo
NPUNOXMB OpUTrKMHAN cnama. [lanee cneumanu-
CTbl caMu pa3bepyTcs, Kak cnam nonan K Bam.

Tonbko He NpeanpuUHUMaiiTe Kakux-11m6o
aTaK Ha 3TOT afipec: B UTOTe Bbl CaMy 1A CBO-
€ro nposaifepa cTaHeTe NoOTEHLMANbHbIM
KaHAWAATOM Ha OTKMoYeHue. MpocTo nuwem
MUCbMO Ha afipec Nposaiifepa U npuknagbisa-
€M 3arofoBKM nucbMa. TexHuyeckas ciyx6a,
MOKET 6biTb, pa3bepeTcs ¢ HapywuTenem u
NpoBEefET BOCNUTATENbHbIE Pa6OTbI. A MOXKET,
W He ByneT CBA3bIBATbCA — BCE 3aBUCUT OT
KOHKpeTHbIX Ntogen. B cpegHem no cratuctu-
ke 13 10 OTnpaBfeHHbIX MMCEM OTBEYAIOT Ha
OfiHO-/iBa.

A Takoe NUCbMO OT aMepUKaHCKOro npe3uaeHta nojiy4yut Hall noJjib-

B MHbIX NUCbMAXx CyKe6HbIX 3aroN0BKOB
MOJET 6bITb OFPOMHOE KOJIMYECTBO, NO3TOMY
OyabTe akKypaTHbl — He MblTailTech Npocne-
AWTb NYTb NUCbMA O CAMOr0 OTNpaBUTENs.
Ecnu He yBepeHbl B CBOUX CMAax — Nyylle OT-
npasbTe NUCbMO CMELUANUCTaM U3 TeXHNYec-
Ko# cnyxObl Bawero nposaiaepa.

Ho ecnv Bam neHb NCKaTb 3arofI0BKU UK
NPOsABAATb CBOIO aKTUBHOCTb — BOCMONb3YiA-
TeCb NaCCUBHOW 3aLMTOI, NpeAoCTaBAAEMON
Nt0ObIM COBPEMEHHbBIM MOYTOBbIM KIMEHTOM.
Huke faH cnucok npasun, cpabarbiBaHue Ko-
TOPbIX JOMKHO NPUBOAUTL K YAANEHWIO UK Ne-
peMelLLeHno NMCEM Kyaa nofanblue oT ras:

Appec oTnpaBuTens u noayyatens coBnapa-
10T Unu agpec nonyyarens He saw. Ecau
MUCbMO HamMcanu He BaM — 3a4YeM ero Yu-
TaTh? B 370 npaBuno aBTomMatuyecku nona-
[Al0T NUCbM3, TAe He YKa3aH nojayyaresb.

B Tene nucbMa ecTb coBa «py3bAy, «Npo-
cuM Bac M3BMHUTL HAC», «3NEKTPOHHOE
MPOCTPAHCTBO®, KOTKPLITbIX UCTOYHUKOBY,
«KoHcTuTyummy, «pasosoe coobuieHmnes.

3707 Heb6ONbLWOM, HA NepBblit B3NAA, HA-
60op cnoB OTCeKaeT npakTuyeckn 99% scero
cnama. Ecam Bbl npucMOTpUTECH BHUMATENBHO,
TO 3aMeTUTE, 4TO B OOBIYHOI NepenncKe Takux
C/I0B U BbIPAXKeHWii Bbl He ynoTpebaseTe.
KoHeuHo, cnucok Heo6Xxo[MMo NOAKOPPEKTH-
poBatb nop Bawwu Tpe6osaHus. 3agauy obner-
YaeT 1 TO, YTO UHTENNEKT y CnamMepoB 0ObIYHO
HeOOoNbWOM: B UTOTe NUCbMA OT HUX MOXOXKU

ApyT Ha Apyra.

Bpoje HMYEro COXKHOTO, @ 3HAYMUT, CAeNarb
paboty cnamepos 6ecrnoiesHoil B BawWmnx
cunax. Ecnv HUKTO He 6yaeT ynTaTh Cnama, To
cama uges cnama bynet AMcKpeauTMpoBaHa. ..

Bavecnas Kanomun



