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0 CTPOYKM O cebe

AHoHUMHOCTb B UHTepHeTe... C 3TUM NOHATMEM CBA3AHO OYEHb MHOTO
3abnyxaeHnin. N camoe 6onbluoe U3 HUX 3BY4YUT TaK: «MHe aHOHUM-
HOCTb He HY)XHa, A He 1eNal0 HUYEro NNOXOro0, MHE HEYEro CKPbIBATbY.
JT0 B KOpHe HeBepHO! [laBaiTe npoBeAeM aHaNOrMI0 C peanbHOM Xnu3-
HblO: BaM Befb He MOHPABUTCH, ECAIM KTO-TO B OKHE HanpoTuB OyaeT no-
CTOAHHO CNefuTb 3a TEM, YTO Bbl [leflaeTe B CBOEN KBapTupe. Tak nove-
My K€ 0N NO3BONAIOT cnefuTh 3a coboi B NHTepHeTe?

0fHOM CTOpPOHbI, OnacatbCa 3a c06mop,e- NpuUBECTN MHOTO, HO CaMasn MaBHaa — 6e30-

H1E aHOHUMHOCTM BOJIblLE BCETO HYXHO NacHoCTb. [TOMHUTE, YTO YeM MeHbLIe 3/10yMbl-

TEM, KTO 3aHMMAETCA YeM-TO npenocyamn- LWNEHHNK 3HAET O BaC, TEM MeHbLle Yy HEro waH-
TeJIbHbIM, TO €CTb 3/IbIM/ PO3bITPbIIAMU, XaKep- COB Ha ataKky nau o6MaH. YTo? Bbl Ha3biBaeTe

CTBOM, PaccbiiKoi crnama u Tomy nofo6HbIMU MeHs NapaHOMKOM W He BepUTE, YTO KTO-TO MO-
Bewwamun. Ho 1 Ham, 3aKOHOMOCAYLWHBIM «TPaX-  KeT Noay4nUTb MH(OPMaLMio 0 Bac? 3armsHuTe
faHam» PyHeTa, cTouT nofymarb o cebe. Begb Ha caliT www.privacy.net/anonymizer. Tam,

Ta MH(OPMaLMSA, KOTOPYIO 3N0yMbILINEHHNUK MO-  Kpome Ballero IP-agpeca (o ToM, 4TO 370 Ta-
XeT nonyunTh, OyAeT UCnosb3oBaHa NPoTMB KOe, UnTaiiTe fanblue), Bbl y3HaeTe CBOK CTpa-
Hac. A 3TO MOXET BbITb, HANPUMeEP, MaccoBas Hy, NpoBaitepa, onepaLnoHHYI0 CUCTEMY, BEp-
paccbinKa TeMaTUYecKoit peknambl: cornacu- cuto 6pay3epa U MHOTOe Apyroe.

TECh, MOXHO Y3HATb MHTEPECHI YeN0BEKA N0 TO-
My, Kakue cailTbl oH nocewaet. Kpome toro, cy-  |P-anpec
WECTBYIOT CaliThl, JOCTYMHbIE TONLKO NIOAAM U3 [lyMalo, HayaTh Jiyylle C CaMblX a30B, a TOY-

onpeaeneHHOro permoHa, 4To, Ha Mo B3rmAg, Hee, c IP-agpeca. IP-agpec (Internet Proto-
SBNSAGTCA COBEPLWEHHO HenpasubHbIM. B 06- col address) — 370 uucno, KoTopoe ABAAETCS
LieM, NPUYMH B 3aL4UTY AHOHUMHOCTU MOXKHO MAEHTU(HUKATOPOM KoMNbloTepa B ceTu. Jau- »
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Ha afipeca — 4 6aiita, ana ynobcTBa NpuHa-
TO €ro 0603HayaTh YeTbIpbMA AECATUYHBIMU
uncdpammn ot 0 go 255, pasfendembiMu ToUKa-
MU, Hanpumep, BOT Tak: 217.14.191.17. [ly-
Mato, BCe MOHUMAIOT, 4TO Kaxnablit IP-agpec B
CeTu B JaHHbIIl MOMEHT MOXET ObITb TOJIbKO
oanH. 06paTuTe BHUMaHME Ha CIOBOCOYETA-
HWe «B AaHHbII MOMEHT». To ecTb B pa3Hoe
BpeMA 04uH 1 TOT e IP-agpec moxer onpe-
AeNATb pa3Hble KOMNbIOTEePbl. 34ech BCe 3a-
BMCUT OT TUNa Ballero NOAKNIOYEHUs K Npo-
Bangepy.

Onpegenntb IP-agpec Yenoseka B HTepHe-
Te He COCTaB/IfeT HMKAKOro Tpyaa: ta nHdop-
MaLus nepefaeTcs cepeepy, Aabbl nocneHui
CMOT OTNPaBUTb BaM 3anpoLleHHy0 MH(opMa-
umio. A BOT y3HaTb No YeTbipem GaiTam MOXKHO
MHOrOe: HanpuMmep, Ball PeruoH, ycayramm Ka-
KOro nposaiifepa Bbl NONb3yeTeCh, HY W, ecTe-
CTBEHHO, Bac. KOHeYHO xe, BCe 3TU laHHble He
nepepatotcs cepsepy. Ho Beab nHdopmauma o
TOM, KaKoMy npoBaiiaepy kakoit IP-agpec
KNPUHAJBNEKUTY, HE ABNAETCA CeKPeTHON. B
NHTepHeTe cyliecTBYIOT CReLmanbHble CyXObI,
HasbiBaeMble whois, s onpeaeneHns nonb3o-
Batens no IP-agpecy. «focToiiTe, — BOCKAMWK-
HEeT HeTepnenuBbIN YuTaTeNb, — HO BeAb OA-
HUM 1 TeM e IP-agpecom moryT nonb3oBaTbCs
pa3sHble NIOfM, KaK KTO-TO MOXET HaWTU MeHA?»
OTBET Ha 3TOT BONPOC O4eHb NPOCT. Heyxenu

NMPUHUWUMNBT @aHOHMUWMHOCTM
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Bbl AyMaeTe, 4To nposaﬁp,ep He 3anuncbiBaeT,
KTO, KOraa U Kaknm IP-aAPECOM nonb3oBanca?

lMpokcK-cepeep — 3T0 Kak Gbl MPOMEXYTOY-
HbI1 y3en, ABNAWMACA NOCPEAHUKOM Npy pa-
6ote B MiHTepHeTe. OH NpUMHUMAET 3anpochl ¢
KOMMbIOTEPOB M NepefiaeT Ux Aajblle Ha HYX-
Hbll y3en Cetn. CepBep xe oTnpaBnseT AaH-
Hble Ha NPOKCU-CepBep, KOTOPbIA 3aTeM nepe-
CbIAeT UX Ha KOMMblOTep Nosb30BaTens.
Takas cxema paboTbl MOMOraeT pewunTb Tpu
pasnnyHble 3agayn. Bo-nepebix, ncnonb3osa-
HEe NPOKCM-CepBepa NO3BONIAET HECKONbKNM
KoMMbloTepaM, 06beJMHEHHbIM B IOKAJbHYIO

MoyeM neyeHbe ANA HapoAaa?

MbI noroBopunn 06 MHbOPMaLUK, KOTOPYIO
6pay3ep Nonb3oBaTeNs aBToMaTU4eCKHU nepe-
[laeT cepBepy Npv Kaxaom 3anpoce. Ho cylle-
CTBYIOT 1 60/1ee aKTUBHbIE CMOCOBbI «CIEXKM».
WM caMbIit pacnpocTpaHeHHbIN U3 HUX — UC-
Nnosb30BaHWe cookies, KCTatu, C aHMMMCKOro
3TO CNOBO NEPEBOAUTCH KaK «MUPOXKKWU» UK
«rneyeHbe». [laBanTe pas3bupaTtbCsl, YTO e 3T0
3a «MUPOXKKW». UTaK, cookie — 3TO CTpoKa
CMMBOJIOB AIMHOM He 6onee 4 K6aunt. CooTBeT-
CTBEHHO, cookies — 3T0 Habop TaKUX CTPOK,
KOTOpble XpaHATCs B crneuunanbHom danne. 3a-
NUCbIBAIOTCS e TyAa 3TW AaHHbIe NO 3anpo-
cam pasfnyHblx cepBepoB MHTepHeTa. NHbiMK
cnoBaMu, 06OV CepBEP MOXKET 3anucaTb Ka-
Kyl0-n1n60 MHbOPMaLMIO Ha Ball XKECTKUI
[IMCK, a NOTOM CYMTaTb ee OTTyAa.
Pa3pa6oTynKu, ecTeCcTBEHHO, Npeanonaranv
BMOJIHE MUPHOE UCMONb30BaHWe cookies. Ha-
npumep, Npu 3axoae B KakoW-HUGYAb UHTEP-
HeT-MarasuH cepBep «BCMOMWHAET» Bac W Ba-
LUK yBIEYEHUS U, COOTBETCTBEHHO, BbIAAET UH-

dopmaLmio, KoTopas MOXET OKa3aTbCs UHTe-
pecHon. Unu Apyron pacnpocTpaHeHHbIW cry-
Yyal — GopyM unu rocteBast KHuUra, npu BXoae
B KOTOPYIO MPOMCXOAUT aBTOMaTuyecKas aBTo-
pusaums nocetutens. Ho nobyto TEXHONOrMIO
MOXHO MCMOb30BaTb KaKk Ans Nosb3bl, TaK U
BO Bpes. lNpaBaa, co3aatenu npesycMoTpenu
3Ty CUTYyaLMIO U NOMbITAUCh 3aLLUTUTL NONBL30-
BaTens. [lng 3TOro OHW BBEIM HEKOTOPLIE Or-
paHuyeHus. Bo-nepBbix, cepBep He MOXKET 3a-
nucblBaTb B ¢ain 6onee 20 CTPOK, a BO-BTO-
pbIX, CYLLECTBYET NMPaBWIIO, COMAaCHO KOTOPOMY
cyuTaTh MHDOPMaLMIO, 3anMcCaHHylo onpeae-
NIEHHbIM CEPBEPOM, MOXKET TONIbKO OH CaM.
MpaBpaa, 3TM orpaHUYeHUst 4OCTAaTOYHO NPOCTO
060M1TU. Bbl XKe 3HAETe, YTO NPAKTUYECKM Ha
NI060M CTpaHuLe B MIHTEpHETE MOXHO YBUAETb
GaHHepPbl UKW CHETYMKM NOCELLEHUN (a Yalle
BCEro M TO W Apyroe), KoTopble Bceraa 3arpy-
YKatoTCsA C 0OHOro M TOro e cepBepa. Hy Tak
CKakKMTE, KTO e MOXET MoMellaTb TOMY e
CcaMOMy CHETYMKY 3anucbiBaTb U CYUTbIBATb

CeTb, UCNOMb30BaTb O4HO NOAKNoYeHue K NH-
TepHeTy. Bo-BTOpBIX, NPOKCK MCMONb3YeTCA
nposaiijepamu o BPEMEHHOTO XpaHeHMA
MH(OPMaLMK, 4TO YBENUUYMBAET CKOPOCTbL pa-
60Tbl NPU MOJEMHOM MOAKI0YeHNUU. TpeTbe
npuMeHeHUe NPOKCU-cepBepoB — obecneye-
HUME aHOHUMHOCTU paboTsl B CeTu.

[laBsaiiTe e pasbepemcs, Kak NpoKcu-cep-
BEp MOXET CnpsATaTh Yyesoseka. Mol Tenepb
3HaeM, Y4TO MaBHbI «npefatenby — 370 IP-
afpec, HeobXxoauMbIi ANs nepefayn faHHbIX C
cepBepa Ha KomnbloTep nonb3osarens. Ho
Befb MPOKCU-CepBep caMm nepepaeT 3anpochl
¥ NpUHUMAET MHGOPMALUIO, TO €CTb OH UMeeT
BO3MOXHOCTb CKpbITb MK nonb3oBatens.

[laHHble 13 cookies? Monyyaercs, YTO y KOro-To
NosIBASIETCH BO3MOXHOCTb OTCNEAUTb MapLLpyT
Bawero cepduHra B Cetu. A 31O y)Ke 04eHb
BaXkHas MHboOpMaLms, 3a KOTOPYID MapKeTUH-
roBble areHTcTBa NnaTaT Hemable AeHbrn. Tem
60/1ee YTO JaHHble O BalUMX YBEYEHUSX 4aCTO
MCMOJb3YIOTCA He TOMbKO /19 MapKETUHIOBbIX
ncenefoBaHui, HO U ANS PacCblIKK HEMpPOLLEH-
HOW peKnambl (MpoLLe roBops, cnama).
MN36aBuTbCS OT cookies A0BOMILHO nerko. Ang
3TOro JOCTAaTOYHO 3ase3Tb B HACTPOWKK Gpay-
3epa v OTKIoUUTL Mx. [paBaa, B aToM cryyae
MHOIMe CepBUChbl MPOCTO-HANPOCTO He MyCTAT
Bac Jasiblie 3arnaBHON CTpaHuLbl. TaK YTo Jiyd-
e ncnonb3oBaTb 6o/iee MArKUA BapuaHT —
paspeLnTb UCMONb30BaHWE BPEMEHHbIX «MU-
POXKOB» (3TO Te 3anMncu, KOTopble XPaHATCs BO
BpeMsi pa6oTbl, @ NOTOM YAANSIOTCS) UK cae-
naTb TaK, 4To6bl 6pay3ep 3anpalimBan y Bac
paspelleHre Npu KaxkaoM obpalleHnn K dawny
¢ cookies. MpaBaa, BTOPOW BapuaHT O4EHb YTO-
MUTENEH U BPSA 1M KOMY-TO NOHPaBUTCS.
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A CxeMa nepepauv 3anpocoB U JaHHbIX Yepe3 aHOHUMHbIE MPOKCHU-
cepBepbl N0 Hau6Gonee pacnpocTpaHeHHbIM NMPOTOKOIAM

N BOT TYyT-TO Hac nofxuaaeT NOABOAHbI
KameHb: noaasnsioliee 6ONbIWNHCTBO NPOKCH-
CepBEpPOB He x04eT 3a60TUThCA 06 aHOHMMHO-
CTU nonb3oBareneit. B cBoux 3anpocax oHu B
cneyunansHom none (x-forwarded-for) nepepa-
toT IP-appec Bawero komnbtoTepa. Nckntoye-
HUA BCTPEYAIOTCA 0YEHb PEAKO, U TOJbKO OHM
o6ecneynBaloT NpUBATHOCTb NOJIb30BATENS.
NckaTb aHOHUMHbIE MPOKCU-CepBepbl yylle
Ha cneuuanbHbIX calitax, Hanpumep Ha
www.proxylist.com. Kcratu, Ha aTom cepsepe
Bbl TAK)XXe CMOXeTe NpoBepuUTh Nto6oi npo-
KCu-cepBep Ha aHOHUMHOCTb.

HekoTtopoe Bpems Ha3apg B MHTepHeTe cTanu
NOABAATLCA CNeLuanbHble CyX6bl — aHOHM-
Mai3epbl. PakTUYECKU 3TU CalTbl ABNAIOTCA

» http://www.all-nettools.com — cant c
OrPOMHbIM KONMYECTBOM Haubonee
None3HbIX MHTEPHET-CEPBUCOB C Web-
UHTepdencom

MonynapHble HTEPHET-aHOHUMaN3epbl:

» http://anonymouse.ws/anonwww.html

> http://www.safeproxy.org/cgi-bin/
nph-proxy.cgi

» http://www.anonymizer.com

» http://www-new.the-cloak.com/anony-
mous-surfing-home.html

WHOIS-pecypchbl:

> http://www.internic.net/whois.html —
cepBep whois, TaKkKe no3Bonser
NPOBEPSTH AOMEHbI

» ftp://sipb.mit.edu/pub/whois —
60NblLIOM CNMCOK Whois-cepBepoB
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web-uHTepdeicamm aHOHUMHbIX NPOKCU-cep-
BepoB. To eCTb Bbl 3aX0ANTE HA CEpBEp aHo-
HUMain3epa 1 B CreuuanbHOM Nnose BBOAUTE
HYXHbIW afpec, Yepe3 HEKOTOpPOe BpeMs 3a-
rpyXaeTca 3anpoleHHas CTPaHNYKa, npu
3TOM MOXHO 6bITb YBEPEHHBIM B CBOEI NpH-
BaTHoCTW. Bpoge 6bl Bce 30poBo, HO Ha ca-
MOM fiefle y aHOHWUMaii3epoB eCTb HECKObKO
CYLLECTBEHHbIX HEA0CTAaTKOB.

Bo-nepBbix, aHOHMMa13ep CylecTBeHHO
3amepnseT CKOPOCTb 3arpy3ku ctpanu,. Bro-
POV He[0CTaTOK 3TUX HECOMHEHHO MOJE3HbIX
CepBMCOB — HebecnnaTHoCTb. [la, COBCEM He-
AABHO YCyT¥ BCEX aHOHMMali3epoB Oblan ab-
contoTHO GecnnatHbl. Ho ceityac Bce U3MeHu-
nocb. Tenepb 6ecnaaTHbI TONLKO «MOOAbIEN
aHOHMMaM3epsbl, HaXoAAWMECA Ha CTagum pac-
KPYTKM, HO flaXKe 1 3T CepBUCHI MbITAIOTCA 3a-
paboTarth 1 NO3TOMY MOKA3bIBAKOT HaHHEPHI
CBOWM nonb3oBatensamM. JInbo oHu umeioT
OrpaHU4eHUs [OCTYNa KO MHOTUM Haubonee
nonynspHbIM canTam.

W Bce-Taky, HeCMOTpA Ha CBOU HEOO0CTaTKKu,

B HEKOTOPbIX C/ly4asnx aHOHUMaN3epbl MOryT
CYLLEeCTBEHHO NOMOYb NO/b30BaTENAM. 3HaeTe
7V Bbl, YTO Aenatb, €K paboTaeTe B JIOKaNb-
HOWA CeT, a 3710/ afLMUHNUCTPATOP NepeKpbIN
LOCTYN K HEKOTOPbIM 0Y€eHb BaXHbIM CailTam?
EAVHCTBEHHBIN BbIXOA B 3TOM Ciy4ae (ecnu He
CYMTaTh AWWMK NUBA ANA AMUHUCTPATOPA) —
aHoHMMamn3ep. IMeHHO 3TOT cepBUC NOMOXKET
BaM «0OMaHyTb» CEpPBEp CETU U MOYYUTb [0-
CTYN K 3a6/10KUPOBAHHbLIM caliTam.

B npuHumne, socks-npoTokon o4eHb NOX0X Ha
NPOKCK-CepBep: OH NPUHUMAET MHPOPMALNIO
W nepepaeT ee fanblue «oT cebs», CKPbIBAA TEM
CaMbIM peasbHblii aipec KoMMnbloTepa nosib30-
Batens. [lpuyem nepepaya IP-agpeca He npe-

A Cxema nepepayv 3anpocoB M AaHHbIX U3 UHTepHeTa Ha NoKanb-
HbIW KomnbloTep yepe3 socks-cepBep

JycMOTpeHa filaxe B npuHumne. PakTnyecku Bbl
npocTo coefuHseTeck ¢ socks-cepepom no
cBOEMY COOCTBEHHOMY NPOTOKOJY, @ Aanblue
OH Y3Ke nepepaeT AaHHble Mo 0OLenpPUHATLIM
npotokonam (HTTP, FTP u 1. n.), Ho yxe oT
CBOEero uMeHu. B pesynbrate Mbl MOXeM He
6ecnoKouTbCA 0 HACTPOIiKe KAXAOI OTAENbHOIA
NporpamMmbl 1 NOUCKE aHOHMMHOTO NPOKCH-
cepBepa s Kaxpaoro npotokona. Ewe oauh
60NbLUOI NOC pacCMaTPUBAEMOI TEXHONOTUN
— 370 TO, 4TO SOcks-cepBep HUKaK He U3MeHs-
€T No/y4YeHHyI0 MHOopMaLio, B OTANYKE OT
NPOKCM-CEPBEPOB, OH MPOCTO NepefaeT ee.

Hanocnepok xouy 0TBETUTb Ha caMblii pac-
MPOCTPaHEHHbI BOMPOC, BOHYIOWMIA MHOTUX
poccuitckux nonb3oarenent HtepHeta. Oka-
3bIBaeTCs, 3a pybexoMm cyliecTsyeT 6onbLIoe
KONMYecTBo hOpPYMOB, KOH(epPEeHLUiA 1 pas-
JIMYHBIX KNY6OB, KyAa HE XOTAT NPUHUMATb Ha-
wux corpaxpaaH. Kak ucnpaButb cTonb Bonu-
I0LLYI0 HecnpaBeannBoCTb? Bo-nepBbix, Bam
NpUAeTCcA 0TKa3aTbCA OT pyCUULMPOBAHHOM
Bepcuu Windows v nepeiiTv Ha CTaHAAPTHYIO
aHmuitckyto. ITo Kacaetcs 1 bpaysepa. Moye-
My, yMalo BCEM MOHATHO — 3Ta MHOpMaLus
He OTHOCUTCS K CEeKPEeTHOM, a amepuKaHell,
nonb3yowmiica pycuduunposanHsim M0, Bbi-
3bIBAeT cepbe3Hble nofo3peHus. [lanee Hyx-
HO NepeBecTU Yacbl NPUMEPHO «MNO-aMepH-
KaHCKM» (MW Kyaa Bbl TaM XOTUTE NONacTb), a
TaKXe HaiTW 1 MCnoNb30BaTb aHOHUMHbI
npoKcu-cepsep unu socks-cepsep, pacnona-
ralowuiics B BblOpaHHoIi cTpaHe. Tenepb Bbl
MOXeTe ObiTb OoNee-MeHee yBEpPeHb! B TOM,
YTO HUKTO He forapaeTcs, rae Bbl XuseTe. Ha-
[etoCb, YTO Bbl He UCMOJb3yeTe MOU COBETHI B
HebnaroBUgHbLIX Lenax.

Mapar [laBneTxaHoB




