COMMUNICATIONS

POBEPUTh HAMEXHOCTh 3allUThI
MO>KHO TOJIBKO OTHUM CITOCOOOM —
norpoodoBaTh ee B3JoMmaTb. s

3TOr0 MOXHO TPUITIACUTH «BapsiIrOB» CO

CTOPOHBI WJIM TOIpo0oBaTh camomy. He

MoABepras COMHEHMIO KBaIU(PUKALMUIO U

CIIOCOOHOCTU «BapsIrOB», JIyYIlIE€ BBIMOJI-

HSTh TIPOBEPKY CETEeBOI 3alllUTHl CBOMMU

CHJIAMM, a MX TTOMOIIIBIO BOCITOTb30BATHCS

y3Ke JJIS1 OKOHYATeIbHOM MPOBEPKMU.

TexHMKa ceTeBbIX aTaK
Henb3st mocTpouth M IMOMIEPXKMUBATHL Ha-
NIEXHYI0 CUCTEMY 3alllUThI 6e3 TIpeicTaBIIe-
HUSI METOIIOB M OCOOEHHOCTEl CeTeBbIX Ha-
naneHuii. bezonacHOCTh yepe3 He3HaHUe —
wioxoil mpuHuui. [1oaToMy HEOGXOIUMO
o0amaTb HEKOTOPBIMU CBEACHUSIMU U
MHCTPpYMEHTapHeM B3JIOMIIMKA. PaccMoT-
pUM OOIIyI0 METOMMKY aHajlu3a U B3JIOMa
CHCTEM.

B o0inx yepTax cereBast aTaka COAEPXKUT
caenyoolue hasbl:

> [epexBaT U aHAJIM3 CETEBOTo TpaduKa;

> CKaHMpPOBaHUE IIOPTOB — OIIpeaesie-

HWE JTOCTYITHBIX CEPBUCOB;

> UIEHTU(UKALUS CETEBBIX CEPBUCOB;

> KCIOJHEHNEe CEeTeBOM aTaku Ha OCHO-

BaHWU MOJY4YEHHbBIX JaHHbIX.
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AyauT ceTeBOW 3alWUTLI

He uMeeT 3HaueHns, 0OLIYHLIN NN BHI [T0J1b30BATE/lb, BHIXOAALNNA

B IHTepHeT C f,OMalIHEr0 KOMITbIOTEPA, WU aMUHUCTPATOP CETH,
B 30HE OTBETCTBEHHOCTU KOTOPOTO [eCATKU MaunH. OT pencrenit
3J10YMbILIIEHHUKOB MOTYT MOCTPAAaTh BCE.

A ceituac mogpoOHee O MepBbIX TPEX UC-
cieioBaTesbCKux hazax ceTeBoil aTaku.

NMepBana ¢pasa — nepexsar

U aHa/Iu3 cetTeBoro Tpa¢uKa

Jlns ocyiiecTBlieHWsT aHaldu3a TpaduKa
3JIOYMBILIIJICHHUKY TIPEXKIe BCEro HeoOXxo-
NUMO TIOJYYUTh JOCTYI K MallWHe, pac-
MOJIOKEHHOW Ha MyTU CETEeBOT0 MOTOKA.
HMcnonw3ysl crneunaabHOE MPOrpaMMHOE
obecrieueHUe, OH MMEET BO3MOXHOCTh
rmepexBaThiBaTh MCXOMASIINE CETeBHIC Ta-
KETHl M TIPOCMATpUBATh UX COIAEPKUMOE.
Hamnpumep, nepexsatus telnet uiu ftp-co-
e[IMHEHUE, KPIKEP MOXKET CUUTATh MOJb-
30BaTeJbCKUE JIOTMH, MapoJib J0CTyna W
IpYIrylo IepeaaBaeMylo HHGOpMaIKIO,
TaK KaK 3TU MPOTOKOJbI HE MCIOJIB3YIOT
mudpoBaHUe TaHHBIX.

Bo3MoXHBIIT BapUaHT 3allMTBl — OTKAa3
OT KCIOJIb30BAHMSI CETEBBIX CEPBUCOB, HE
HUCTOJIb3YIOIIMX U(poBaHUE TepenaBae-
MBIX TJaHHBIX BO BpeMsl COCIUHEHUS, U 3a-
MEHa UX COOTBETCTBYIOIIMMM aHaJIOramu,
MOAIECPKUBAIOIIMMU  KpUNTo3amuTy. s
YIAJEHHOTO TePMUHATA MOXHO UCMOJIb30-
BaThb ssh, 1151 nepenauu gaiiioB — sftp, mist
web-cepBucoB — ssl wiu mudpoBaHue Ha
ypoBHe npotokoJa IPsec.

B Teopuu HUCITONB30BaHUE MHTEJUIEKTY-
AJTBHBIX CBUUEH JOKHO TTPUBECTH K TaKO-
My Pe3yJbTaTy, 4TO KaxKaas MallllHa MOJTy-
4yaeT TOJIbKO aJIpecOBAaHHBINA ISl Hee Tpa-
¢uxk. Ho HekoTOpBIE MOAENIN CBUYEH ysI3-
BHUMBI [UIsI CETEBBIX aTaK BUOA «arp SpPOO-
fing», KOTOpBIE HAPYILIAIOT TAOIMITY MapIi-
pyTH3alMM CBUYA, MPEIOCTABIISISI KPIKEPY
BO3MOXHOCTH ITepexBaTta Tpaduka.

Bropas ¢asza —

CKaHupoBaHue NopToB
[pumensiercss mns omnpenenenuss TCP/
UDP-nioptoB, uepe3 KoTopble padoTaloT
ceTeBble cepBHUCHl. CKaHUpOBaHUE OIpe-
JIeJIsieT TUM CEeTEBOro MpOTOKOJa, BEpOsT-
HBI{ TUIT CETEBOTO CEpPBUCA M COCTOSIHME
IopTa — OTKPHBIT JIM OH TSI IOCTYIIa, WIK
JIOCTYTT K HEMY 3aKpbIT OpaHmMayspoM. Ha
OCHOBAHUU TOJTYYEHHBIX BO BPeMsT CKaHU-
pOBaHUs NAaHHBIX O peajn3alluu CTeKa
TCP/IP-nipoTOKOJI0OB yaaJIeHHOI CUCTEMBI,
MOXHO clieaTh MPEeAnoJIOXeHNEe O TUMEe 1
BEpPCUM OTEPALIMOHHON CUCTEMBI.

I[Ipu ckaHWpPOBAaHUM MOTYT UCIIOJb30-
BaThCsl Pa3IMIHbIE METOIUKHN YCTaHOBJIE-
HMSI coeMHeHUd. TpaaumoOHHOe CKaHM-
poBaHuEe — TIOC/enoBaTebHbIN Mepedop
MOPTOB C MOMBITKOM YCTAHOBUThH COEIUHE- »



» HHe MeToIoM «connect()» (aHajor BbI30Ba

«nmap -sT my.host.domain»), B ciy4ae yc-
TaHOBJICHUSI COEIMHEHMS TIporpamMma Tpe-
pbiBaeT ero. JlaHHBIN CITOCOO CKaHMpPOBa-
HUST JIETKO OTPeesIsIeTCsT TI0 COOOIIeHUSIM
CETeBBIX CEPBHMCOB 00 YCTAHOBJICHUM U
cOpoce MOAKIIOYEHUI.

B Gosiee nHTEpECHOM METOJE CKAHUPO-
BaHUs IporpaMMa OTChbLIaeT yZaJeHHOM
cucTteme Ha omnpeneneHuslii mopt TCP/IP
SYN-mnakeT, MHULMAJIUZUPYIOUIUNA CO-
elMHeHUe (aHaJlor BbI30Ba «nmap -sS
my.host.domain»).
CepBUC MPOCIYIINBAET 3TOT IMOPT, yla-

Ecaun xakoii-nubo

neHHasa cucteMa orBeTuT SYN/ACK-ma-
KETOM, TPEeMIOXEHUEM TPOIOJIKUTh yC-
TAHOBJICHUE COEIWHEHUS. B mpoTuBHOM
cllydyae ymajJeHHasi CHUCTeMa OTITPaBUT
RST-naket. IMonyuuB SYN/ACK-mnaker,
ckaHep orBeyaeT RST-makerom, mpepbi-
BalIIUM YCTaHOBJIEHUE COEAMHEHUSI.
CoenMHeHWEe HE YCTaHABJIMBAETCS IO
KOHIIa, W CEepBUC He OymeT 3armMchIiBaTh
NaHHble 00 3TOW MOMBITKE, TaK KaK IPO-
uzouiel copoc. EcTb 1 6osiee MHTEpeCHbIE
METOAbl CKaHUPOBAHUS, HO MPOIOJIKE-
HUE 3TOM yBJEKaTeJbHOU TEMBI BBIXOIUT
3a paMKU JaHHOM CTaThU.

CyTb 2TOTO KpaTKOro 0630pa B TOM, 4TO
IUTST OTIpeNesIeHUs] TOTBITOK CKaHUPOBa-
HUSI HEJIb3$1 MoJIaraThCsl TOJbKO Ha aHAJIU3
JIor-(haitioB cepBUCOB, HEOOXOAUMO MUC-
MOJIb30BaTh CIeIIUaIbHBIE CHUCTEMBI Je-
TeKTUPOBAHUS BTOpXEHUS (HaAIpumep,
snort). Takxke, HacTpauBast aKTUBHYIO 3a-
muty (6sokMpoBka gocrtyra mis [P-anpe-
ca WM TMONCETH, OTKyda MPOM3BOAMTCS
aTaka WM CKaHMpPOBaHHUE), HEOOXOOUMO
co0II01aTh OCTOPOXKHOCTh. Hamanarommii
MOXET WMHUTHUPOBAaTh CETeBYIO aTaky OT
noctopoHHero IP-agpeca (Hampuwmep,
MaplipyTu3atopa), 3alluTa OJOKUpYeT
00MeH TpauKoM ¢ 3TUM xoctoM — DOS
(«Denial Of Service» — 0TKa3 B 00CTyKH1-
BaHWHU), M aTaka yJgajiach — CeTh Hepabo-
TOCIIOCOOHA.

TpeTtbsa dpaza —

MAeHTMd)VIKaLI,MH ceTeBbiX cepBUCoOB
Knaccuyeckum meTogoM uAeHTU(DUKA-
IIUK CETeBBIX cepBUCOB («fingerprinting»)
cTasl cOop TaK Ha3bIBAGMBIX «OaHHEPOB».
BanHepowm Ha3bIBaeTCs CTaHIAPTHOE TIPH-
rnamenue cepsuca (FTPd, HTTPd,
SMTPd, TELNETD, IDENTD). U3 un-
dopmaium, 3aKJI0YeHHOI B OaHHEepe, He-

PEIKO MOXHO IMOJIYYUTh JAHHBIE O BEPCUU
CEpPBUCA U UCIIOJb3YEMOM ONEpallMOHHOM
cucreme.

Hanpumep, ans HTTPd (web-cepsep):
$telnet www.lenta.ru 80

Trying 81.19.69.28...

Connected to www.lenta.ru.

Escape character is '*]".

GET / HTTP/1.0

HTTP/1.1 200 OK

Date: Fri, 03 Jan 2003 10:47:23 GMT

Server: Apache/1.3.26 (Unix) rus/PL30.15
Last-Modified: Fri, 03 Jan 2003 10:45:08 GMT
ETag: «34cc08-13274-3e1569b4-koi8-r»
Accept-Ranges: bytes

Content-Length: 78452

Connection: close

Content-Type: text/html; charset=koi8-r...

ITo uH(poOpMaLMU B cTpoKe «Server: ...»
MOXHO cZeJlaTh BBIBOI O THUIIE W BEPCUU
web-cepBepa U UCIOJIb3yeMOli ornepaloH-
HOI1 cucteme.

ITo Bo3MOXHOCTM U3MEHsIHTe OGaHHEPHI,
youpast nHboOpMaluMio O TUME U BEpCUU
cepBucoB. Mnu, uto Gonee uWHTEpecHO,
MOJAMEHUTE CTAaHAAPTHBIN OaHHEp cepBUca
Ha npyroii. Hanpumep, B 6aHHepe Micro-
soft I1S ykaxwuTte, yTo 310 Apache.

O6wue sameyaHuna
M3zyuute cBoto cuctemy. Jlaxe 6e3 TposiH-
CKUX KOHE# oTlepalliOHHbIE CUCTeMBI Jac-
TO OTKPBITHI IS 1OocTyIa. Harpumep, s
cemeiictBa Windows HavyajbHble HACTPOM-
ku ciayx6 Remote Procedure Call (RPC),
NetBIOS u Messenger service apyxXeo0-
HBI TS B3JIOMIITUKA.

PerynsapHo TmipoBoaMTE MOHUTOPUHT U
BEIUTE JIOT-3alMCh CETeBOM aKTUBHOCTHU
MPUJIOXKEHUN Ha cBoeM KomIbioTepe. OT-

(34 Kevia WisRtoule Admniatiaton (localhost] - Kypman o naas

shuston vermce, expie 09 dapr
wiaoek 10, RAT: Vae, Momeey: 11256 10

1996 19 3410] C

ayaouT ceTeBOMW 3alWKUThbl

KJIIOYUTE HEUCTIONb3YeMbIe CEPBUCHL. YCTa-
HOBUTE OTPAHUYEHMS Ha JOCTYI K OCTalb-
HBIM CepBUCaM.

B cranmapTHbIe TIpUTIAIIIeHUsT CEPBUCOB
BHECUTE TIPEAyTNpexaeHrne 00 yroJOBHOM
HaKa3aHWM 3a TTONBITKY HECAaHKIIMOHMPO-
BaHHOro nocrtyna. bbul cyneOHbI mpelie-
NIEHT, KOIJa KOMIIbIOTEPHOTO B3JIOMIIMKA
omnpaBaanu. JJoBOIOM 3aIIUTHI TTOCTYKUIO
TO, YTO OaHHEPHI CETEBLIX CEPBUCOB B3JIO-
MaHHBIX CEPBEPOB COEpKaIN CTPOKY «Wel-
come» («/1o0po moxanoBaTb» — aHIJL.).

PerynsipHo npoBepsiiiTe nHdoOpMaLuio o
HaJMYUU OLIMOOK U YsA3BUMOCTEH B HC-
MOJIb3yeMOM TTPOTPaMMHOM OOECTIeUeHU .
HNudopmanuio Hamo uckath He TOIBKO Ha
caifte npousBoauTtens. [locie oGHapyxke-
HUST YSI3BUMOCTA WM JIO €€ WCIpPaBICHUS
JIy4llle OTKJIIOYUTh WJIM OTPAaHUYUTH AO-
ctyn K cepBucy. [locne BbIxona 3aruiaTku
IUTST YSI3BUMOCTHU HE CIIEAYeT MEIUIUTD C ee
YCTAaHOBKOM.

AyauTt 3awumThbl

IlepeHeceM uccinegoBaHue BoOIpoca Ha-
JIEXKHOCTHU CETEeBOM 3allluThl B OoJiee Mmpak-
TUYECKUU acrexkT — paccCMOTpUM IIpO-
rpaMMHBIM MHCTPYMEHTApUl U CIOCOOBI
CE€TEBOI'O UCCJICAOBAaHUA.

Xorten Obl 3aMETUTb, YTO IIPUMEHATDH
3HaHUs JIy4yllI€e AOJisi UCCICOO0BaHUSA 0e30-
MACHOCTU CBOEM cUCTeEMBI. XOTsI CETEBOE
CKaHMPOBAHUE PECYPCOB HE ABJIACTCA IMPEC-
CTYIICHUEM, B3JIOM CHUCTEMBI YK€ YIrOJIOB-
HO HaKa3ycM.

AHanus TpaduKa

M1s1 MccliefoBaHUs CETEBON aKTMBHOCTU
OymeM HCIIOJIb30BaTh cHuUdep (0T aHIJI.
«sniffer» — Hioxau. [IporpamMmma, mpenHas-
HaueHHas JUIs aHaJlu3a CeTeBOro Tpadu-
Kka.) tcpdump. Pazpaborannblii mist Unix-
cucteM, tcpdump nepeHeceH Ha Win- »

v MpocmoTp oTyeTa, NOJlYy4YE€HHOro B XO-
Ae uccnegoBaHus cKkaHepom Nessus
BblOpaHHOM NojceTU, 06 OGHapYyKeH-
HbIX YA3BUMOCTSAX
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dows-miardopmy (windump). Jlast cBoeit
paboThl cHUGEpy HEOOXOAUM apaiiBep 00-
paboTku ceteBbIX TakeToB pcap (Packet
Capture library).

JAucTpuOyTUBBI U JOKYMEHTAIMS pa3Me-
LIEHBI 110 CJIEAYIONIM alpecaM:

» g Unix-cucrem: www.tcpdump.org

» st Windows-cuctem: http://win-

dump.polito.it

B ycnoBum dumsTpaii MOKHO yKa3aTh:
anpec moJyyatensi/otnpaBurtenis (host),
ceThb (net wm net/mask), mopt (port), Ha-
npapieHue (src wiam dst), mporokoa (et-
her/fddi/ip/arp/rarp/decnet/lat/sca/moprc
/mopdl/tcp/udp), pasmep nakera (less wim
greater). [ COCTaBJIEHWSI CJIOKHOTO
uIbsTpa M3 HECKONBKUX MPOCTHIX MOXHO
WCTIOJTb30BaTh JIOTUYECKUE YCIOBUS: WIN
(or), u (and), orpunianue (not). Hampumep,
yCJIOBUE — TI0Ka3aTh BCE MaKeThl, OTIPaB-
JeHHble xocToM 192.168.1.10, rae mopt mo-
nyvatens 110, OyaeT BBITISAETD TaK:

src host 192.168.1.10 and dst port 110

[TonpoGHas uHdopmalusg o mapameTpax
buapTpallMu AOCTYIHA B BUAE Man-aoKy-
MEHTALMU, ITOCTABJISIEMOU C CUCTEMOU UIn
B BuIe html-ZOKYMEHTOB, JAOCTYITHBIX Ha
caiite www.tcpdump.org.

Haubonee pacnpoctpaHeHHbIe Opelliu B
3aIIMTe — 3TO Tepeada BaKHbIX JaHHBIX B
OTKPBITOM BuUIe (Hampumep, telnet, ftp u
pPOP-TIPOTOKOJIbI) M HEKOPPEKTHas Maplil-
pytusauus. [lepBasg mnpobieMa OOBIYHO
CBsI3aHA C OOBIKHOBEHHOM YeJIOBEYECKOM
JIeHbI0O M HemocTaTkoMm 3HaHuil. CoBceM
HEeCJIOXKHO MCIOJb30BaTh ssl st web-cep-
BHUCOB, ssh BMecTo telnet, sftp BmMecTo ftp u
T. 1. Bropast npo6iemMa MoxeT ObITh BbI3Ba-
Ha He TOJIbKO OIIMOKON CEeTeBOro amMUHM-
cTpaTopa, HO M HEKOPPEKTHOI paboToit
MporpaMMHOTo obecrieyeHus. Jlyumii co-
BET: HE JIOBEPSITh aBTOPUTETY U 3asIBJICHUSIM
pa3pabOTYMKOB, a MPOBEPSATh KOPPEKT-
HOCTb PabOTHI CAMOMY.

CKaHMpoBaHHue NOpPTOB
Web-pecypchl

ITpoBecT cKaHUMpOBaHUE MOPTOB CBOEK
CHUCTEMBbI MOXKHO, UCIIOJb3Ysl Web-CepBUCHI,
HampuMep, Ha cepBepax Www.cotse.com
ni www.void.ru. HekoTopbie KommaHum —
pa3pabOTIMKK TPOTPAMMHBIX OpaHaMayd-
POB MIPEIOCTABIISIIOT HA CBOMX CaliTaXx BCEM
JKearmM web-cepBUChI [T ayauTa Ha-
NeXXHOCTH cBoux paspadborok (Norton PE
Sygate PF).
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Heobxoaumo 3aMeTUTDb, YTO €CII MEXKIy
BallIUM KOMIIbIOTEPOM U CKaHUPYIOIIE CH-
CTEMOI HAXOMUTCSI CETEBOM IIII03, TO CKa-
HUPOBAThcs OyIeT MMEHHO IILTI03, a HEe Ba-
ma cucrema. K Tomy ke HEOOXOAUMO yuU-
TBIBATh, UTO €CJIM BbI IMMOACOEANHEHBI K MH-
TEPHETY 10 KaHaJly ¢ HeOOJIbIIION MPOIYCK-
HOM CITOCOGHOCTBIO, HAIIPUMED C IIOMOILIBIO
MOIEMHOTO COEeIMHEHMS, TO CKAHUPOBAaHE
MOXET IIPUBECTHU K HAPYIIEHUIO paOOThHI Ka-
HaJla ¥ TIpephIBaHMIO B OOCITy>KUBaHUU.

Pa3Ho0Opa3HbIX CETEBBIX CKAHEPOB CY-
LLIECTBYET AOBOJIbLHO MHOTO: Internet Secu-
rity Scanner, Network Superscanner, Satan,
Strobe, Portscanner, XSpider u mHorue
npyrue. OHM OTJIMYAIOTCSI METOIAMU CKa-
HUPOBAHUS, TOYHOCTHIO, HAbOpaMK (PYHK-
LA, TOJb30BAaTEbCKUM WHTEpdeiicoM,
YCIOBUSIMU PAacIpOCTpaHEeHUs]T U MHOTUM
npyrum. [IprMepsl moKMcKa ysI3BUMOCTER U
CKaHMPOBAHUSI MOPTOB B JAHHOM CTaThe
OyIyT NHpuUBeNeHHI HAa OCHOBE CKAHEPOB
Nessus 1 nmap. [IprInHBI TOMY — HamexX-
HOCTB, OTKPBITBII KOI U YCJIOBHE CBOOOI-
HOT'O PacIpOCTPaHEeHUSI.

NMouckK ya3sBuUMbIX

CEepPBUCOB — CKaHep BTOPXKEHUs
CxaHep BTopxkeHMsT Nessus IpemgHa3Ha-
YeH ISl TTOMCKA YSI3BUMBIX M Ci1abo3alim-
LIEHHBIX cepBUCOB. Nessus COCTOUT U3
NIBYX yacTeii — cepBep (unix-cucrema) u
KJIMeHT (unix wiam windows-cucrtema).
CxaHep MMeeT MOIYJIbHYI0 apXUTEKTYpY.
Kaxknmast Bo3MoXHasT yI3BUMOCTb OTIHCHI-
BaeTCs B BUIE OTIETLHOTO MOIYJISI Ha CITe-
HuaabHO paspaboTtaHHOM s3bike NASL
(Nessus Attack Scripting Language). baza
TMAHHBIX 110 U3BECTHBIM YSI3BUMOCTSIM I10-
CTOSTHHO OOHOBIISIETCSI. YTIpaBJieHUE CcKa-

Bcero opuH
OTKPbITbIN NOpT

[lBa npusTens pabotann agMMHaMM, OfUH
B KueBe, gpyroin B Mockse. KuensiHut
KaK-TO NoxBacTancsa 3aKynjaeHHoi cucre-
MOV MeXceTeBON 3aWwmnTbl. MoCKBUY pagu
MHTepeca NPOCKaHWpOBan NOACeTb KMEB-
JIAHUHA W, B YNCJIe NPOYEro, HaLeN OTKPbI-
THIi NOPT CeTeBOro NpuHTepa. Pewns nop-
WYTUTb Haj NpUATENEM, OH CKUHYN Ha
OTKPbITHIA MOPT TEKCTOBbIN AOKYMEHT. Ye-
pe3 napy AHen oHu cBA3anucb. MockBuy
cnpocun: «Hy Kak, nonyyun moe nuceMo?»
KnesnaHuu 3akpuyan: «Kak, 310 6bin Thi?»
Oka3anocb, YTO NPUHTEP NPUHAN NepeaaH-
Hblil aitn 3a nocnefoBaTeNbHOCTb yNpas-
NALWNX KOJOB U AaHHbIX. HaneyaTas He-
CKOJIbKO CUMBOJIOB Ha CTpaHuLe, NpUHTEP
BbIOpAChIBaN IMCT M HAYWMHAN NeyaTaTb Ha
cnepyowem. Tak 6bI10 OTCTPENAHO OKONO
Tpex ThicAY ANCToB Gymaru.

HEpPOM OCYIIECTBIsIETCSI KakK Tpacduyec-
KUM MHTepdeiicoM, TaK U C TOMOIIIbIO KO-
MaHIHOW CTpoku. Pesymbrar mpoBepku
CHUCTEMBI MOXET OBITh TIPEICTABIEH B BU-
Jle TEKCTOBOTO OTYeTa WJIU, eCIU HeoO0XO0-
numo, B gokyMeHTax ¢dopmara LaTeX,
NSR, HTML, XML. CkaHep pacnpoct-
paHseTca OecIulaTHO B BHUIE HMCXOTHBIX
KomoB. ABTOp ckaHepa Peno [epeszoH
(Renaud Deraison). Caiit pazpaboTuuka
WWW.Nessus.org.

J11s pa®oThI CO CKaHEPOM HEOOXOAMMO Ha
cepBepe Co3laTh IMOJb30BATENsl U OMpese-
JIUTH €T0 TTOJTHOMOUMSI KOMaHI0#1 nessus-ad-
duser. 3aperucTpupOBaHHBIN TTOJIH30BATEIb »

Y MaBHOE€ OKHO KJIMEHTCKOM
YacTu CKaHepa BTopKe-
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A MpocMoOTp CTaTUCTUKU YCTAHOBJIEH-
HOro ceTeBOro coeguHeHus. bpaHa-
mayap Outpost Firewall Pro

MOXeT TOIKIIIoYaThCsl K cepBepy nessusd,
HUCTIOJB3YsSl UNiX WM Win-KJIUEeHTbl Nessus.
Bosee noapodHasi qoKyMeHTaLMsT TTOCTaB-
JISIeTCSl BMECTE ¢ CUCTEMOI U MpeacTaBieHa
Ha caliTe pa3paboTuuKa.

Mone3Hble YTUINTDI

Hanocnenok paccMOTpUM HECKOJIBKO MPO-
rpamMM, KOTOpbIE MOTYT IPUTOAUTHCS B 3a-
IIUTE Balllero KOMIIbIOTEPA.

Snort

Cuctema aHanm3a cereBoro Tpaduka. Pac-
TTO3HAIOTCSI TIOTBITKA OCYIIECTBICHUS Ce-
TeBbIX aTak <«buffer overflows, stealth port
scans, CGI attacks, SMB probes, OS fin-
gerprinting attempts». PeanusoBaHa B03-
MOXHOCTbH OIIOBEIIEHUs aIMUHHUCTpaToOpa
npu obHapyxeHuu ataku. Ha 0Gaze snort
MOXHO ITOCTPOUTB CBOIO COOCTBEHHYIO CUC-
temy IDS («Intrusion Detection System» —
cucteMa oOHapyxXeHusi BTopxkeHwust). s
aHaJIM3a JIOTOB SNOrt MOXKHO MCIOJb30BaTh
snort2html u RazorBack.

Perl

BeposiTHO, caMblil M3BECTHBIN ClieHap-
HBII 3bIK, MOJb3YIOIIMICS 3aCTyKEHHON
nonyasipHocTblo. HazBanue Perl mpowuc-
XoIMT OT cokpaieHus Practical Extracti-
on and Report Language («rmpakTu4yeckuii
SI3bIK U3BJICYEHUSI TaHHBIX U (HOPMUPOBA-
HUS OTYETOB»), YTO TOYHO OTpaXaeT OJHO
W3 ero Ha3HauYeHuii. MolHOe TO0CTOUHCT-
BO SI3bIKa — Pa3BUTBIN ammapar peryusip-
HBIX BbIpaxkeHuil. Perl-cuienapuu ynoOHBI
IUTST aHann3a JIoT-(aijioB CepBUCOB.

Agnitum Outpost Personal Firewall
IIporpaMmHbIe epcoOHaIbHbIE OpaHaMAay-
apbl asg Windows-cuctem. OcyiecTBisi-

Locabon

v Copepxumoe ceTeBbIX
nakeToB, NepejaHHbIX BO
Bpemsa ssh-ceccum, B Wwe-
CTHaALaTEePUUHbIX KoJax.
MakKeTbl nepexBa4eHbl
cHudepom tcpdump

€TCsA KOHTPOJIb CETEBOTO Tpa(I)I/IKa n ceTe-

BOI1 aKTUBHOCTH TTPOTPAMMHBIX ITPUIIOKE-
HUii. MomyibHast apXUTEKTypa MPeaoCcTaB-
JIsIeT BO3MOXHOCTD 151 (DYHKIIMOHAJIBHO-
ro paciimpeHusi. YmnoOHas M ToApoOHas
CcHCTeMa CTAaTUCTUKU IIPEIOCTABUT II0JI-
HyI0 “H(GOPMALIMIO O CETEBOM aKTMBHOCTHU
cucreMbl. [IpomymaHHasi cuctema cos3ma-
HUST CETeBBIX ITPaBUJI CYIIIECTBEHHO 00JIer-
YUT HACTpOMKy OpaHamayspa. Cucrema
yIpaBIeHUs] aKTUBHBIMU Web-3JeMeHTa-
MM, BO3MOXHOCTH I10 YAaJCHUIO Web-peK-
JIaMbl M K3IIMPOBaHUIO dns-3ammceii —
yBeJIMUaT 6€301TaCHOCTb M YCKOPST 3arpy3-
Ky wWeb-TOKYMEHTOB.

Kerio WinRoute Pro

Bpanamaysp opueHTHpOBaH Ha TIpUMEHE-
HUE B CeTSIX CpeIHero pa3Mepa. Bkirouaer B
ce0s MapuIpyTHU3aTop, TOYTOBHIN CcepBep
SMTP/POP3, a takxke DNS, DHCP u
npokcu-cepsephl. [IpemocrapisieT oOmMp-
HbIe BO3MOXHOCTU KOHTpOJIs ceTu. Kerio
WinRoute Pro pa6ortaeT Ha Bcex Windows-

CHUCTEMAX U MOXET 06CJ'[y)KI/IB8.TI) JII0001

A B pe3ynbTate uccnepoBaHus BbiGpaH-
HOM cUcTeMbl CKaHepoMm Nmap Gbun
nosiy4yeHbl JaHHble O JOCTYNHbIX ceTe-
BbIX cepBucax

ayaouT ceTeBOMW 3alWuUThl

KOMITbIOTEP-KJIMEHT W3 KOPIOpaTUBHOM
cetu no nportokoiay TCP/IP HezaBucumo
OT MCIIOJIb3YeMOI KJIMEHTOM OIlEPallOH-
Hoit cuctembl — Linux, Mac OS, Unix,
AS400 nnu kakoii-1ubo eie.

3aKkno4yeHue

Bompoc He B ToM, OymyT MBITaThCSl B3JO-
MaTh Ballly CHCTeMy WM HeT. Bompoc B
TOM, KOTJIa €¢ IOIBITaloTCS B3oMath. OT-
BeT — ObIcTpo. [loutn cpa3zy, Kak TOJBKO
BBl MojacoeauuuTech K MHTepHeTy. Bymyr
JIM B3JIOMILMKM HOBUYKAMU WJIM Tpodec-
CHOHAJaMM — 3TO Bompoc apyroii. Ciembl
MEePBBIX OOBIYHO JIETKO 3aMETHBI, a TTpohu
BBI, CKOpee BCero, cpasy He yBuauTe. Ba-
el 3amadyeii sIBJISIETCS 3aCTaBUTh TEPBBIX
HCKaTh GoJiee JIETKYIO JHOOBIYY, a BTOPBIM
CEPBbE3HO OCTOXKHMTD 3a1a4y.

Jns pa3paboOTKM IIaHA 3allUThl HE00-
XOJIMMO UMETh MpPEACTaBJICHUE O CETEBOI
aKTMBHOCTH Balleil cucteMbl. Mcrosb3ye-
MBbIe CeTeBBbIe MPOTOKOJBI, IMepeaaBaeMble
aHHbBIE, CUCTEMHBIC CEPBUCHI U TOJIb30-
BaTeJIbCKME MPUTOXKEHUST — 000 BCEM He-
00X0AMMO UMETh MpeAcTaBIeHue U 00Jia-
aTh BO3MOXHOCTBIO KOHTpOJs. [leranb-
HOE TpEeICTaBJICHUE CXEMbl CETeBOM aK-
TUBHOCTU CYIIECTBEHHO OOJIETYUT TOCT-
pOEHHE CETeBOM 3alIUTHI.

He cnenyer 3a0b1BaTh, 4TO pa3padoTKa u
MOJAEePXKKA CETeBOM 3allMThl — 3TO WH-
TEJUIEKTyaJbHOE COPEBHOBAHME MEXIY
HaITaJamIuM 1 3alUTHUKOM. [TocTosTH-
HOE€ pa3BUTHE METOAWK HamaleHUs W 3a-
IIATHI TpeOYeT MPUCTATBLHOTO BHUMAaHMSI.
LleHoii coBeplleHHOM OIMOKMU OYyAET 1Mo~
TepsiHHasi MHGOpMalMs — caMoe LIEeHHOe
B O9TOM TBHICSYETICTUM, KaK YBEpSIOT BCe

conuosyoru. m m m Anekcanap Kpacorkun

v MpocMoTp pe3ynbTaTtoB
CKaHUPOBaHUSA CUCTEMBbI,
noJjiy4eHHble CKaHepom
Nmap ana Windows
(NMapWin)
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