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Using this Manual

This manual assumes you're familiar with basic functions like click, right-click, and
double-click, and that you're familiar with the basics of the operating system you're
using. This manual also assumes that you have basic network knowledge as well as the
ability to install a Local Area Network (LAN). We strongly recommend reading this
manual very carefully and thoroughly.

This manual uses the following conventions:

» ltalics for file names, paths, buttons, menus, and menu items.

s Bold Italics for notes and comments.

s Keyboard keys with a plus sign separating keys that you press simultaneously.
For example: press Ctrl+Alt+Del to restart your computer.
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1 Overview

1.1 General Information

Preventing unauthorized downloading as well as the uploading of inappropriate software
and data is important when trying to protect and administer a company's computer
network. The traditional solution has been a physical lock on the floppy drive.
DevicelLock eliminates the need for physical locks and has a number of advantages.

Devicelock is easy to install. Administrators can have instant access from remote
computers when necessary. The administrator of the machine or domain can designate
user access to floppy drives, CD-ROM drives, other removable media, tape drives,
WiFi, and Bluetooth adapters, or USB, FireWire, infrared, and serial and parallel ports.
All types of file systems are supported.

DevicelLock can audit user activity for a particular device type on a local computer.
Based on the user's security context, this capability allows you to audit activities that
belong to a certain user or user group. DeviceLock employs the standard event logging
subsystem and writes audit records to the Windows event log.

DevicelLock supports data shadowing — the ability to mirror all data copied to external
storage devices or transferred through serial and parallel ports. A full copy of the files
can be saved into the SQL database. Shadowing, like auditing, can be defined on a per-
user basis.

Moreover, the DeviceLock data shadowing function is compatible with the National
Software Reference Library maintained by the National Institute of Standards and
Technology (NIST) and with the Hashkeeper Database designed and maintained by
U.S. DOJ National Drug Intelligence Center (NDIC).

The data logged by DeviceLock can be checked against hash databases (collections of
digital signatures of known, traceable data) and used in computer forensics.

You may also create your own database with digital signatures (SHA-1, MD5 and
CRC32 are supported) of critical files and then use it for tracing purposes. For example,
you can trace which users are copying signatured files, at what time, and with which
devices.

For information on how to use hash databases in cooperation with DevicelLock, please
contact our technical support team.

More information about hash databases and their samples can be found at the National
Software Reference Library’s website: http://www.nsrl.nist.gov.
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In addition to the standard (per computer) way of managing permissions, DevicelLock
also provides you with a more powerful mechanism — permissions and settings can be
changed and deployed via Group Policy in an Active Directory domain.

Tighter integration into the Active Directory is a very important function of DevicelLock. It
makes DevicelLock’s permissions management and deployment easier for large
networks and more convenient for system administrators.

Integration into the Active Directory eliminates the need to install more third-party
applications for centralized management and deployment. DeviceLock does not need to
have its own server-based version to control the entire network, instead it uses standard
functions provided by the Active Directory.

DevicelLock consists of three parts: the agent (DeviceLock Service), the server
(DeviceLock Enterprise Server) and the management console (DeviceLock
Management Console, DeviceLock Group Policy Manager or DeviceLock Enterprise
Manager):

1. DevicelLock Service is the core of DeviceLock. DeviceLock Service is installed on
each client system, runs automatically, and provides device protection on the client
machine while remaining invisible to that computer's local users.

=
& — S

User

\
Device

VAN

DevicelLock Service

S

Devicelock Settings

I

i : DevicelLock Service
(user-mode)

DeviceLock Administrator

DeviceLock Driver
(kernel-mode)

2. DevicelLock Enterprise Server is the optional component for centralized collection
and storage of the shadow data and audit logs. DeviceLock Enterprise Server uses
MS SQL Server to store its data. You can install several DevicelLock Enterprise
Servers to uniformly spread the network load.
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3. The management console is the control interface that systems administrators use to
remotely manage each system that has DevicelLock Service. DevicelLock ships with
three different management consoles: DeviceLock Management Console (the MMC
snap-in), DeviceLock Enterprise Manager and DeviceLock Group Policy Manager
(integrates into the Windows Group Policy Editor). DeviceLock Management
Console is also used to manage DevicelLock Enterprise Server.

DeviceLock management consoles Network

i

DeviceLock Administrator DevicelLock Service

I

DevicelLock Service

DeviceLock Management Console (MMC snap-in) Remote Procedure
DeviceLock Enterprise Manager Call (RPC)

\a

DevicelLock Service

DeviceLock Group Policy Manager 4
(Windows GPO Editor) Policy -

Active Directory
Domain Controller

in

DevicelLock Service
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1.2 Managed Access Control

Every time the user wants to access a device, DevicelLock intercepts this request at the
kernel level of the OS. Depending on the device’s type and the connection interface
(e.g. USB), DevicelLock checks the user rights in the appropriate Access Control List
(ACL). If the user does not have the right to access this device, an “access denied” error
is returned.

Access checking can occur at two levels: the interface (port) level and the type level.
Some devices are checked at both levels, while others only at one level — either
interface (port) or type.

‘
USB Flash

User Drive (Device)

Interface (port) Level

Is “Access control for
USB storage device”
unchecked in “Security
Settings”?

Is Device In “USB White List”
for User?

i » Is “Control as Type*
Is Userin "USB port unchecked in “USB

. - >
permissions list (DACL)? White List"?

e Level

Is Userin “Removable”
permissions list (DACL)?

Access Denied Access Allowed

Consider the case of a user connecting a USB flash drive to the USB port. Here
DevicelLock would first check whether the USB port is open or locked at the interface
level. Next, because Windows recognizes a USB flash drive as a removable storage
device, DevicelLock will also check permissions at the type level (Removable). In
contrast, a USB scanner would only be checked at the interface level (USB port), as
DeviceLock doesn’t distinguish scanners at the type level.
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&

User USB Scanner (Device)

Interface (port) Level

Is “Access control for
USB scanners”
unchecked in “Security
Settings™?

Is Device In “USB White List'?

Is Userin “USB port”
permissions list (DACL)?

Access Denied Access Allowed

There are additional Security Settings that can turn off access control for classes of
devices (e.g. all USB printers) while others remain under control. In the case of a device
belonging to a class for which control is disabled, DevicelLock allows all requests to
connect this device at the interface (port) level.

Also, DevicelLock supports the white listing of specific devices; in other words, you can
turn off access control for only specific devices (e.g. certain USB printer).

NOTE: If access to a device is denied at the interface (port) level, DeviceLock does not
check permissions at the type level. However, if access is granted at the interface (port)
level, DevicelLock also checks permissions at the type level. Only when access is
granted at both levels, can the user connect the device.

1.3 Recommended Basic Security Measures

Following is a series of basic security rules that should be met for computers that you
want to install in a corporate network:

a. Change the boot sequence. The hard disk must be the first boot device.
Change the boot sequence in the BIOS so that the computer does not boot from
the floppy, USB drive or CD-ROM. If the hard disk is not the first boot device,
someone can use a bootable CD or USB Flash Drive to directly access the hard
disk drive.
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b. Protect the BIOS with a password. The password should be set to the BIOS so
only an authorized person can make changes there. If the BIOS is not password
protected, someone can change the boot sequence and use a bootable CD,
floppy or USB Flash Drive (see above).

c. Seal computer cases and chassis. Protect the hardware with a seal.
Otherwise, it is possible to plug an external boot device directly to the computer
and access the hard disk.

Moreover, if someone can physically access the motherboard, it is very easy to
locate the CMOS reset jumper and clear the BIOS password (see above).

d. Do not give Administrative rights to regular users. Regular local users should
not be members of the local Administrators group. It is not a good practice to
grant users administrative rights to their computers.

However, if for some reason users in your network have administrator privileges
on their local computers, DevicelLock does provide another level of protection. No
one except authorized DevicelLock administrators can connect to, stop, or
uninstall DeviceLock Service. Even members of the local Administrators group
can’t disable DevicelLock if they are not in the list of authorized DevicelLock
administrators.

e. Remove the Recovery Console. If the Windows Recovery Console is installed
on the local computer, someone can boot to the recovery mode and workaround
any number of security measures including disabling DeviceLock Service
(however, this requires the local administrator password).

For this reason we recommend deleting the Recovery Console. For more
information on how to install, remove and use the Recovery Console, please
refer to the Microsoft’s on-line article:
http://support.microsoft.com/default.aspx?scid=kb;en-us;307654.
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2 Installation

2.1 Requirements

DevicelLock works on any computer using Windows NT 4.0 SP6/2000/XP and Windows
Server 2003.

To install and use DevicelLock, you MUST have administrative privileges. If you are
going to use DevicelLock only on a local computer, you must have local administrative
privileges. If you are going to use DevicelLock throughout your network, you must have
domain administrator privileges.

If you want to use DevicelLock on your network, you must have a functioning TCP/IP
network protocol. However, DeviceLock can also work on stand-alone computers. A
network is needed only if you want to control DeviceLock Service from a remote
computer.

2.2 Deploying DevicelLock Service

DevicelLock Service should be installed on the computer so you can control the access
to devices on that computer. There are multiple ways to deploy DevicelLock Service to
client systems.

2.2.1 Interactive Installation

Run Setup (setup.exe) and follow the instructions that appear on the screen.

4% Devicelock setup - Welcome g]

W'elcome to the Devicelock Setup program. This program will inztall
Devicelock on your computer.

It ig ztronglhe recommended that vou exit all Windows programs before
unnireg this Setup program.

Click Cancel to guit Setup and then close any programs wou have running.
Click Mext ta continue with the Setup program.

W.&HHING: Thiz program i= protected by copyright law and international
Stop Data From treaties,

SI;PF'“?:_Thm“gh Unauthorized reproduction or distribution of this programm, or any portion of it
our Fingers., rnay ressult in severe civil and criminal penalties, and will be prosecuted to
Control 1/0 the: mawimum extent possible urndsr law.
Devices With

Device

EMH.EHL‘-' | [ Cancel ]
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You should run setup.exe on each computer that is to be controlled with DevicelLock
Service.

If you are upgrading a previous version, make sure that you have administrative access
to DeviceLock Service, otherwise you will not be able to continue installation.

You must accept DeviceLock’s End User License Agreement to continue the installation
process.

DevicelLock installs to the directory of your choice. Setup tries to find a DevicelLock
installation and if one exists, Setup suggests that you install DeviceLock to the same
directory.

If a previous installation does not exist, Setup suggests that DeviceLock be installed to
the Program Files directory on the system drive (e.g. C:\Program Files\DeviceLock).

In any case, you can select another directory for installation.

<% Devicelock Setup - Choose Destination Location

S etup will ingtall Devicelock in the following directary.
T o inzkall to thiz directony, click Mest.
T o inzkall to a different directary, click. Browsze and select another directory.

You can chiooze not toinstall DeviceLock , by clicking Cancel bo exit Setup.

Stop Data From
Slipping Through Destination Directary

Your Fingers. , ;
C:%Program Files\Devicelock.
Control 1/O d B rowse...

Devices With _
Device Cpace Fequired: 12328 K

Space Available: 2330428 K

¢ Back ” et = l[ Cancel

You have the following two choices: either install both DeviceLock Service and
DeviceLock management consoles using the Service + Consoles option or install only
DevicelLock Service using the Custom option and select the DeviceLock Service
component.
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<% DewiceLock Setup - Setup Type

Select the tope of Setup pou prefer, then click Mest,

Devicelock Service, Devicelock E nterprise
Fdanager, Devicelock Group Policy kanager
and Devicelock Management Consale will be
inztalled.

Devicelock Enterprize Server, Devicelock
Fdanagement Conzole and Devicelock Group
Palicy kanager will be inztalled.

(*) Service + Conzoles

() Server + Conscles

Stop Data From “fou can chooze the options you want o install.
Slipping Through
Your Fingers.
Control 1/0
Deviees With

Device

() Custam

Space Required: 13384 K
Space Available: 24332200k

< Back ” Mext l [ Cancel ]

41 Dewicelock Setup - Select Components

Select the compaonents vou want to inztall, clear the components you do nok

whant to inztall.

Component z

DeviceLock Service 4103 k.
[Devicelock Enterprise Server 1036 K
[IDevicelLock Consales 9640 k.
[IDevicelLock Marwal 984 k.

Dezcription
Thiz package containg Devicelock Service For 'Windows

Stop Data From

Slipping Through
Your Fingers.
Control 1/O0
Devices With

Device

WTA2000F /2003, Install Devicel ock Service on all the
computers where pou'd like to enable userlewvel access

contral to devices.

Space Required: 4108 K,

Space Available: 24332200k

< Back ” Mext ][ Cancel

If you choose to install DeviceLock management consoles as well, Setup may suggest
that you generate a new DevicelLock Certificate.

Devicelock Setup |§

P Do wou wank to crzate the new Devicelock Cartificate (the private and public key pair)?

-
e
‘/ Ciick "ri0" if vou aleady have DeviceLock Cedificate and vou don't need ko create the
new ke pair,

es l [ Mo
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You can always generate a new DevicelLock Certificate later, using the Certificate
Generation Tool installed with DeviceLock management consoles. Hence, if at this step
you are not sure whether you need the new certificate or not, just press the No button
and continue the installation.

Also, if you select Service + Consoles, Setup may suggest that you load the license file
to register your copy of DeviceLock management consoles. If you don’t have the license
file, press the Cancel button to install DeviceLock in a 30-day trial mode.

Select Directory §|

Chiooge a directony with the license file for Devicelock. PRESS "CAMCEL"
TO IMSTALL A 30-DA% TRIALWERSIOM.

Path:

Directornies;

= e 0
[= exchange
Ez 4 Cancel

IH

Dirives:

= .

During the installation process, you can set special permissions for local devices.

Lock automatically:

v Floppy Drives [ Tape Devices

I+ Removable Devices [ USB Parts

v CO-ROMs, DVD-ROMs [ Infrared Parts

[ Senial Parts [ Firehafire Ports (IEEE 1394)
[ Parallel Paorts [ Bluetooth Adapters

[ WiFi [802.11) Adapters

v Create local groups [Blow_Access to ] iF not existing
Securnty Settings:

[ Access contral for USE HID [mouse, keyboard, ete.]

v Access contral for USE printers

v Access contral for USE scanners and still image devices
[ Access contral far USE Bluetooth adapters

v Access contral for USE storage devices

Iv Access control for USE and Firehsfire network cards

v Access control for Firg'wfire storage devices

v Access contral far senal modems [internal and external]
v Access contral far virtual CO-ROMs Pfin 2000 and later]

Skip
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Check devices you would like to set permissions to. Check the Create local groups if not
existing flag to instruct Setup to create the special local user group Allow_Access_To_
for each device type (e.g. Allow_Access_To_Floppy for floppy drives), if these do not
exist on the local computer.

Setup assigns Read, Write, Format and Eject generic rights to members of the
Administrators group and the SYSTEM account. Members of the Allow_Access_To__
group will have Read, Write and Eject generic rights.

Also, you can define Security Settings to exclude certain types of devices from the
access check. Check Access control for USB HID, Access control for USB printers,
Access control for USB scanners and still image devices, Access control for USB
Bluetooth adapters, Access control for USB storage devices or Access control for
FireWire storage devices to allow DeviceLock Service to control security for Human
Interface Devices (mouse, keyboard, etc.), printers, scanners and still image devices,
Bluetooth adapters or storage devices (such as flash drives) plugged into the USB and
FireWire port. To allow access control for USB and FireWire network cards, check
Access control for USB and FireWire network cards. Otherwise, even if ports (USB
and/or FireWire) are locked, these devices continue to function as usual. To allow
access control for serial modems (internal and/or external), check Access control for
serial modems. To disable locking of virtual (software emulated) CD-ROMs on Windows
2000 and later systems, uncheck Access control for virtual CD-ROMSs.

Press the OK button to apply changes. Press the Skip button if you prefer to wait until
after installation to set permissions to these devices using DeviceLock management
consoles.

As soon as Setup has installed DevicelLock, it suggests that you point your default
Internet browser to the DeviceLock website.

41 Dewicelock Setup - Finished

Setup is complete and Devicelock is now installed)

DeviceLock Home Page

Stop Data From
Slipping Through
Your Fingers.
Control 1/O0
Devices With

Device

Click Cloge to erd the: Setup

Close
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Uncheck the DeviceLock Home Page flag if you do not want to visit the DevicelLock
website.

Press the Close button to finish the installation.

2.2.2 Unattended Installation

DevicelLock also supports unattended (silent) setups. This provides an installation
method that can be used from within a batch file. To install DeviceLock Service without
user intervention, run Setup with the /s parameter (e.g. c:\setup.exe /s). There is a
special configuration file for silent setups named devicelock.ini. The devicelock.ini file

must be in the same directory as setup.exe. With this file, you can customize the
installation parameters.

You can open and edit devicelock.ini in any text editor, for example in Notepad.
Remove a semicolon (;) before the parameter to assign a new value or leave it to assign
the default value.

There are two sections ([Install] and [Misc]) in this configuration file and each section
has its own parameters:

1. [Install]

To install DevicelLock Service, specify the Service parameter:

Service =1

You can also install DeviceLock management consoles and the documentation, using
Manager and Documents parameters.

If you want to just upgrade DevicelLock Service and do not want to change existing
settings, use the OnlyUpgradeService parameter:

OnlyUpgradeService = 1

In this case Setup ignores all specified settings and only copies the new DeviceLock
Service executable file (diservice.exe or diservice x64.exe) over the existing one.
You can also define a destination directory for DevicelLock:

InstallDir = C:\Program Files\DevicelLock

Setup uses this directory if it can’t find the previous installation of DevicelLock.
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If you have purchased a license for DevicelLock, you can also specify the location of the
license file:

RegFileDir = C:\Directory

where C:\Directory is where your license file is located.

You do not need to load the license, if you are installing only DeviceLock Service. It is
required for DeviceLock management consoles.

To instruct DevicelLock Service to use a fixed port, specify the FixedPort parameter:
FixedPort = [port number]

where port number — the fixed TCP port number that you want to use for the

communication between DeviceLock Service and management consoles. To use
dynamic ports for the RPC communication, specify 0 as a port number.

If the CreateGroups parameter is set to “1”, Setup creates the special local user group
Allow_Access_To_ for each device type (e.g. Allow_Access_To_Floppy for floppy
drives), if these do not exist on the local computer.

To apply settings, permissions, audit and shadowing rules to DevicelLock Service,
specify the path to the previously saved XML file in the SettingsFile parameter:
SettingsFile = C:\settings.dls

This settings file can be created using DeviceLock Management Console, DevicelLock
Group Policy Manager and/or DevicelLock Service Settings Editor.

2. [Misc]

If you want to run a program (e.g. batch file) after a successful install, you can specify
the Run parameter:

Run = C:\mybatchfile.bat

To suppress an automatic restart even if Setup needs it, set the DisableRestart
parameter to “17.

2.2.3 Installation via Microsoft Systems Management Server

The unattended installation allows you to deploy DeviceLock Service using Microsoft
Systems Management Server (SMS). Use the package definition files (DevLock.pdf for
SMS version 1.x and DevLock.sms for SMS version 2.0 and later) supplied with
DevicelLock, located in the sms.zip file.
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2.2.4 Remote Installation via DeviceLock Management Console

DeviceLock Management Console (the MMC snap-in) supports remote installation to
help system administrators set up a service on remote machines without ever having to
physically go to them.

When you're trying to connect to a computer where DevicelLock Service is not installed
or is outdated, the management console suggests that you install or update it.

Devicelock X

' Device Lock service does not exist on %PYIRT
L)

Do wou want boinstall ity

Select the DeviceLock Service executable file (diservice.exe or diservice_x64.exe) and
the management console will copy it to the remote computer.

Select the service executable file [dlservice.exe)

| mik i |';:‘,l Nesicel nrk V: = Tl" .l "
Ty !I:lplugins
-: "ﬂ i DLSeryvize
by Fecent
Nnrument=
¥ I_
Desktop

=)

by Docamern:s

L
by Computer
‘:_ File name: |D_5 EMvice = | [ Ope ]
My Metwark | Files of bape: | Devicelock Servize w i [ Cancel ]

The DevicelLock Service executable file will be copied to the Windows system directory
(e.g. c:\winnt\system32) if this service doesn't exist on this system. If the service exists
on this system but is too old, the management console will copy the executable file to
the directory of the old file and the old file will be replaced.
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Please note that if DeviceLock Service is running on the same computer as your
management console and DeviceLock Security is enabled (the Enable Default Security
flag is unchecked in DevicelLock Administrators) to protect the service against users
with local administrative privileges, neither the management console nor any other
application will be able to access the service’s executable file (dlservice.exe or
diservice_x64.exe).

Dl Manager g|

L E The service File cannok be opened.
[}

To prepare for this scenario, you can copy the service’s executable files (dlservice.exe
and diservice_x64.exe) to another directory before turning on DevicelLock Security and
use the copy for remote deployment.

2.2.5 Remote Installation via DevicelLock Enterprise Manager

DevicelLock Enterprise Manager contains the Install service plug-in that allows you to
deploy DeviceLock Service automatically on all the selected computers in your network.

&1 Scan Network @@

Select domain(z] and computer's twpe|z) Select Plug-in
T ppes w (157 Audit Logiewer
[ 3 Install service
% TRAVEL_GROLF [1:8 Report Permissions/@uditing
= YM20004D |:| Feport PrP Devices
O Prirary Diomain Cortroller Dﬁ S et Pemizsions/tuditing
O Backup Daomain Contraller [1[3% Shadow Log Yiewer
O Mizrosaft SUL Seneers D% Urinztall zervice
O Terminal Servers
O Stand Alone Servers
O Clugher Serers
O Frink Servers
MT "wfork stations
Shaw thiz dialag at nest startup [ Jcan l [ Cloze ]

First, select computers where DevicelLock Service must be installed. DevicelLock
Enterprise Manager allows you to select computers by their types and names. You can
also load the computers list from an external file or select them from any LDAP tree
(Active Directory, Novell eDirectory, OpenLDAP and so on).
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Then, select the Install service plug-in and press the Settings button to locate the
service executable files (dIservice.exe and dlservice_x64.exe). You can also instruct
DevicelLock Service to use the fixed TCP port for the communication with management
consoles. To use dynamic ports for the RPC communication, select the Dynamic ports

option.

Path to Devicelock Service For 32-bit platforms

CPragram Files\DeviceLockidiservice exe E
Path to Devicelock. Service For &4-bit platforms
CHProgram Files\DevicelockiDLService_xad. exe E
@' [Dwnamic porks
) Specify port:
[ oK l [ Cancel ]

The DevicelLock Service executable file will be copied to the Windows system directory
(e.g. c:\winnt\system32) if this service doesn't exist on this system. If the service exists
on this system but is too old, the Install service plug-in will copy the executable file to
the directory of the old file and the old file will be replaced.

Please note that if DevicelLock Service is running on the same computer as DeviceLock
Enterprise Manager and DevicelLock Security is enabled to protect the service against
users with local administrative privileges, neither DeviceLock Enterprise Manager nor
any other application will be able to access the service’s executable file (dIservice.exe
or diservice_x64.exe).

Devicel ock Enterprise Manager\Pluginsiinstall serwice E|

!\. The szrvice file does nok exist or cannat be openzd.

To prepare for this scenario, you can copy the service’s executable files (dlservice.exe
and diservice_x64.exe) to another directory before turning on DevicelLock Security and
use the copy for the Install service plug-in.

2.2.6 Installation via Group Policy
This step-by-step instruction describes how to use Group Policy to automatically
distribute DeviceLock Service to client computers. DeviceLock Service can be deployed

in an Active Directory domain using the Microsoft Software Installer (MSI) package
(DeviceLock Service.msi and DeviceLock Service x64.msi).
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NOTE: Microsoft Windows Group Policy automated-program installation requires client
computers that are running Windows 2000 or later.
You can use Group Policy to distribute DeviceLock Service by using the following steps:
= Create a Distribution Point
To install DevicelLock Service, you must create a distribution point on the server:
1. Log on to the server computer as an administrator.
2. Create a shared network folder in which to place the MSI package.
3. Set permissions on the share to allow access to the distribution package.

4. Copy the MSI package (DeviceLock Service.msi and/or DeviceLock Service
x64.msi) to the distribution point.

= Create a Group Policy Object
To create a Group Policy object (GPO) with which to distribute DeviceLock Service:
1. Start the Group Policy Management snap-in.

If the Group Policy Management snap-in is not installed on your computer,
you may use the Active Directory Users and Computers snap-in instead.

2. In the console tree, select your domain.

$7 Group Policy Management X 10| =|

S8 Fle  Action  Wiew Window  Help =18 ]
- |ajm e FEH @

EE aroup Palicy Management vmZ000ad.com

[ﬂ-%{ge;i;ﬂx;l‘inniﬂﬂﬂad.cﬂm Linked Group P olicy Objects | Group Policy Inheritancel Delegati-:unl

=8

Create and Link a GPO Here, ., F’ - I '-EPD I Enfar
Link an Existing GPO.., &5 Detault Domain Palicy Mo
@ Devicelock Group Folicy Object Mo

--L_i.'ii bo  Diock Inheritance

B E-g} Gre Mew Croanizational Lnit
-] Sites
L3 GroupPolic  Search.., | i

Change Domain Controller.

|Create aGPOinthisdo  REmave | I

R e P [ T g | sl

3. Click Create and Link a GPO Here from the context menu of the domain item.
If you are using the Active Directory Users and Computers snap-in, right-click

your domain, then click Properties, click the Group Policy tab, and then click
New.
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£# Active Directory Users and Computers

J@ Conzole  Window  Help

ISETE=

Tree I sl2.com 5 objects
@ Active Directony Users and Computer [_Name | Type
ERF <[ com (771 Rujiltie, biltin D amaity
|:| [ D.elegate Contral... bers Container
I:I ( Find.. _ b Controllers Orgarizational nit
@ [ Connectto Domain... M5 ecunityPrincipals Contairer
#-_]F  Connect ko Domain Contraller... Cartainer
F-C1 1 Operations Masters. ..
Mew »
Al T azks »
Wi »
ﬂ— M ew Window from Here —I LI
|Elpens prope
—  Refresh |
Export List...
Froperties
Help
e:'{n_f:::hc:tihre Directory Users and Computers _ O] x| |

J@ [Tyl SRR TN =12 com Properties HE

Tree I

Generall Managed By  Group Palicy I

Active Directony Users

@ sl2.com & Currert Group Palicy Object Links far 52

Group Palicy Object Links | Mo Overnde | Dizabled |

ﬁ Devicelock Service distribution

4. Type the name that you want to call this policy, and then press ENTER.

5.

Group Policy Dbjects higher in the list have the highest priority.

Thiz izt obtained from: z|_server?. sl2. com

gd. | Edt | |
Optionsz. .. | Delete... | Properties | [ty |
[ Block Palicy inheritance
Cloze | [Fancel | Spply |

In the console tree, select your group policy object, click the Delegation tab,

and then click Advanced.
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—ﬂ'{ Group Policy Management

=lofx|

Eﬁg File  Action Wiews ‘Window  Help

=18 =]

Al I

Eé Group Policy Management
= __{}_.L Forest: vm2000ad.com
= Damains

DevicelLock Group Policy Object
Su:u:upel Detailsl Settings  D'elegation

EE Cefaulk Domain Palicy

2 Groupsz and users:
----- ﬁf Devicelack Graup Palicy Ohje:

EI--@ wm2000ad.com T hese groups and users have the specified permiszion far this GPO

: - -
(g8 Domain Contrallers Narne

Allonwed Permiszions

EIL_.Q iroup Policy Ohjects

# Authenticated L zers Read [from Securnty Filterng)

|rherited

s ]_g Cikas ﬁ Damain &dminz [YM2000&04%0omain A, Edit settings, delete, modify se.. Mo
J’_E Group Policy Resulks m Enterprise Admins M 200040%Enterpr...  Edit settings, delete, modify ze... Mo
ﬁ SYSTEM Edit zettingz, delete, modify ze... Mo
Add... Remove | Eroperties | Advanced...
1 | 2]

If you are using the Active Directory Users and Computers snap-in, click

Properties on the Group Policy tab, and then click the Security tab.

DevicelLock Service distnbution Properties EHE |
General I Links Securty |
M arme - Add...
lgF'4Fi|_|5L.-f‘-.l'\I-I'\IT4[SLE'\F'AiFiLISL.fi‘-.I'NI-|'*~|T4$] =
(=) PARLISLAN-AW2K [SL2APARUSLANW2KS) ﬂl
Q PASUPPORT [SL2VPASLIPPORT %) i
@ PASUPPORT_MT [SL2P4SUPPORT_MT$)
Q PASUPPORT W2k [SLAAPASUPPORT W2k 4] =
ﬂ i T 4ttt A T In;
Permizzions: Al Deny
Full Contral O O
Read O O
Wirite O O
Create All Child Objects O O
Delete All Child Objects O O
Apply Group Palicy i O
Advanced. .. |
k. I Cancel Apply

6. Click on the Deny check box next to Apply Group Policy for the security

groups that you want to prevent from having this policy applied.

Click on the Allow check box for the groups to which you want to apply this

policy. When you are finished, click OK.
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» Assign a Package
To assign DeviceLock Service to computers that are running Windows 2000 or later:
1. Open the group policy object that you need in the Windows Group Policy
Object editor (use either the Group Policy Management or Active Directory
Users and Computers snap-in).

2. Under Computer Configuration, expand Software Settings.

3. Right-click Software installation, point to New, and then click Package.

sI2_com Properties ki
| II | [P I o =Srenim Palien I

J Action  Wiew | PR | |
Treel Marne I YYersion | Deployrnent state | Auto-install |

@ DeviceLock Service distribution [z

@ Computer Configuration

{ EI I:l Software Settings
g S oftware inztallation

l I:l Windows Settings
----- @ SmartLine Devicelock,
: l -2 Administrative Template
El@ |dzer Configuration B efresh
I:l Software Settings -
I:l Windows Settings
I:I Administrative Template Properties

Export Ligt...

Help

4| | K | i

|.-’-'-.|:I|:|s a package. |

[ Elock Policy inheritance

Cloze [Earze] | S |

4. In the Open dialog box, type the full Universal Naming Convention (UNC)
path to the shared folder that contains the DeviceLock Service MSI package.
For example: \\file server\share\DeviceLock Service.msi.

IMPORTANT: Do not browse to the location. Ensure that you use the UNC path
to the shared folder.

5. Click Open.

6. Click Assigned, and then click OK. The package is listed in the right pane of
the Group Policy window.
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Deploy Software |

Select deployment method:

) Eublished

Select thiz ophion to Aszign the application without modifications.

0k, I Cancel

7. Close the Windows Group Policy Object editor. When the client computer
starts, DevicelLock Service is automatically installed.

¥ Group Policy [_ (O] =|
J Action  Wiew |J¢' =) |||@
Tree I Mame ~ | "Werzian I Deployment state |

celock Service Azzigned

Devicelock Service diztnbution [z % Levi
El@ Cormputer Configuration
- B[] Software Settings
 immd Software installation
-] Windows Settings
]ﬁ SmartLine Devicelock
-1 Administrative Templates
El@ IJzer Configuration
|:| Software Settings
|:| Windows Settings
-1 Administrative Templates

| | AL | i
| |

» Upgrade a Package

If the previous version of DeviceLock Service was already deployed and you want to
upgrade it to the new one:

1. Open the group policy object that contains the old DevicelLock Service
package in the Windows Group Policy Object editor (use either the Group
Policy Management or Active Directory Users and Computers snap-in).

2. Under Computer Configuration, expand Software Settings.

3. Right-click Software installation, point to New, and then click Package.
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IS [=] E3

gF Group Policy

J Action  Wiew |J e -P|| |@

TrEEI Mame ¢ | Werzion | Deployment state |
‘ﬂ Devicelock Service [old] 562 Agzigned

@ Mew Group Policy Object [s]_ser «
EI@ Computer Configuration

I:I Windows Setting

@ SmartLine Devic
- B[] Administrative Te
Elﬁ Uzer Configuration HEITESh_
-] Software Setting w
4| - Windows ISettlng Propeties I .
Adds a package. Help | |

4. In the Open dialog box, type the full Universal Naming Convention (UNC)
path to the shared folder that contains the new DeviceLock Service MSI
package. For example: \\file server\share\DeviceLock Service.msi.

5. Click Open.

6. Click Assigned, and then click OK. The new package is listed in the right pane
of the Group Policy window.

¥ Group Policy I [=]

J Action Miew |J -~ -P|| |@

TTEEI Mame I Werzion | Deployment state |

@ Mew Group Policy Object [s]_ser « % Devicelock Service 8.7 Azsigned
El@ Coamputer Configuration ﬂ Devicelock Service (old) 562 Azzigned
- 2] Software Settings
- ma Software installation
-] Windows Settings
@) SmartLine DeviceLock
: I:l Adrninistrative Templates
El@ I1zer Configuration
-] Software Settings

-] Windows Settings _ILI
1| | b 1| | o
| | |

7. Right-click the new package, click Properties, and then click the Upgrades
tab.
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Devicelock Service Properties |

Generall Deployment  Uparades | Eateguriesl Mndificatinnsl Seu:urit_lrll

Packages that thiz package will upgrade:
J Action  Wie
Tree I

El@ Compute
: Saft

: -] Adrr Add.. | Hemoyve
El@ Uszer Co
&[] Soft
- Win

N

Ii Fackages in the current GPO that will upgrade thiz package:

¥ | Eequired upgrade fon existing packages

=

] 4 I Cancel Sppli

8. Click Add, select the old DevicelLock Service package you want to upgrade,
click Uninstall the existing package, then install the upgrade package, and
then click OK.

Add Upgrade Package |

— Chooze a package from
& Cument Group Policy Object [GPO)
A specific GPO;

Browse... |

— Package to upgrade

% Lninztall the existing package, then install the upgrade package

"~ Package can upgrade over the existing package

k. I Cancel
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9. Click OK to close the Properties window, close the Windows Group Policy
Object editor. When the client computer starts, DeviceLock Service is
automatically upgraded.

f Group Policy M=l

chtinn Wigw |J<}= -P|||@

TTEEI Mame # | Y erzioh | Deployment state | |Iparading |
@ MNew Group Policy Object [s_s Jevicelock Service 57 Azzigned Devicelock Service [old)
El@ Computer Configuration ﬂ DeviceLock Service [old) 562 Azzigned Mone

=+ Software Settings
o Software installatic
; (23 Windows Settings
@ SmartLine Devicel ocl
: -1 Administrative Templal
El@ U'zer Configuration

I:l Software Settings . —

I:l “wWindows Settings 4
A [ LIJ « | N
| |

Note: Usually when you upgrade, the new DeviceLock Service MSI package
detects its previously assigned package in GPO and automatically performs steps
7 and 8 described above.

» Redeploy a Package
In some cases you may want to redeploy DeviceLock Service.
To redeploy a package:
1. Open the group policy object which contains the deployed package in the
Windows Group Policy Object editor (use either the Group Policy

Management or Active Directory Users and Computers snap-in).

2. Expand the Software Settings container that contains the Software installation
item with which you deployed the package.

3. Click the Software installation container that contains the package.

4. In the right pane of the Group Policy window, right-click the program, point to
All Tasks, and then click Redeploy application. The following message is
displayed: “Redeploying this application will reinstall the application
everywhere it is already installed. Do you want to continue?”

5. Click Yes.

6. Close the Windows Group Policy Object editor.
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» Remove a Package
To remove DevicelLock Service:

1. Open the group policy object which contains the deployed package in the
Windows Group Policy Object editor (use either the Group Policy
Management or Active Directory Users and Computers snap-in).

2. Expand the Software Settings container that contains the Software installation
item with which you deployed the package.

3. Click the Software installation container that contains the package.

4. In the right pane of the Group Policy window, right-click the program. Point to
All Tasks, and then click Remove.

5. Click Immediately uninstall the software from users and computers, and then
click OK.

6. Close the Windows Group Policy Object editor.

Please keep in mind:

» Deployment occurs only when the computer starts up, not on a periodic basis. This
prevents undesirable results, such as uninstalling or upgrading an application that is
in use.

= DevicelLock Service will be copied to the Windows system directory (e.g.
c:\winnt\system32) if this service doesn't exist on the system. If the service exists on
this system but is too old, DevicelLock Service will be copied to the directory of the
old version and the old version will be replaced.

For more information on how to use the Group Policy Management snap-in, please read
“New ways to do familiar tasks using GPMC” found at:
http://technet2.microsoft.com/WindowsServer/en/library/7c73c060-3c97-4aad-95d3-
2182d4692ded1033.mspx?mfr=true

If you are not using the Group Policy Management snap-in, you may be interested in
“New ways to do familiar Group Policy tasks (pre-GPMC)” found at:
http://technet2.microsoft.com/WindowsServer/en/library/f5860815-522a-4159-906b-
bc606335948e1033.mspx?mfr=true

You may also want to read the article “Deploying and upgrading software”:
http://technet2.microsoft.com/WindowsServer/en/library/fdbf74c6-2b98-4a79-815b-
d831d8d757b51033.mspx?mfr=true
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2.3 Installing Management Consoles

Management consoles are the control interfaces that systems administrators use to
remotely manage DevicelLock Service and DeviceLock Enterprise Server.

DeviceLock management consoles should be installed on the computer from which the
administrator is going to manage DeviceLock’s settings and run reports. It is not
necessary to install management consoles on the server (domain controller or others),
even if you are going to use DeviceLock Group Policy Manager to manage settings via
Active Directory Group Policy — you can do it from your local workstation (proper
privileges required).

NOTE: In order to use DeviceLock Management Console (the MMC snap-in) and
DevicelLock Service Settings Editor on computers with Windows NT 4.0, you should
install the Microsoft Management Console update. You can download this update for free
from the Microsoft's website:
http://www.microsoft.com/downloads/details.aspx?familyid=3F620A07-C996-4A81-AAD8-
30134A43EC46&displaylang=en.

Run Setup (setup.exe) and follow the instructions that appear on the screen.

4% Devicelock setup - Welcome @

W'elcome to the Devicelock Setup program. This program will inztall
Devicelock on your computer.

It ig ztronglhe recommended that vou exit all Windows programs before
unnireg this Setup program.

Click Cancel to guit Setup and then close any programs wou have running.
Click Mext ta continue with the Setup program.

W.&HHING: Thiz program i= protected by copyright law and international
Stop Data From treaties,

SI;PF'“?:_Thm“gh Unauthorized reproduction or distribution of this programm, or any portion of it
our Fingers., rnay ressult in severe civil and criminal penalties, and will be prosecuted to
Control 1/0 the: mawimum extent possible urndsr law.
Devices With

Device

EMH.EHL‘-' | [ Cancel

You must accept the DeviceLock’s End User License Agreement before continuing the
installation process.
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DevicelLock installs to the directory of your choice. Setup tries to find a DeviceLock
installation and if one exists, Setup suggests that you install DeviceLock to the same
directory. If a previous installation does not exist, Setup suggests that DevicelLock be
installed to the Program Files directory on the system drive (e.g. C:\Program
Files\DeviceLock). In any case, you can select another directory for installation.

<% Devicelock Setup - Choose Destination Location

S etup will ingtall Devicelock in the following directary.
T o inzkall to thiz directony, click Mest.
T o inzkall to a different directary, click. Browsze and select another directory.

You can chiooze not toinstall DeviceLock , by clicking Cancel bo exit Setup.

Stop Data From
Slipping Through Destination Directary

Your Fingers. , ;
C:%Program Files\Devicelock.
Gontrol 1/0 d Browse...

Devices With _
Device Cpace Fequired: 12328 K

Space Available: 2330428 K

[ < Back ” MHext = l [ Cancel ]

You have the following three choices: install both DevicelLock Service and DevicelLock
management consoles using the Service + Consoles option, install both DevicelLock
Enterprise Server and DeviceLock management consoles using the Server + Consoles
option or install only DeviceLock management consoles using the Custom option and
select the DeviceLock Consoles component.

<% DewiceLock Setup - Setup Type E

Select the type of Setup pou prefer, then click Mest.

(%) Service + Consoles  Devicelock Service. Devicelack E nterprize
Fdanager, Devicelock Group Policy kanager
and Devicelock Management Consaole will be
inztalled.

() Server + Consoles DeviceLock Enterprize Server, Devicelock
M anagement Congole and Devicelock Group
Palicy kanager will be inztalled.

Stop Data From () Custom
Slipping Through
Your Fingers.
Control 1/O

Devices With _
Device Space Reguired: 13384 K

Space Available: 24332200k

“fou can choose the options you want to install.

¢ Back ” f-l et = l [ Cancel ]
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== Devicelock Setup - Select Components

Select the compaonents vou want to inztall, clear the components you do nok
waht bo inzt all.

Component z
[IDeviceLock Service 4108 K,
[Devicelock Enterprise Server 1036 K
ock Conzales 9540 K
[Devicelock Mar.al 984 K.
Dezcription
S_tnp_ Data From Thiz package containg Devicelock Enterprize Manager,
Sl IppIng Thr'}“gh Devicelock Group Policy Manager and Devicelock

Your Fingers. b anagerent Console.
Control 1O
Devicas With _
Device Space Required: 9640 K,

Space Available: 24471132 K

[ < Back ” Mext l [ Cancel ]

DevicelLock ships with three different management consoles: DeviceLock Management
Console (the MMC snap-in), DeviceLock Enterprise Manager and DeviceLock Group
Policy Manager (integrates into the Windows Group Policy Editor). Installed together
with other management consoles is DeviceLock Service Settings Editor, a tool used for
creating and modifying external XML files with settings, permissions, audit and
shadowing rules for DevicelLock Service.

Setup may suggest that you generate a new DevicelLock Certificate.

Devicelock Setup |§
P Do wou wank to crzate the new Devicelock Cartificate (the private and public key pair)?
x_'J./

Click "Mo" if you aleady have Devicelock Cettificate and you don't need to create the
new ke pair,

es l [ Mo

You can always generate the new DevicelLock Certificate later, using the Certificate
Generation Tool installed with DeviceLock management consoles. Hence, if at this step
you are not sure whether you need the new certificate or not, just press the No button
and continue the installation.
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Also, Setup may suggest that you load the license file to register your copy of

DeviceLock management consoles. If you don’t have the license file, press the Cancel

button to install DeviceLock in a 30-day trial mode.

Select Directory [§|

Chiooge a directony with the license file for Devicelock. PRESS "CAMCEL"
TOIMSTALL & 30-DA% TRIALWERSIOM.

Path:

Directaries:
e
[ 2uchangs
&
Drives:

If you opted to install DeviceLock Service as well, Setup suggests that you set special
permissions for local devices.

Lock automatically:

[v Floppy Drives [ Tape Devices

v Rermovable Devices [ USE Parts

v CD-ROMs, DWVD-ROM: [ Irfrared Parts

[ Seral Parts [ Firg'wiire Ports [IEEE 1334)
[ Parallel Ports [ Bluetooth Adapters

[ 'WiFi [302.11) Adapters

[v Create local groups [&llow_fAccess_tao .. ] if nat existing
Security Settings:

| Access control for USE HID [mouse, keyboard, etc.)

[+ Access control for USE printers

v Access control for USE scanners and still image devices
[ Access control for USE Bluetooth adapters

v Access control for USE storage devices

v Access cantral far USE and Firewire network, cards

I+ Access control for Fire'wire storage devices

[+ Access control for zenal modems (intermal and external)
I+ Access control for virtwal CO-ROMz [win 2000 and later]

Skip

Press the Skip button if you prefer to wait until after installation to set permissions for
devices using DeviceLock management consoles. For more information regarding the
settings, please read the Deploying DevicelLock Service section of this manual.
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If you opted to install DeviceLock Enterprise Server as well, Setup suggests that you
define its settings using the configuration wizard.

Devicel ock Enterprise Server

Log on as

{73 Local System account

(%) This account: EVM 200040 A dmiristratar | [ T
Passward: : (ITTY |
Confirmn password: CITIED |

& MOTE: "W strongly recommend running Devicelock Enterprize 5 erver under

at aczount in the 0 omain Admins group, Devicelock Enterprise Server must
have administrative access to every computer that iz tiving to connect ko it

Connection settings

(%) Dynamic ports

Fixed TCF port
@ P

I Mext > ][ Cancel ]

For more information regarding these settings, please read the Installing DeviceLock
Enterprise Server section of this manual.

You can add DeviceLock Management Console (the MMC snap-in), DeviceLock

Enterprise Manager and DevicelLock Service Settings Editor shortcuts to your current
desktop.

Devicel ock Setup
\‘? Wiould wou like ko add Devicelock shaorkcut to the deskkop?

I es ] l Mo ]
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As soon as Setup has installed DevicelLock, it suggests that you point your default
Internet browser to the DeviceLock website.

=% DewiceLock Setup - Finished

Setup is complete and Dewicelock is now installed)

Devicel ock Home Page

Stop Data From
Slipping Through
Your Fingers.
Control 1/O0
Devices With

Device

Click Cloze to erd the Setup

Cloze

Uncheck the DeviceLock Home Page flag if you do not want to visit the DevicelLock
website. Press the Close button to finish the installation.

You can locate and run DeviceLock management consoles from the Programs menu
available by clicking the Windows Start button.

“ "y

e Windows Media Plays

_:3 Windows Messenger

@ Tour Windows $P

y | Files and Settings Tr:
Wyizard

fﬁ Devicel ock, Certificate Generation Tool
3ames 3

Skarkup 3
ol Adobe Reader 7.0

@ Internet Explorer
wh mMsm
L;“’E] Cutlook, Express

@ DeviceLock Enterprise Manager

¥)) Devicelock Enterprise Manager Help

@ DeviceLock Management Console

) Devicelock Management Console Help

L DeviceLock Manual

@ Frequently Asked Questions

Remote Assistance @] Howe to Reqister

E] License Agreement
[F] ReadMe
ﬁ Remove DeviceLock

Windows Media Player

RN —nriirnand Prompk

ﬂ Windows Messenger
Q’m Windows Movie Maker

All Programs L]

. @ Technical Support
.| Log OFf @| Shut Dow
N — % Temparary White List Adminiskration Tool

NOTE: DeviceLock Group Policy Manager integrates into Windows Group Policy Editor
and is not available as a stand-alone application. In order to use DeviceLock Group
Policy Manager, you must run the standard Windows Group Policy Editor.

Copyright ©1997-2007 SmartLine Inc. All rights reserved. DevicelLock is a registered trademark of SmartLine Inc 36



2.4 Installing DevicelLock Enterprise Server

DevicelLock Enterprise Server is the optional component for centralized collection and
storage of shadow data and audit logs.

In order to use DevicelLock Enterprise Server on Windows NT 4.0 SP6 and Windows
2000 computers, you should install Microsoft Data Access Components (MDAC) version
2.8 or later. MDAC is available for free download at the Microsoft website:
http://www.microsoft.com/downloads/details.aspx?familyid=78cac895-efc2-4f8e-a9e0-
3alafbd5922e&displaylang=en.

2.4.1 Planning Infrastructure

You can install several DeviceLock Enterprise Servers on different computers across
your network to uniformly spread the network load.

DevicelLock Enterprise Server uses MS SQL Server to store its data. Hence, it is
necessary to have MS SQL Server installed and started in your network before installing
DevicelLock Enterprise Server. If you don’t have MS SQL Server, you can install the free
edition called SQL Server Express Edition available for free download at the Microsoft
website: http://msdn.microsoft.com/vstudio/express/sqgl/download/.

It is not necessary to run MS SQL Server and DeviceLock Enterprise Server on the
same machine. Moreover, for performance and reliability reasons, it is better to install
DeviceLock Enterprise Server on a separate computer.

There are three scenarios for connecting DeviceLock Enterprise Server and MS SQL
Server. You should decide which scenario best fits your needs before installing
DeviceLock Enterprise Server:

1. ONE-TO-ONE: you install one DevicelLock Enterprise Server and connect it to
one MS SQL Server. This scenario is most appropriate for small networks (up to
several hundreds of computers).

2. MANY-TO-MANY: you install several DeviceLock Enterprise Servers and
connect each of them to its own MS SQL Server. This scenario is typical for
medium and large networks geographically distributed across a variety of
segments.

3. MANY-TO-ONE: you install several DeviceLock Enterprise Servers and connect
all of them to the one MS SQL Server. This scenario could be used for medium
and large networks with a powerful (large amount of memory and free storage
space) dedicated machine for MS SQL Server.
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2.4.2 Interactive Installation

Run Setup (setup.exe) and follow the instructions that appear on the screen. You must
run setup.exe on each computer targeted for DeviceLock Enterprise Server installation.

Stop Data From
Slipping Through
Your Fingers.
Control 1I/O
Devices With

Device

'J? Dewicel ock Setup - Welcome EI

"welcome to the Devicelock Setup program. This progranm will install
DevicelLock on your compriter.

It s strongly recormmended that pou exit all *Wind ows programs before
unning this Setup progran.

Click Cancel to quit Setup and then close any programs pou have running.
Click. M ext to continue with the S5 etup progran.

WARMNIMG: This program iz protected by copynght lawe and intemational
treaties.

Irauthorized reproduction or distribution of this program, or any portion of it,
may rezult in zevere civil and criminal penalties, and will be progecuted to
the mawimanm extent possible under law,

uexw | [ Carcel

You must accept the DeviceLock End User License Agreement before continuing the

installation process.
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DevicelLock installs to the directory of your choice. Setup tries to find a DeviceLock
installation and if one exists, Setup suggests that you install DeviceLock to the same
directory. If a previous installation does not exist, Setup suggests that DevicelLock be
installed to the Program Files directory on the system drive (e.g. C:\Program
Files\DeviceLock). In any case, you can select another directory for installation.

=5 Dewicel ock Setup - Choose Destination Location

S etup will ingtall Devicelock in the following directary.
T oinstall to this directon, click kext.
Toingtall to a different dirgctony, click Brovese and select anather directary,

fou can chioose not to install DeviceLock, by clicking Cancel bo exit Setup.

Stop Data From
Slipping Through Destination Directary

Your Fingers. : , ;
Control 1/0 C:yProgram FilessDeviceLock,

Devices With _
Device Space Required: 12328 K

Space Avalable: 2335428 k.

[ < Back ” MHext = l [ Cancel ]

You have the following two choices: either install both DeviceLock Enterprise Server
and DeviceLock management consoles using the Server + Consoles option or install

only DeviceLock Enterprise Server using the Custom option and select the DevicelLock

Enterprise Server component.

== Dewicelock Setup - Setup Type @

Select the type of Setup you prefer, then click Mest.

() Service + Consoles  Devicelock Semvice. Devicelack E nterprise
Fdanager, Devicelock Group Policy kanager
and Devicelock Management Conzole will be
inztalled.

(®) Server + Consoles DeviceLock Enterprize Server, Devicelock
Management Conzole and Devicelock Group
Palicy kanager will be inztalled.

Stop Data From () Custarm Y'ou can choose the options you want ta install
Slipping Through
Your Fingers.
Contreol 1/0O

Devices With _
Device Space Reguired: 5605 K

Space Available: 2329332 K

¢ Back ” f-l et = l [ Cancel ]
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== Devicelock Setup - Select Components

Select the components vou want o install. clear the components you do not
whant to inztall.

Component z
[(IDeviceLock Service 4108
1026 K,
[JDevicelock Consales 9640 k.
[IDevicelLock Marwal 984 k.
Dezcnphion

Stop Data From
Slipping Through
Your Fingers.
Control 1/O
Devices With

Device Space Requied: 1036 K.

Thiz package containg Devicelock Enterprise Server for
Windows MT/20005<P2003.

Space Available: 2329152 K

< Back ” Mext = l[ Cancel

If you selected to install DeviceLock management consoles as well, Setup may suggest
that you generate a new DevicelLock Certificate.

Devicel ock Setup |§

€ , Dovyouwantto crate the new Devicelock Cartificate (the private and public key pair)?
\“:r/

Ciick "ri0" if vou aleady have DeviceLock Cedificate and vou don't need ko create the
new key pair,

es l [ Mo

You can always generate the new DevicelLock Certificate later, using the Certificate
Generation Tool installed with DeviceLock management consoles. Hence, if at this step

you are not sure whether you need the new certificate or not, just press the No button
and continue the installation.
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If Setup detects that MS SQL Server is not running on the local computer but its
installation package is available, Setup suggests that you run the MS SQL Server
installation.

Devicel ock Setup

\ ? QL Server is nok running on the local computer, Do wou want to install ik?
L

'es ] [ Mo

If you don’t want to install MS SQL Server on the local computer or it is already installed
but just not started, press the No button.

During the installation process, you must configure DeviceLock Enterprise Server and
define its main settings using the special wizard.

If you are installing an upgrade or just reinstalling DeviceLock Enterprise Server and
want to keep its current configuration, you don’t need to go through this wizard again —
just press the Cancel button to close the wizard and keep all existing settings
unchanged.

In case you need to change some parameters but keep others — edit only needed
parameters and go through all the wizard’s pages up to the Finish button on the very
last page.

NOTE: If you are installing DeviceLock Enterprise Server for the first time (there are no
existing settings on this computer yet) and you cancel the configuration wizard upon
opening, Setup will not be able to install DeviceLock Enterprise Server’s service, so
you’ll need to run the configuration wizard again.

Devicelock Setup |E|

installed,

"'-., The wizard was interrupted before Devicelock Enterprise Server could be completely
L

Do you want koo run Ehe wizard again {click "No" ko continue Ehis installation process
without configuring Devicelock Enterprise Server)?

o I w

If you press the No button to continue without installing the DeviceLock Enterprise
Server’s service, you will need to run Setup later and install the service anyway.
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On the first page of the wizard you can opt to install DeviceLock Enterprise Server's
service and define its startup parameters.

Devicelock Enterprise Server

Log on as

{7 Local System account
(%) Thiz account; i"-.-"M 2000804 dministrator
Pazswond: |sesse

Confirm pazsword: T IITT Y]

@-} MWOTE: We strongly recommend running Devicelock Exterprize S erver under
an account in the [omain Adminz group. Dewvicelock Enterprise Server must
have administrative access to every computer that is tying to connect ka it

Connection settings

{*) Dynamic ports

) Fised TCP port

Femt » l [ Cancel

1.1. Logon as

First of all, you should choose an account under which the DeviceLock Enterprise
Server’s service will start. As many other Windows services, the DevicelLock
Enterprise Server’s service can start under the special local system account (the
SYSTEM user) and on behalf of any user.

To start the service under the SYSTEM user, select the Local System account
option. Keep in mind that the process working under the SYSTEM user can’t access
shared network resources and authenticates on remote computers as an
anonymous user. Therefore, DeviceLock Enterprise Server configured to run under
the SYSTEM user is not able to store shadow files on the remote computer (e.g. on
the file server) and it must use DeviceLock Certificate for authentication on
DevicelLock Services running on remote computers.

For more information about authentication methods, please read the description of
the Certificate Name parameter.
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To start the service on behalf of the user, select the This account option, enter the
user’s account name and the password. It is recommended to use a user account
that has administrative privileges on all the computers where DeviceLock Service is
running. Otherwise, you will need to use DevicelLock Certificate authentication.

If you're installing DevicelLock Enterprise Server in the domain environment, we
recommend that you use a user account that is a member of the Domain Admins
group. Since Domain Admins is a member of the local group Administrators on every
computer in the domain, members of Domain Admins will have full access to
DevicelLock Service on every computer.

Also, don’t forget that if DeviceLock Security is enabled on remotely running
DevicelLock Services to protect them against local users with administrative
privileges, the user’s account specified in the This account option must be also in the
list of DeviceLock Administrators with Full access rights. Otherwise, you’ll need to
use DevicelLock Certificate authentication.

1.2. Connection settings

You can instruct DevicelLock Enterprise Server to use a fixed TCP port for
communication with the management console, making it easier to configure a
firewall. Type the port number in Fixed TCP port. To use dynamic ports for RPC
communication, select the Dynamic ports option.

Press the Next button to start the DevicelLock Enterprise Server’s service and to
proceed to the second page.

If the current user doesn’t have full administrative access to DeviceLock Enterprise
Server (in case it already exists and you're installing an upgrade), the configuration
wizard will not be able to install the service and apply changes. Also, the similar error
may occur when the current user doesn’t have local administrative privileges on the
computer where DevicelLock Enterprise Server is installing.

Devicel ock Enterprise Server - ChangeConfigService error! () @

@ Access is denied,

If you've specified an incorrect user name for the This account option or the wrong user
password, DeviceLock Enterprise Server will not be able to start.

Devicelock Enterprise Server - ChangeConfigService error! (1057) g|

The account name is inv alid or does not exist, or the password is invalid For the accounk
name specified,
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You will be notified if the user’s account specified for the This account option is not a
member of the Domain Admins group.

Dewicel ock Enterprise Serwver

] The account vm2000adikest does nok belong o the Darmain Sdming group.
- Do wou wank to continue?

Yes Mo

You may continue by pressing the Yes button. However keep in mind that in this case
either the specified user must have full administrative access to all remotely running
Devicelock Services or DevicelLock Certificate (the public key) must be installed on
every computer with DevicelLock Service.

If the user’s account specified for the This account option doesn’t have the Log On As A
Service system privilege, the wizard automatically assigns it. This privilege is needed to
start the service on behalf of the user.

Devicel ock Enterprise Server, @

L) E The account XPYIR ThAdministrator has been granted the Log On As & Service right
L

If all of the service’s startup parameters were specified correctly, the wizard starts
DevicelLock Enterprise Server.

Starting service

Please wait while the program is interacting with a service,

Skarting service DLServer on Local Computer,

I | | cancel |

It takes some time (up to a minute) before the DeviceLock Enterprise Server’s service is
started and the wizard’s second page is displayed.
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On the second page, you can define the list of users that have administrative access to
DevicelLock Enterprise Server and install DeviceLock Certificate (the private key).

Devicelock Enterprise Server

[ Enable Default Security

|zerz
ﬂ"»-"MEDDD.-‘-‘-.D WDiomain Admires Full access
€7 v M20004D Test Read-arly
Add ‘ Delete | | Full access j

MOTE: “We strongly recormmend that accounts in thiz list have local
admiriztrator privileges.

Certificate M anme:

DeviceLock Certificate [05417 /2006 01:23:52 Ph] Fiernu:uvel

< Back Cancel |

2.1. Enable Default Security

In the default security configuration all users with local administrator privileges (i.e.
members of the local Administrators group) can connect to DeviceLock Enterprise
Server using a management console and change its setting and run reports.

To turn on the default security, check the Enable Default Security flag.

If you need to define more granular access to DeviceLock Enterprise Server, turn off
the default security by unchecking the Enable Default Security flag.

Then you need to specify authorized accounts (users and/or groups) that can
connect to DeviceLock Enterprise Server. To add a new user or user group to the list
of accounts, click on the Add button. You can add several accounts simultaneously.

To delete a record from the list of accounts, use the Delete button. Using Ctrl and/or
Shift you can highlight and remove several records simultaneously.

Copyright ©1997-2007 SmartLine Inc. All rights reserved. DevicelLock is a registered trademark of SmartLine Inc 45



To define which actions are to be allowed for a user or user group, set the
appropriate rights:

» Full access — to enable full access to DeviceLock Enterprise Server. Users can
change settings and run reports.

» Change —to enable change access to DeviceLock Enterprise Server. Users can
change settings, install/uninstall DeviceLock Enterprise Server and run reports,
but they can’t add new users to the list of authorized accounts that can connect
to DevicelLock Enterprise Server or change access rights for existing users in this
list.

» Read-only —to enable only read access to DeviceLock Enterprise Server. Users
can run reports and view settings, but can't modify anything.

NOTE: We strongly recommend that accounts included in this list have local
administrator privileges because, in some instances, installing, updating and
uninstalling DeviceLock Enterprise Server’s service may require access rights to
Windows Service Control Manager (SCM) and shared network resources.

2.2. Certificate Name

You may need to deploy the private key to DeviceLock Enterprise Server if you want
to enable authentication based on DevicelLock Certificate.

There are two methods of DeviceLock Enterprise Server authentication on remotely
running Devicelock Services:

a. User authentication — the DeviceLock Enterprise Server’s service is
running under the user’s account that has full administrative access to
DevicelLock Service on the remote computer. For more information on
how to run DeviceLock Enterprise Server on behalf of the user, please
read the description of the Log on as parameter.

b. DevicelLock Certificate authentication — in situations when the user under
which DeviceLock Enterprise Server is running can’t access DevicelLock
Service on the remote computer, you must authenticate based on a
DevicelLock Certificate.

The public key should be installed on DeviceLock Service and the
corresponding private key on DeviceLock Enterprise Server.

To install DevicelLock Certificate, press the ... button, and select the file with a
private key. To remove DevicelLock Certificate, press the Remove button.

For more information regarding DevicelLock Certificate, please read the DevicelLock
Certificates section of this manual.

Press the Next button to apply changes and proceed to the third page of the
configuration wizard.
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From this page, you can load your DevicelLock licenses.

Devicelock Enterprise Server g]

Lizensze informatian:

“ou have 0 valid icense(s] installed:

FLEASE REMEMBER THAT THIS 15 A 30-D4% TRIAL YERSION!

Load Licenze(s] ‘
< Back | Mewt | Cancel |

3.1. License information

If you've purchased a license for DevicelLock, you should load this license into
DevicelLock Enterprise Server.

DevicelLock Enterprise Server handles only the licensed number of DeviceLock
Services. For example, if you have a license for 100 computers but there are 101
DevicelLock Services working in your network, DeviceLock Enterprise Server will
work with only first 100 DevicelLock Services and ignore the remaining one.

To load the license, press the Load License(s) button and select the license file.

You can load several license files in series — one by one.

If there are no valid licenses loaded, DevicelLock Enterprise Server works in the trial

mode and can handle only two DevicelLock Services.

Press the Next button to install licenses and proceed to the fourth page.
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On the fourth page, you can configure database parameters.

Devicelock Enterprise Server @

Database name: |DEViCE|DCk.DB
Connechon bype: ||:IDE|: Cirver ﬂ
S0OL Server name; |‘-‘M 20005E RVERYWINS TANCE Browse. .

" windows authentication
+ SOL Server authentication

Login name: ISE

Password: |

| T est Connechion |

[ Store shadow files in SOL Server

ESpztemBootZ\DLSTORE Browse...

Store path;

< Back Mext » | Cancel |

4 1. Database name

You must specify the name of the database in SQL Server that will be used to store
the DeviceLock Enterprise Server data. The default name suggested by the wizard
is DeviceLockDB.

4. 2. Connection type

There are two ways to define a connection to SQL Server:

a. ODBC Driver — you enter the name of SQL Server in SQL Server name
and select the authentication mode (Windows or SQL Server).

The SQL Server name parameter must contain not just the name of the
computer where SQL Server is running but the name of SQL Server itself.
Usually the SQL Server name consists of two parts: the computer name
and the instance name divided by a backslash (e.g. computeninstance).
Sometimes the instance name is empty (default) and you can use the
computer name as an SQL Server name. To retrieve SQL Server names
available in your local network, press the Browse button. (You should
have access to the remote registry of the SQL Server machine to retrieve
the instance name.)

If the SQL Server name parameter is empty, it means that SQL Server is

running on the same computer as DevicelLock Enterprise Server and has
an empty (default) instance name.
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To establish a connection to SQL Server, you must also configure
authentication parameters.

Select the Windows authentication option to authenticate on SQL Server
under the account used to run DeviceLock Enterprise Server’s service.

If the service is running under the SYSTEM user and SQL Server is
located on the remote computer, service will not be able to connect to
SQL Server since the SYSTEM user doesn’t have a right to access the
network. For more information on how to run DeviceLock Enterprise
Server on behalf of the user, please read the description of the Log on as
parameter.

Select the SQL Server authentication option to allow SQL Server to
perform the authentication itself by checking the login and password
previously defined. Before selecting the SQL Server authentication option,
make sure that your SQL Server was configured to use mixed-mode
authentication.

Enter the SQL user name (login) in Login name and its password in
Password.

NOTE: Windows Authentication is much more secure than SQL Server
Authentication. When possible, you should use Windows Authentication.
b. System Data Source — you select the predefined system data source from

the Data Source Name list.

To define data sources, use the Data Sources (ODBC) applet from Control
Panel -> Administrative Tools.

4" ODBC Data Source Administrator

Uger DSM  Swstem DSH l File DSM ] Drivers] Tracing] Conmection Pooling ] About ]

Systern Data Sources:

Marne Diriver | Add
iGN ENSE SOL Server

Remoyve

Configure. ..

i

&n ODEC System data source stores information about how ko conneck to
the indicated data provider. & System data source is visible to all users
o thiz maching, including NT services.

] 8 | Cancel Help
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If, in the data source configuration, SQL Server Authentication was
chosen, then you also need to specify the SQL user name (login) in Login
name and its password in Password. If Windows Authentication was
selected, then you should leave these fields blank.

To refresh the Data Source Name list, press the Refresh button.

When connection to SQL Server is defined you may want to test it. Press the Test
Connection button to make sure that all the parameters were specified correctly.

Test Connection @

T ezting the conmection to SOL Server...

The connection waz successful,

Cloze

Please note that it only checks connectivity and your access rights to SQL Server. If
there are problems with the database or your access rights to this database, you
don’t see those problems in the Test Connection dialog.

If some connection parameters were specified incorrectly, you may see one of these

errors:

SQL Server does not exist or access denied — you've specified an
incorrect name of SQL Server in the SQL Server name parameter or the
remote SQL Server's computer is not accessible. It is possible that you've
specified the name of the computer where SQL Server is running but this
SQL Server also has an instance name which should be specified as well
(e.g. computer\instance).

Login failed for user COMPUTER_NAMES$' — you’ve selected Windows
Authentication but the user account used to run the DevicelLock
Enterprise Server service can’t get access to the computer with SQL
Server. It may happen when the service starts either under the SYSTEM
user or on behalf of a user that doesn’t have local administrative privileges
on the remote SQL Server's computer.
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- Login failed for user 'user_name' — you’ve selected SQL Server
Authentication and either specified an incorrect SQL user name (login) or
the wrong password for it. Please note that SQL users are different from
Windows users and you can’t use the regular Windows account in the
Login name parameter. SQL users exist only in SQL Server and to
manage them you should use SQL Server management consoles (such
as Microsoft SQL Server Management Studio).

- Login failed for user 'user_name'. The user is not associated with a trusted
SQL Server connection — you've selected SQL Server Authentication but
your SQL Server doesn’t support this mode. You should either use
Windows Authentication or allow your SQL Server to work in the mixed
mode (SQL Server and Windows Authentication mode).

- Login failed for user ". The user is not associated with a trusted SQL
Server connection — the data source you’ve specified in Data Source
Name was configured to use the SQL Server Authentication mode but the
Login name parameter is empty.

- Data source name not found and no default driver specified — you've

selected System Data Source from the Connection type list and specified
either an empty or non-existent name in Data Source Name.

4.3. Store shadow files in SQL Server

There are two modes of storing binary data: data can be stored in SQL Server or it
can be stored on the disk.

To store data in SQL Server, check the Store shadow files in SQL Server flag.

If you decided to store binary data in SQL Server, we recommend that you
dramatically increase the maximum file size parameter for the transaction log of the
database specified in Database name. Otherwise, SQL Server may fail to handle the
large amount of data (hundreds of megabytes) in one transaction. Also, it is
recommended that you increase the maximum amount of memory available for SQL
Server and turn on the PAE (Physical Address Extension) feature.

For more information on how to tune up your SQL Server for storing large amounts
of data, please read the article available at the Microsoft website:
http://www.microsoft.com/technet/prodtechnol/sql/2000/maintain/rdbmspft.mspx.

To store data on the disk, uncheck the Store shadow files in SQL Server flag. In this
case only links to the binary data and some additional information are stored in SQL
Server.

When stored on the disk, data files are located by the path specified in the Store

path parameter. To choose the folder where files should be stored, you can use the
Browse button.
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You can also specify the network shared resource (e.g. \\server\distore) that will be
used as storage. Make sure that the user account used to run the DevicelLock
Enterprise Server service has full access to this network resource.

NOTE: It is recommended to store binary data on the disk.

Press the Next button to apply changes and proceed to the last page.

Devicelock Enterprise Server @

Yerifying ztore path [MESystemBootz\DLSTORE ...

okl

Connecting to SEL Server..
Creating the databaze...

The database creahon completed successfully,

< Back | Finizh | Cancel |

It takes some time to create the database specified in Database name if it does not exist
on this SQL Server yet. If the database already exists and it has the proper format (i.e.
was created by DevicelLock Enterprise Server) then DeviceLock Enterprise Server
keeps all existing data and uses this database.

If some parameters on the previous wizard’s page were specified incorrectly, you may
see one of these errors:

- [2] The system cannot find the file specified — you’ve configured DeviceLock
Enterprise Server to store binary data on the disk but the path specified in Store
path is incorrect. If you've specified the shared network resource then it is
possible that this network resource is not accessible.

- Failed to verify store path. [5] Access is denied — the path specified in the Store

path parameter is correct, but the user account used to run the DevicelLock
Enterprise Server service doesn’t have full access to files by this path.
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CREATE DATABASE permission denied in database 'name’ — the user’s account
(login) used to connect to SQL Server doesn’t have enough privileges to create
the database. The login should have at least the dbcreator Server role (see
Server Roles in Login Properties of Microsoft SQL Server Management Studio).

The server principal "user_name" is not able to access the database "name"
under the current security context — the user’s account (login) used to connect to
SQL Server doesn’t have access to the existing database. The login should be
mapped to this database (see User Mapping in Login Properties of Microsoft
SQL Server Management Studio).

SELECT permission denied on object 'name’, database 'name’, schema 'name' —
the user’s account (login) used to connect to SQL Server doesn’t have read/write
access to the existing database. The login should have at least db_datareader
and db_datawriter Database roles (see User Mapping in Login Properties of
Microsoft SQL Server Management Studio).

Invalid object name 'name' — the database specified in the Database name
parameter already exists in this SQL Server but has an incorrect format. It
happens when you are trying to use the database that was not created by

DeviceLock Enterprise Server or if the database was corrupted.

DeviceLock Database has an unsupported format — the database specified in the
Database name parameter already exists but is outdated. This existing database
has an unsupported format so it can’t be automatically upgraded to the new
format. You should either use another database or create a new one.

DeviceLock Database has a format that is not supported by the current server
version — the database specified in the Database name parameter already exists
but it was created by the more recent version of DeviceLock Enterprise Server.
You should either use the latest version of DevicelLock Enterprise Server or use
another database (or create a new one).

Also, some of the SQL Server connection errors described above may be displayed
here as well.

Use the Back button to return to the previous page and make necessary changes.

If there are no errors, press the Finish button to close the wizard and continue the
installation process.

Copyright ©1997-2007 SmartLine Inc. All rights reserved. DevicelLock is a registered trademark of SmartLine Inc 53



As soon as Setup has installed DevicelLock, it prompts you to point your default Internet

browser to the DevicelLock website.

'.i'-‘rr Devicel.ock 5etup - Finished

© Setup iz complete and Devicelock iz now installed!

Devicel ock Home Page

Stop Data From
Slipping Through
Your Fingers.
Control 1/O

Devices With Click Cloze to erd the Setup

Deviza

Cloze

Uncheck the DeviceLock Home Page flag if you do not want to visit the DevicelLock
website. Press the Close button to finish the installation.
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3 DeviceLock Certificates

3.1 Overview

DevicelLock Certificate is a cryptographic certificate that consists of two keys (the key
pair): private and public:

- The private key must be stored on the administrator’'s computer and only the
administrator must be able to access it. Also, the private key may be installed on
DeviceLock Enterprise Server. NOTE: Make sure that non-administrative users can’t
get access to the private key.

- The public key is installed on every computer where DeviceLock Service is running.
If the public key has not been preinstalled on the user's computer, there is no way to
use the Temporary White List function or DeviceLock Certificate authentication on
DevicelLock Enterprise Server.

3.2 Generating Devicelock Certificates

DevicelLock’s Certificate Generation Tool allows you to generate DevicelLock
Certificates.

We recommend that you generate only one DeviceLock Certificate and deploy its public
key to all user computers. It is necessary to generate and install a new certificate only if
the private key was either compromised (e.g. stolen) or lost.

To run the Certificate Generation Tool, select the Certificate Generation Tool item from
the File menu in DeviceLock Enterprise Manager. To run the Certificate Generation Tool
from DeviceLock Management Console (the MMC snap-in) and DeviceLock Group
Policy Manager, use the context menu available by a right mouse click.

& mE 2 B8 [

I Fl=rms

Smarkline Lz

Certificate Generation Toal, .,

svicelock Service

o ) ; —
@ Devi  Devicelock Signing Toal... sviceLock Enterprise Server

Abouk Devicelock, ..
View 4

Expork List. ..

Help

1

The Certificate Generation Tool will run automatically when DeviceLock management
consoles are installed on an administrator’'s computer that has no DeviceLock
Certificate.
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There are two simple steps to generate the key pair:

1. Define the name of the DevicelLock Certificate.

B Devicelock Certificate Generation Tool

Certificabe

| M et | Canrel

The Certificate Generation Tool auto-generates a name based on the current date and

time, but you can type any other name.

2. Define the path and file names for private and public keys.
B Devicelock Certificate Generation Tool m

Path to the Public key:
|E:'\F'r|:|gram FileshDevicel ockhDevicelock Certificate [05_07_2006 13

Fath to the Private key:
|I:.‘-.F'|ug| ai FilessDevicelockADevicelock, Cenlilicale [00 07 2006 13

< Back | Mest » | Cancel

As soon as the DevicelLock Certificate is generated, you can start deploying the public

key to users’ computers.

NOTE: A newly generated DeviceLock Certificate does not automatically install on
computers from the Certificate Generation Tool. You must deploy it manually from a
DeviceLock management console.
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3.3 Installing/Removing DeviceLock Certificate

To install/remove the public key on/from user computers running DeviceLock Services,
you can use any DeviceLock management console:

a. Devicelock Enterprise Manager

On the Scan Network dialog, select the computers targeted for installation/removal
of the public key and select the Set Service Settings plug-in.

Scan Hetwork

Sekect computer(s) From :he LDAP tree Select Plug-in
|LoaP v![ ... || CIs eudt Log viewer
[ 125 Install service
(L] Builtn Repoart Perrissiorsaudiking
= Carrpkars Report PrP Devices
(| VM2O00OPROFSP4 et Service Setbings
O WMNT4ZPE Shadow Log Viewer
O WMEPSRE [ %l Lrinstall service
O B wak-STEN-YM
B wpyIRT
O = =miIrT 2
=% Domain Controlers
O B yMz0005ERVER:
D ForeignaecurityPrinciaals
I:I Usets
Zhow this dialag 2t nesxt startup Scan ] [ Close ]

Press the Settings button or double-click on the plug-in’s record to open the
configuration dialog.

2= Select Service Settinos @

Select Devicalock Settings that should apply bo computer(s):

Marne _reated Modified author
E f_—%‘m Settings 1 N&20 N7 20645 N6 f2NN7 200652 YMZNINMA Administrakar
|:| §DL Settings 2 07/10/07 12:16:05 0620007 20:06:52 YMZ000A00 Administr akor

07i10/07 12:16:14 0620007 20:06:52

AR e

0620007 20:06:52

YM2000400 Administrator

Y Z000A00 Sdministrakar

[[] 5§ Main DL Settings
IRy Install C 07/10/07 12:16:29

| mew || Add.. ]| Ede. |

[ Copy H Delete. ., ][ Fename ]

8! 4 ] [ Cancedl ]
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Create the new XML file or use the existing one to define the policy needed to
install/remove the certificate. Highlight the file in the list and then press the Edit
button to modify the policy as described in the next section (below). When finished
modifying the policy, select its file by enabling the checkmark next to the file’s name
in the list.

Press the OK button to close the configuration dialog and then press the Scan
button on the Scan Network dialog to start the DeviceLock Certificate
installation/removal process.

b. DeviceLock Management Console, DeviceLock Group Policy Manager and
DevicelLock Service Settings Editor

If you are using DeviceLock Management Console (the MMC snap-in), first you need
to connect it to the computer running DeviceLock Service. Use the context menu
available by a right mouse click.

¢ O@EE 2 8358 B8 2

@ Smartling Devicelock Mame

= Devicelock Service

ﬂqﬁrvirﬁ Oinkions

+ BB Reconnect .

: v Connect o Local Computer at Startup 0 Wiewer
Load Service Settings
Save Service Settings
Save & Sign Service Setkings
Certificate Generation Tool. ..
DeviceLlock Signing Toal, .,
About Devicelock, .,

When DevicelLock Group Policy Manager is used, you don’t need to connect to any
computer since it connects to the Group Policy Object. Also, you don’t need to
connect to the computer when modifying the policy in the XML file using DeviceLock
Service Settings Editor.

Activate the Service Options item.

& B m B 2

&) Smartline DeviceLock Mame | State
~ #% Devicelock Service & DeviceLock Administrators Disabled
= Service Options @ Shadowing
% DE?iEEL'_:'Ek Adrministr atars D UISE/Firetwire blocked message Disabled
o @ ?hadnwmg D Expired message Disabled
+ EE;:ET_SDQ ewer Deviceank Enterprise Server(s) xpvirk
|ﬁ Log palicy changes and Start/Stop events  Enabled

@ Shadow Log Yiewer
+ DeviceLock Enterprise Server

viceLock certificate Devicelock Certificate [05)11 /2006

Y Use Group Policy Disabled

Double-click the DevicelLock certificate parameter to open the configuration dialog.
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B Devicelock Certificate

Computer M arne:

Local Computer

Certhizate Mame:

Devic

elock Certificate [05/11/2006 01:28:52 PM]

J Remove

o]

Cancel |

Specify the path to the public key in the Certificate Name parameter if you want to

install the certificate. You can use the ...

To remove the public key, use the Remove button.

button to select the file with a public key.

Press the OK button to close the configuration dialog and apply changes.

To install/remove the private key on/from DeviceLock Enterprise Server, you can use

DeviceLock Management C

onsole (the MMC snap-in).

You need to connect DeviceLock Management Console to the computer running
DevicelLock Enterprise Server. Use the context menu available by a right mouse click.

F=

SEEEIEEEE

Cettificate Generation Toal, .,
Devicelock Signing Toal, ..
Abouk Devicelock, ..

) Smartline DeviceLack Mame
+-# Devicelock Service ’SEWEF Options
- !E DeviceLock Enterprise Server [= ot 1 ne Yiewer
o
St Reconnect Vigwer
+ @ v Conneck ko Last Used Server at Startup

Activate the Server Options item.
¢ izl £
@ Srnartline Devicelock Marne | State
* £ DEV!':EL':":k SEW'EE_ & Server Administratars Enabled
=g Devicelock Ent,arprlse SErver viceLock certificate DeviceLock Certificate [05/11/
* SErEer Dptlnn.s £¥ service startup account Localystem
i Shadow Log Viewer ol TCP pork DO narmic
@ Database name DevicelockDBS
@, Connection bvpe QDB Driver

Sﬁ S0L Server name

@ S0L Server Login

,[;_3, Store path

@Stnre shadow Files in S0L Server
De-.fi-:eL-:u:k licenseis)

WMZO00SERYER \WMIMSTAMNCE
=3

%oswstemroot % distore
Disabled

Trial mode
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Double-click the DevicelLock certificate parameter to open the configuration dialog.

Devicelock Enterprise Server @

[ Enable Default Security

Uzers
ﬁUMEDDD.-‘-‘-.D YDomain Adminz Full access
€ v M200080 \Test Read-only
m.ﬁ.dministraturs Full access
&dd | Delete ‘ | Full access ﬂ

¢, MOTE:'We strondly recommend that accounts in this list have local
admiriztrator privileges.

Certificate Mames:

|Deviu:eLu:u:k Certificate [05/11/2008 01:28:52 Ph] Fierru:wel
OF. | Cancal |

Specify the path to the private key in the Certificate Name parameter if you want to
install the certificate. You can use the ... button to select the file with a private key.

To remove the private key, use the Remove button.

Press the OK button to close the configuration dialog and apply changes.

For more information regarding installing the private key on DeviceLock Enterprise
Server, please read the Installing DeviceLock Enterprise Server section of this
manual.
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4 DevicelLock Signing Tool

4.1 Overview

The DevicelLock Signing Tool is used to grant users temporary access to requested
devices and sign XML files containing DevicelLock Service settings exported from
DeviceLock Management Console or DeviceLock Group Policy Manager.

To run the DevicelLock Signing Tool, select DeviceLock Signing Tool from the File menu
in DeviceLock Enterprise Manager or from the context menu in DeviceLock
Management Console (the MMC snap-in), DeviceLock Group Policy Manager or
Devicelock Service Settings Editor.

4 Devicel.ock Signing Tool

Zertificate Mame: Devicelock Certificate [05/11/2006 01:23:52 PM] E]

First of all you should load the corresponding DeviceLock Certificate (the private key).

The DevicelLock Signing Tool must use the private key that belongs to the same
certificate as the public key installed on the user’s computer.

By default, the DeviceLock Signing Tool automatically loads the last certificate used.

You can load another certificate by pressing the ... button and selecting a file with the
private key.

To generate the new certificate you can run the Certificate Generation Tool directly from
the DeviceLock Signing Tool. To do so, you should press the New button. However,
please keep in mind that if you generate a new certificate and intend to use its new
private key in the DeviceLock Signing Tool, you must also deploy the corresponding
public key on the user’s computer.

Then, decide what action you want to perform: generate an Unlock Code or sign an
XML file containing DeviceLock Service settings.

4.2 Device Code

To grant the user temporary access to a requested device you should generate an
Unlock Code upon receiving the Device Code from this user.

For more information on using temporary white list, please read the Temporary White
List section of this manual.
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3 Devicel.ock Signing Tool E]
Certificate Name: DewviceLack Certificate [05/11(2006 01:25:52 PM] ]

Device Code | Serwice Settings

Device Code : | HO4KQ | — |EMMCZ2 | — | HLDA | — | JP3T | — | OS50 | — | HPEU

Device Class ¢+ Disk drives (Unigue)

Allowed Period: |1 day w

Unlack Code : LMWDK -7 2001 A000-R1LIN-KQICO-5000R-FOSYA

Close

There are four simple steps to generating an Unlock Code for the user:
1. Load the corresponding DevicelLock Certificate (see above)
2. Enter the Device Code, the user provides to you.

As soon as the correct Device Code is entered, you can see the class of the device
the user wants access to in the Device Class field. The device class information
helps you to control what kind of device the user is going to use. If, for example, a
user tells the administrator that he/she is going to use a USB scanner but actually is
trying to obtain access to a USB flash drive, the administrator would recognize the
discrepancy.

There is also a field (in round brackets) showing whether the requested device can
be authorized as a unique device (Unique) or can be authorized only as a model
(Model), i.e. whether or not it has a serial number. If you authorize the device as a
model, then the user is granted access to all devices of this model. For more
information on this, please read the USB Devices White List section of this manual.

3. Select the period when the requested device will be allowed. In Allowed Period, you
can select several predefined periods: 5, 15, 30, 60 minutes, 5 hours, 1 or 2 days, 1
or 2 weeks, 1 month or until the device is unplugged.

When you select a fixed time period (e.g. 10 minutes), the user is granted access to
the requested device for only this period. As soon as the allowed time expires,
access to the device is denied again. It doesn’t matter what the user is doing with
this device — even if he/she is still copying files onto the USB disk or printing a
document on the USB printer, all operations will be aborted.
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To allow the user to use a requested device without any time limitations, select until
unplug in Allowed Period. The user is then granted access to the device while it is
plugged into the port. As soon as the user unplugs this device, access to it is denied
again.

4. Press the Generate button to create an Unlock Code. Provide this code to the user
over the phone or in any other suitable way.
The process of generating an Unlock Code can be a time-consuming operation. It

depends on your computer’s processing speed and could take as long as several
seconds.

4.3 Service Settings
To avoid unauthorized modification you can sign an XML file containing DevicelLock
Service settings exported from DeviceLock Management Console or DeviceLock Group

Policy Manager or created using DeviceLock Service Settings Editor.

Later this file can be sent to users whose computers are not online and thus out-of-
reach via management consoles.

3 Devicel.ock Signing Tool E|
Certificate Name: DeviceLock Certificate [05/11/2006 01:28:52 PM] ]
Device Code | Serwice Settings

Ursigred file: | Ciiexchangeitest.xml

ana

Signied File: Chexchangeitest_signed. xml
Yalid unkil inly For compuker(s
11/30/2007 12:21:50 P spvirk E

There are six simple steps to signing an XML file:

1. Load the corresponding DevicelLock Certificate (see above)

2. Load the file with DeviceLock Service settings you need to sign.

The full path to this file must be specified in the Unsigned file field. You can use the
... button to select the file.

Copyright ©1997-2007 SmartLine Inc. All rights reserved. DevicelLock is a registered trademark of SmartLine Inc 63



The XLM file with DevicelLock Service settings can be created using Save Service
Settings from the context menu in DeviceLock Management Console, DeviceLock
Group Policy Manager or DeviceLock Service Settings Editor.

3. In the Signed file field, specify the resultant file. You can use the ... button to select
the folder where this file will be created.

4. Decide whether the resultant file should contain expiration information or not.

If you want to allow users to import settings from this file without any time limitations,
disable the Valid until flag.

If you enable the Valid until flag and specify the date/time, then the expiration
information writes to the resultant file and users can import settings from this file only
before the specified date/time.

Please note that this parameter affects only users that are trying to import
DevicelLock Service settings via the DeviceLock applet from the Windows Control
Panel. When an XML file with settings is loaded using Load Service Settings from
the context menu in DeviceLock Management Console or DeviceLock Group Policy
Manager, the expiration information (if any) is ignored.

5. Decide whether the resultant file can be used only on specific computers or not.

If you want to allow users to import settings from this file on any computers, disable
the Only for computer(s) flag.

If you enable the Only for computer(s) flag and specify the computer name then
users will be able to import settings from this file only on this specified computer.
Using the semicolon (;) as a separator, you can specify several computer names
such that the resultant file can be used on any of these computers.

NOTE: You can’t use the computer’'s IP address in this parameter. You must specify
the computer name exactly as it is displayed in the System applet from the Windows
Control Panel.

You can also load a predefined list of computers from the external text file. To open

an external file, press the ... button. This text file must contain each computer’s
name on separate lines.

Please note that this parameter affects only users that are trying to import
DevicelLock Service settings via the DeviceLock applet from the Windows Control
Panel. When an XML file with settings is loaded using Load Service Settings from
the context menu in DeviceLock Management Console or DeviceLock Group Policy
Manager, the computer’'s name information is ignored.
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6. Press the Sign button to create a signed file with DeviceLock Service settings.

Provide this file to the user in any suitable way.

The process of file signing can be a time-consuming operation. It depends on your

computer’s processing speed and could take as long as several seconds.

When the user wants to apply DeviceLock Service settings from this signed file, he/she
should run the DeviceLock applet from the Control Panel and select the Import Service

Settings option.

File Edit ‘Wiew Favorites Tools  Help

\,_,,;' \_/J Lﬁ /..__\J Search i Folders v

Address | [ Conkrol Panel

B Control Panel E| E'

v|G|:|

%]
o

i

7 e ¥ D W

E#' Conkrol Panel €3 = E %
Accessibility  Add Hardware add or Administrative
[} Switch bo Category Wisw Ciptions Remoy... Tools
See Also % - %
Automatic Dake and Time  (WERE= Kale 3 Display
% Windows Update IUpdates
) Help and Support J . A . 3

A e D
Folder Options Fonks Game Internet
Controllers Qpkions

w

—

NOTE: On Windows XP and later, the user must switch the Control Panel to Classic View

in order to view all available applets.

i3 Devicelock @

Thisz towl allows wow o obtain temporary access to a
device and load the signed file with new settings.

() Temporan 'white List Authorization T ool

(%) I mport Service Settings

Click Mest' below to begin,

< Back Meut » l [ Caricel
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There are two simple steps for the user to import DeviceLock Service settings from the
signed file:

1. In the Signed file field, specify the full path to this signed file. Use the ... button to
select the file.

i3 Import Devicelock Service Settings

Select a sigreed file with Devicelock S ervice Settings provided by the Administrator:

Sigred File: |E:Haanhanga'ﬁdl"~5&wica Settings_signed.sml | [ ]

[ < Back ” Finigh l [ Carcel ]

2. Press the Finish button. If the digital signature in the file is valid, then the new
settings will be applied to DeviceLock Service immediately.

Import Devicellock: Service Settings E|

Fil= has boon successfuly loaded,

The user can also load the signed file with DeviceLock Service settings using the
command line:

DLTempAccess.cpl -s <path to signed file>

where <path to signed file> is the path to the signed file with DevicelLock Service
settings. For example:

DLTempAccess.cpl -s “C:\Program Files\DevicelLock\settings_signed.dIs”

All successfully attempts to load settings are logged, if logging of changes is enabled in
the Service Options.
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5 DeviceLock Management Console

5.1 Overview

DeviceLock Management Console is a snap-in for Microsoft Management Console
(MMC).

Using DeviceLock Management Console, you can view and change permissions and
audit rules, install and update DevicelLock Service as well as view audit records for
individual computers.

Also, DeviceLock Management Console is used for viewing logs stored on DevicelLock
Enterprise Server and for managing this server.

DeviceLock Management Console should be used on the computer from which the
administrator is managing DevicelLock Services and DeviceLock Enterprise Servers in
the network.

For information on how to install DeviceLock Management Console, please read the
Installing Management Consoles section of this manual.

To run DeviceLock Management Console, select the appropriate shortcut from the
Programs menu available by clicking the Windows Start button.

u [l

e Windows Media Playe
,.8 Windows Messenger
@ Tour Windows XP

y | Files and Settings Tré
Wyizard

B Cevicelock Certificate Generation Tool
zames 3
Startup b

¢ Adobe Reader 7.0

@ Devicelock Enterprise Manager

) Devicelock Enterprise Manager Help

@ Devicelock Management Console

# Inkernet Explarer
w mMsm
L'ﬁl Cutlook, Express

) Cevicelock Management Consale Help

=L DeviceLock Manual

@ Frequently asked Questions

Remaote Assistance réj] Haow ko Register

[
¢ windows Media Player

El License Agreement

W orimand Prompk

ﬂ Windows Messenger [E] ReadMe

All Programs L] @ Remove DeviceLock,

A windows Movie Maker

[Z] Technical Support

" Log OFf G}' Shut: Daw,
—| —| % Temporary \White List Administration Tool
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Alternatively, you can start MMC and add the DeviceLock Management Console snap-

in manually:

1. Run mmc from the command line or use the Run menu to execute this
command.

2. Open the File menu, and then click Add/Remove snhap-in.

Tﬁl Console1 - [Console Root]

- OX

'ﬁ% | | fction  Wiew  Favoribes  Window
=] CErlr
QpEn... Chrl+O
Save Ckrl4+3
Save fAs...

add/Remove Snap-in. .. CEr+M
Options...

1 C:h\downloads'Group Policy . msc
2 CAWTINDOW'SS, \comprngmt . msc
3 DeviceLock Management. msc

4 Devicelock Management, msc

Exit

ek - =X

Mame |

There are no ikems ko show in this view,

I.ﬁ.u:lu:ls or removes individual snap-ins.

3. Click the Standalone tab, and then click Add.

AddfRemowve Snap-in

Standalone | E stensions
Uze thiz page to add or remove a standalone Snap-in from the conzole,
Snhap-ng added bo: |a Conzale Boat w
D ezcription
Bemove About. .
ak. ] [ Cancel
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4. Select DeviceLock Management Console from the list, then click Add.

Add Standalone Snap-in

Ay ailable Standalone 5 nap-ing:

Snap-in Yendor B
g:rEl.-'l'-.ctiveX Control icrosoft Corporation
EJ Certificates Microsoft Corporation
@ Component Services icrosoft Corporation
Q Computer Management icrosoft Corporation —
Device Manager Microzoft Corporation
g Devicelock Management Congole SmartLine Inc
E Digk Defragmenter Microsoft Corp, Executi...
g Dizk Management Microzoft and WERITAS. .
Event Wiewer Microzoft Corporation
I;I Folder icrosoft Corporation v
Dezcription

Thiz zrnap-in allowz you to configure Devicelock, settings.

Add l [ Cloze

5.2 Interface

DeviceLock Management Console has a user-friendly, easy-to-use standard interface

provided by Microsoft Management Console (MMC). At any time, you can press the F1

key to get context-specific help.

&% DeviceLock Management

File  Help

e« @B 2 B9 [

+13martline Devicelock, Mame

+|-ihy Devicelock Service % DeviceLack Service
!Elf DeviceLock Enterprise Server

% DowviceLlock Enterprise Scrver
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There are two independent parts in DeviceLock Management Console:

1. DevicelLock Service — allows you to connect to and manage DevicelLock
Services running on remote and local computers.

2. DevicelLock Enterprise Server — allows you to connect to and manage
DevicelLock Enterprise Servers running on remote and local computers.

5.3 Connecting to Computers

First of all, you should connect to the computer where DevicelLock Service or
DevicelLock Enterprise Server is running. Use the context menu Connect item or the

appropriate button on the toolbar.
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You can simultaneously connect to both DevicelLock Service and DevicelLock Enterprise
Server even if they are running on the different computers.

Select Computer,

Devicelock Management Conzole will manage:

" Local camputer: [the campueer this conzols iz running on)

{*+ Another computer,

YWHZO00SERYER

j Jrowmze. ..

o]

Cance |

Specify the remote computer name or IP address you want to connect to in the Another
computer parameter. To browse for available computers in your network, use the

Browse button.
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To connect DevicelLock Management Console to the computer where DevicelLock
Service or DevicelLock Enterprise Server was configured using a fixed port, you should
specify this port in square brackets next to the computer name, e.g.
\\computer_name[port number].

To connect to the local computer, use the Local computer option.
Press the OK button to connect to the selected computer.

NOTE: Make sure that the remote computer you've selected to connect to is accessible
from the computer where DeviceLock Management Console is running. The remote
computer must work under a DeviceLock-compatible OS (Windows NT 4.0 SP6 and later).
It must have a functioning TCP/IP protocol. In case a firewall (including built-in Windows
Firewall) is installed on the remote computer, it must be properly configured to allow
connection with DeviceLock Service and/or DeviceLock Enterprise Server.

When you're trying to connect to DeviceLock Service on a computer where it is not
installed or is outdated, DeviceLock Management Console suggests that you install or
update the service. For more information regarding the remote service deployment,
please read the Remote Installation via DeviceLock Management Console section
of this manual.

You receive the warning message when you connect to DeviceLock Service configured
to work in the Group Policy mode.

Warning §|

This machine is configured to use Group Policy settings, You can switch it to the Local
. Palicy mode. In this case Group Policy sektings will be replaced by Local Policy setkings.

If you change some parameter using DeviceLock Management Console, it will revert to
its original state (defined in GPO) on the next Group Policy update. For more
information, please read the Service Options section of this manual.

If you'’re trying to connect to DeviceLock Enterprise Server on a computer where it is not
installed or stopped, you receive a connection error.

Devicelock - InitBinding oD Server error! {1753] E|

@ Trere ae no more endpoinks available From the endpoint mapaer.

DevicelLock Enterprise Server must be installed and started before DeviceLock
Management Console can connect to it. For more information regarding the server
deployment, please read the Installing DevicelLock Enterprise Server section of this
manual.
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If you don't have administrative privileges on the selected computer, DevicelLock
Management Console suggests that you connect under the account of another user.

Enter Metwork Passwornd @&J
Incarrect password or urknown usernarme For: F 0 |c
wmZJ00server
Cancel

Conneck 4s: | wm2000ad) adniniskratar

Paszsword; | by

In the Connect As parameter you can specify a user account with administrative
privileges. This account should also be on the list of DeviceLock Administrators in case
this administrator safeguard feature is enabled for DeviceLock Service or Devicelock
Enterprise Server.

A “credentials conflict” can result if, after connecting to (i.e., you have a mapped
network disk, opened shared resource, etc.) a selected computer under a user that can’t
access Devicelock Service or DeviceLock Enterprise Server, you then try to use
another user in DeviceLock Management Console. To avoid this conflict you must first
delete your existing connection.

When DeviceLock Management Console detects a credentials conflict it displays a list
of existing connections on your local computer and suggests that you delete some of
them.

Local Connections

The credentials supplied conflict with an existing set of credentials (User: Testadmin,
Domain: YM200040), To establish a connection using a different set of credentials, first
wou musk disconnect the existing connections ko vmz000serwer,

Local | Remote Skate | User
= W vm2000sarvert IPCE K keskadrmin

Zlose

Highlight all existing connections to the computer you want to connect to and press the
Disconnect button.

Press the Close button and then try to connect to this computer again.
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NOTE: Sometimes the existing connection can’t be terminated thus preventing you from
connecting under a different user account in DeviceLock Management Console. In this
case you need to run DeviceLock Management Console under a user that either has
enough privileges to access DeviceLock Service or DeviceLock Enterprise Server or has
no connections to the selected computer at all. You may use the Run As function (run
RUNAS from the command line) available in Windows 2000 and later to run DevicelLock
Management Console under another user.

5.3.1 Possible Connection Errors

When you're trying to connect to a computer with DeviceLock Service or DevicelLock
Enterprise Server you may receive some of these errors:

(1722) The RPC server is unavailable — you're trying to connect to a computer that
either does not exist (the wrong name or IP address) or is not accessible. Make sure
that the computer name you’ve specified is correct. Try to ping this computer by its
name and |IP address and connect to it using any standard Windows administrative
tool (such as Computer Management, Services and so on). Make sure that this
computer is working under a DeviceLock-compatible OS (Windows NT 4.0 and
later).

Also, it is possible that a firewall is blocking access to this computer. You would
need to configure your firewall to allow some ports needed for DeviceLock. You
could also instruct DeviceLock to use the fixed TCP port, making it easier to
configure a firewall. For more information, please refer to the Frequently Asked
Questions section of our website.

(1753) There are no more endpoints available from the endpoint mapper — you’re
trying to connect to a computer where DevicelLock Service or DeviceLock Enterprise
Server is not accessible. First of all, make sure that DeviceLock Service or
DevicelLock Enterprise Server is installed and started on the remote computer.

It is possible that this computer was just booted and Windows is still initializing its
services. The Remote Procedure Call (RPC) service may not be running yet.

Also, a firewall could be blocking access to DeviceLock Service or DevicelLock
Enterprise Server. For more information, please read the above desription of the
1722 error.

To troubleshoot RPC Endpoint Mapper errors, please read this Microsoft article:
http://support.microsoft.com/kb/839880/en-us

(5) Access is denied — you don’t have enough privileges on the remote computer.
Make sure that DeviceLock Management Console is trying to connect to the remote
computer under a user with local administrator privileges on that computer.

You may also need to run DeviceLock Management Console under a different user
that can authenticate on the remote computer as a local admin.
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(7045) You must have administrative privileges to perform this operation — you don’t
have enough privileges to access DevicelLock Service or DeviceLock Enterprise
Server because the user is not in the list of DeviceLock Administrators. Make sure
that DeviceLock Management Console is trying to connect to the remote computer
under the user that is in the list of DeviceLock Administrators on that computer.

5.4 Managing Devicelock Service

Expand the DevicelLock Service item to access all of the service function and
configuration parameters.

&% DevicelLock Management Console

File  Action Miew Help

¢ AEB 2 58 @9 B

Smarkling DeviceLock | Mame
- @ DeviceLock Service [ Yo inkions
L Fg Comec.. |
% Reconnect 0 Yigwer
v Connect to Local Computer at Startup ] Viewer

B Load Service Settings
—I- B8 Dev Save Service Settings
ﬁ{% Save & 5ign Service Settings

Certificate Senerakion Toal, ..
¥

Devicelock Signing Tadl,.,

Abouk Devicelock. ..

@ AUC Help

% Sharws L W EweET =

Connectks bo a different compuker

There is a context menu available via a right mouse click on the DeviceLock Service
item:

Connect — connects to any computer that you specify. For more information please
read the Connecting to Computers section of this manual.

Reconnect — connects to the currently connected computer once again.

Connect to Local Computer at Startup — check this flag to instruct DeviceLock
Management Console to automatically connect to the local computer each time it
starts up.

Load Service Settings — loads previously saved settings from the XML file and
applies these settings to the currently connected DevicelLock Service. You need to
select the file that was created either by DeviceLock Management Console or
DevicelLock Group Policy Manager. Since the signature is not validated at this step,
it can be either a signed or non-signed file.
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- Save Service Settings — exports all settings from the currently connected
DevicelLock Service to an external XML file. Later this file can be modified using
DevicelLock Service Settings Editor and loaded via DeviceLock Management
Console and/or DeviceLock Group Policy Manager. Also, this file can be sent to
users whose computers are not online and thus out-of-reach via management
consoles. To avoid unauthorized modification the file should be signed with the
DevicelLock Certificate (the private key) using the DevicelLock Signing Tool.

- Save & Sign Service Settings — exports all settings from the currently connected
DevicelLock Service to an external XML file and automatically signs it with the most
recent DevicelLock Certificate (the private key). This menu item is disabled when the
DevicelLock Signing Tool has no previously loaded private key.

- Certificate Generation Tool — runs the special tool that allows you to generate
DevicelLock Certificates. For more information please read the Generating
DevicelLock Certificates section of this manual.

- DeviceLock Signing Tool — runs the special tool that allows you to grant users
temporary access to requested devices and sign XML files with DevicelLock Service
settings. For more information please read the DevicelLock Signing Tool section of
this manual.

- About DevicelLock — displays a dialog with information about the DeviceLock version
and your licenses.
5.4.1 Service Options

These additional parameters allow you to tune up the DeviceLock Service configuration.
Use the context menu available by a right mouse click on every parameter.
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a. USB/FireWire blocked message

You can define a custom message to be displayed to users when an attempt made to
plug in a USB or FireWire device is denied.

B Blocked Message E@

Computer Mame:  speert

[+ Erable USE~irevwire Blocked Meszage

Blocked Mezzage Capion:
Jevicelocs Security Subsyetemn

Blocked Mezzage Texl:

T'ou oo not have permissions o acces: "EDEVICEE:
¥DRIWEE'. Pleaze contact pour syztem administratar,

Reszslore Defaulls |

] | Czencel |

To enable this custom message, check the Enable USB/FireWire Blocked Message
flag.

NOTE: The custom message will only be shown when access to a device is blocked on
the port (USB or FireWire) level. If some device is blocked only on the type (e.g.
Removable) level, DeviceLock will not display the custom message.

Also, you can define additional parameters, such as:

- Blocked Message Caption — the text to be displayed as a caption. You can use three
predefined macros within the text:

1. %TYPE% - inserts the port name (USB port, FireWire port) where the device is
plugged.

2. %DEVICE% - inserts the name of the device (e.g. USB Mass Storage Device)
received from the system.

3. %DRIVE% — inserts the drive letter of the storage device (e.g. F:). If the device
doesn’t have a letter, then this macro inserts an empty string.

Using these macros you can create more informative messages for users.

- Blocked Message Text — the main text of the message. You can use the predefined
macros described above within the text.
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b. Expired message

You can define a custom message to be displayed to users when the allowed period for
temporary white listed devices is expired and devices have been removed from
Temporary White List.

B Expired message E @

Computer Mame:  xpeert

v Erable Expired Message

Expired Mezsage Caption:
Jevicelocs Security Subsystem

Expired Mezsage Text:
The élowed periad for "ZDEVICER ZDRIVEE" iz expirad.
The cevice has been -emoved from Tempoarany white List.

Reslore Defaulls |

0k | Cencel |

To enable this custom message, check the Enable Expired Message flag.
Also, you can define additional parameters, such as:

- Expired Message Caption — the text to be displayed as a caption. You can use two
predefined macros within the text:

1. %DEVICE% - inserts the name of the device (e.g. USB Mass Storage Device)
received from the system.

2. %DRIVE% — inserts the drive letter of the storage device (e.g. F:). If the device
doesn’t have a letter, then this macro inserts an empty string.

Using these macros you can create more informative messages for users.
- Expired Message Text — the main text of the message. You can use the predefined

macros described above within the text.

c. Devicelock Enterprise Server(s)

If you want to allow DevicelLock Service to send its logs to DeviceLock Enterprise
Server, specify the name or IP address of this server’'s computer.
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fS Devicelock Enterprise Server(s) @

Computer Mame:  xpwrt

DeviceLock Enterprize Servarz]:

|<pvirt,vm2EDD$ewer Heml:l'.-'el

CK | Cencel |

Using the semicolon (;) as a separator you can specify several DeviceLock Enterprise
Servers to uniformly spread the network load. At its startup, DevicelLock Service
chooses one server for sending logs. If the selected server is unavailable, DeviceLock
Service tries to choose another one from the list.

Make sure that DeviceLock Enterprise Server is properly installed and accessible for
DevicelLock Service, otherwise logs will not be stored in the centralized database. For
more information on how to install DeviceLock Enterprise Server, please read the
Installing DeviceLock Enterprise Server section of this manual.

d. Log Policy changes and Start/Stop events

You can enable the logging of changes in DeviceLock Service’s configuration and report
the time when DevicelLock Service starts and stops. It is possible to log changes in
permissions, audit rules, white lists and in other settings.

To allow this logging, enable the Log Policy changes and Start/Stop events parameter.

e. Devicelock certificate

Use this parameter to install or remove a DevicelLock Certificate.

& Devicelock Certificate @E

Computer Marme:  Lozal Camputer

Cerlificate Mame:
|DeviceLu:u:k Certificate [05/11/2006 01:28:52 PM)

J Remove
Q. | Cancel |

Specify the path to the public key in the Certificate Name parameter if you want to install
the certificate. You can use the ... button to select the file with a public key.

To remove the public key, use the Remove button.
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For more information about DeviceLock Certificates, please read the DevicelLock
Certificates section of this manual.

f. Use Group Policy

If DeviceLock Service is configured to work with Group Policy in an Active Directory
domain, you can control the effective policy mode (Group Policy or Local Policy).

To activate the Group Policy mode for this DeviceLock Service, enable the Use Group
Policy parameter. In this mode, all settings that you set via DeviceLock Management
Console and DevicelLock Enterprise Manager are replaced by Group Policy settings.

To activate the Local Policy mode for this DeviceLock Service, disable the Use Group
Policy parameter. In this mode, all settings that you set via DeviceLock Management
Console and DevicelLock Enterprise Manager have a priority over Group Policy settings
and replace them.

If DeviceLock Service was not configured to work with Group Policy, the Use Group
Policy parameter is disabled and unavailable for changing.

If the Use Group Policy parameter is enabled but unavailable for changing, it means
that the Group Policy mode always has a priority (the Override Local Policy parameter
was enabled in DeviceLock Group Policy Manager) and the Local Policy mode can'’t be
enabled for this DevicelLock Service. For more information, please read the Using
DeviceLock Group Policy Manager section of this manual.

g. Fast servers first

DeviceLock Service can choose the fastest available DevicelLock Enterprise Server
from the list of servers.

When this parameter is enabled, all servers specified in the DeviceLock Enterprise
Server(s) parameter are divided into three groups depending on their network speed
and preference is given to the fastest. If all of the fastest servers are unavailable,
DevicelLock Service attempts to select a server from the group of next fastest servers
and so on.

If the Fast servers first parameter is disabled, DeviceLock Service randomly selects a
server from the list.

This parameter has an effect only if there is more than one server specified in the
DevicelLock Enterprise Server(s) parameter.

h. Traffic priority

DevicelLock supports traffic shaping, allowing you to define bandwidth limits for sending
audit and shadow logs from DevicelLock Service to DeviceLock Enterprise Server.

You can set three types of traffic priority: high, medium and low.
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B Traffic Priority

Computer Mame:  xpyirk
TrafFic:
(O High
() Medium
{:} Lot

[ (84 H Cancel ]

When High is selected it means that 100% of bandwidth can be used. To allow use of
only up to 50% of bandwidth, select Medium. Select Low to allow use of just up to 10%
of bandwidth.

Please note that medium and low priorities have an effect only if the Quality of Service
Packet Scheduler (QoS Packet Scheduler) component is installed on a computer
running DevicelLock Service. Otherwise, the Traffic priority parameter is disabled and
100% of bandwidth is used. For more information on QoS, please refer to Microsoft’s
on-line article: http://www.microsoft.com/technet/network/qos/default.mspx.

5.4.1.1 DeviceLock Administrators

This parameter allows you to define the list of user accounts with administrative access
rights to DevicelLock Service.

&5 Devicelock Managzement E] E]g]
File  Hzlp
& =B 2
amartline Cevicelock, ser Mare | Access
= % DEVi':EL':f':k SEr“_’iE ﬁ'-.-'MZIIDD.ﬁ.D'I,D-:-nain fdmins Full access
=% Service Options f; YM2I004D1 TestAdmn Read-only
Devizelod: Administrabors B T v abars Full arcess
@ chaioning |
+- B Devices _
I ) Wi L
[=F audit Log Viewsr
% Shadow Log Viewer Export List. ..
= . .
+ D=vicelock Enterprise Jerver
Help

Enables you todefine Devicelod: Administrators

Use the context menu available by a right mouse click on the DeviceLock
Administrators item to open the configuration dialog.

Copyright ©1997-2007 SmartLine Inc. All rights reserved. DevicelLock is a registered trademark of SmartLine Inc 80


http://www.microsoft.com/technet/network/qos/default.mspx

¥% Devicelock Administrators
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DevicelLock’s default security configuration is based on Windows Access Control Lists
(ACL). A user without administrative privileges can't connect to DeviceLock Service,
modify its settings or remove it. Everything is controlled by the Windows security
subsystem.

To turn on the default security based on Windows ACL, check the Enable Default
Security flag.

NOTE: As described in the Recommended Basic Security Measures section of this
manual, giving administrative privileges to regular users is strongly discouraged.

Users with local administrator privileges (i.e. members of the local Administrators group)
can connect to DevicelLock Service using a management console and change
permissions, auditing and other parameters. Moreover, such users can uninstall
DevicelLock from their computers, disable or delete DeviceLock Service, modify a
service's registry keys, delete a service's executable file, and so on. In other words,
users with local administrator privileges can circumvent the default security based on
Windows ACL.

However, if for some reason, users in your network have administrator privileges on
their local computers, DevicelLock does provide another level of protection —
DevicelLock Security. When DevicelLock Security is enabled, no one except authorized
users can connect to DeviceLock Service or stop and uninstall it. Even members of the
local Administrators group (if they are not on the list of authorized DeviceLock
administrators) can't circumvent DeviceLock Security.
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To turn on DevicelLock Security, uncheck the Enable Default Security flag.

Then you need to specify authorized accounts (users and/or groups) that can administer
DevicelLock Service. To add a new user or user group to the list of accounts, click on
the Add button. You can add several accounts simultaneously.

To delete a record from the list of accounts, use the Delete button. Using Ctrl and/or
Shift you can highlight and remove several records simultaneously.

To define which DevicelLock administrative actions are to be allowed for a user or user
group, set the appropriate rights:

»= Full access — to enable full access to DevicelLock Service. Users can modify
permissions, auditing and other parameters, remove and update DevicelLock
Service.

= Change —to enable change access to DevicelLock Service. Users can change
settings, install, and uninstall DevicelLock Service, but they can't add new users to
the list of authorized accounts that can administer DeviceLock Service or change
access rights for existing users in this list.

» Read-only —to enable only the reading of permissions, auditing and other
parameters. Users can run reports, view defined parameters but can't modify
anything or remove/update DevicelLock Service.

NOTE: We strongly recommend that accounts included in this list have local
administrator privileges because, in some instances, installing, updating and uninstalling
DevicelLock Service may require access rights to Windows Service Control Manager
(SCM) and shared network resources.

Here is just one example of how to properly define a DeviceLock Administrators list: add
a Domain Admins group with Full access rights. Because Domain Admins is a member
of the local group Administrators on every computer in the domain, all members of
Domain Admins will have full access to DeviceLock Service on every computer.
However, other members of the local group Administrators will not be able to administer
DevicelLock Service or disable it.

Please note that if DevicelLock Service is installed and running on the same computer
as your DeviceLock management console and DevicelLock Security is enabled, neither
the DeviceLock management console nor any other application will be able to access
the service’s executable file (dlservice.exe or diservice_x64.exe). This happens
because DevicelLock Service is protecting its executable file from modification by the
user with local administrator privileges. It may be necessary to access diservice.exe or
diservice_x64.exe when you deploy DeviceLock Service to remote computers from your
machine. To prepare for this scenario, you can copy the service’s executable files
(dlservice.exe and dlservice_x64.exe) to another directory before turning on DevicelLock
Security and use the copy for remote deployment.
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5.4.1.2 Auditing & Shadowing

These parameters allow you to tune up auditing and shadowing for DeviceLock Service.

&3 DeviceLock Management Console E]E|rz|
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Use the context menu available via a right mouse click on every parameter.

a. Local storage directory

Use this parameter to define where on the local disk shadowed data is stored.

B | ocal storage directory @
Computer Mame:  speert

Local Storage Dinecton

ESyzlemBootZsSHADD W, Jefaulk |
CK | Cancel |

By default, DevicelLock Service uses the %SystemRo0ot%\SHADOW directory to store
shadowed data on the local computer. %SystemRoot% is a standard environment
variable that expands to a path to the Windows root folder (e.g. C:\Windows). You can
specify any other directory on any locally accessible hard disk.

DevicelLock Service protects this directory so regular users can’t access files inside it.
Make sure that there is enough space to store the data (if the user copies 1GB to the

flash drive, then you need approximately 2GB available in local storage).

b. Enable local storage quota

Enable this parameter to allow automatic cleanup of the locally stored shadowed data.
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When this parameter is enabled you can also configure Cleanup files older than (days)
and Local storage quota (%) parameters (see below).

c. Cleanup files older than (days)

You can define the number of days that should pass before shadowed data can be
automatically deleted from the local storage.

i Cleanup files older than (daxs)

Lomputer Mame:  spwrt

¥ Cleanup Files Older Thar |30 ] days

Ck | Czncel

Check the Cleanup Files Older Than flag and specify the number of days to allow
automatic cleanup.

d. Local storage quota (%)

You can define a disk quota for shadowed data.

i Local storage quota (5)

Computer Mame:  speert

Local Storage Quata B0 o

CE. | Cenicel

Specify the maximum percentage (from 5 to 100) of free disk space that can be used by
shadowed data in the Local Storage Quota parameter.

If the quota is not used (i.e. the Enable local storage quota parameter is disabled) then
DevicelLock Service uses all available space on the disk where the directory specified in
the Local storage directory parameter is located.

When the total size of the directory specified in the Local storage directory parameter
reaches the quota, DevicelLock Service either starts deleting old data (if the Cleanup

files older than (days) parameter is enabled) or stops data shadowing (if the Cleanup
files older than (days) parameter is disabled or there is nothing to delete).
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e. Shadow zero-length files

Enable this parameter to allow shadowing of files whose size is zero.
Even if the file contains no data at all, it is still possible to transfer some information in

its name and path (up to several kilobytes) that’s why you may need to enable
shadowing for zero-length files.

f. Prevent data writing on shadowing errors

By enabling this parameter, you can prevent users from writing data when shadowing is
not possible.

You can be sure that users can transfer information only when shadowing is working
normally (e.g. there is enough local disk space to store shadow data).

When the Prevent data writing on shadowing errors parameter is enabled, the total size
of the directory specified in the Local storage directory parameter reaches the quota
specified in Local storage quota (%) and there is no data that can be deleted,
DevicelLock Service stops shadowing and blocks any user attempt to copy the data.

9. Audit log type

Using this parameter you can define what log should be used to store audit records.

B Audit Log Type

Computer Mame:  xpyirk

Twpe:
(I Event Log

() DeviceLock Log
() Event & DeviceLock Logs

] 4 H Cancel ]

There are three options to choose:

1. Event Log — only the standard local Windows Event Log is used to store audit
records.

2. DevicelLock Log — only the protected proprietary log is used to store audit
records. The data from this log is sent to DeviceLock Enterprise Server and is
stored centrally in the database.

3. Event & DevicelLock Logs — both logs are used to store audit records.
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5.4.1.3 Anti-keylogger

These parameters allow you to tune up DeviceLock’s ability to detect hardware
keyloggers and to define what DevicelLock Service should do when a keylogger is
found.

Hardware keyloggers are devices that record keystrokes. DevicelLock Service can
detect USB keyloggers and block keyboards connected to them. Also, DeviceLock
Service can block PS/2 keyloggers.

&% Devicelock Management Console

File  Action Miew Help

. | | 2

% amartline Devicelock, Marne | Skake |
= % DE""i':EL':f':k SEr“_'i':E @Treat any IUSE hub as kewlogoer Enabled
= . service _C'pt":'ns o ERPs)2 keyvboard scrambling Disabled
% Dev!c.eLcu:k .ﬁ.dmlnls.traturs ﬁ,l‘dntiﬁx UsET Disabled
{8 Auditing 2 Shadowing Q/,?Lu:ug st Enabled
ETE] Anti-keylo goer
o Elock kevboard Enabled
+ Ig.ﬂ Encryption BgBIock Feighivat AT
+|- B Devices
[=F nudit Log Yiewer
@ Shadow Log Wiewer
+ Devicelock Enterprise Server
Liocal Policy is enabled For khis machine. Local Computer

Use the context menu available via a right mouse click on every parameter.

a. Treat any USB hub as keylogger

By enabling this parameter, you can instruct DevicelLock Service to treat any external
USB hub to which the keyboard is connected as a hardware keylogger.

Otherwise, DevicelLock Service detects only those hub keyloggers that exist in its
internal database.

b. PS/2 keyboard scrambling

By enabling this parameter, you can prevent PS/2 keyloggers from recording
keystrokes. DevicelLock Service is unable to detect PS/2 keyloggers and notify users
about their presence but it obfuscates PS/2 keyboard's input and forces PS/2
keyloggers (if any) to record some garbage instead of the real keystrokes.

NOTE: When PS/2 keyboard scrambling is enabled while working with the PS/2 KVM
switch, the switching between computers will not work from the keyboard.
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c. Notify user

You can define a custom message to be displayed to users when DevicelLock Service
detects hardware USB keyloggers.

Since DevicelLock Service starts before the user logs in to Windows, this message can
alert the user and prevent him/her from typing the password on the keyboard connected
to the USB keylogger.

& Motlify User E @

Compuker Mame: xpuwirk

Matifsy User

Motification Captian
Devicelock Security Subsyskem

Motification Text

The hardware kevlogger is detected cn "4 IEVICES:"
Pleass check hoa wour kevboard is connected to the USE
poark,

Restare Defaults

[ k. ][ Cancel ]

To enable this custom message, check the Notify User flag.

Also, you can define additional parameters, such as:

- Notification Caption — the text to be displayed as a caption. You can use the
predefined macros within the text: %DEVICE% — inserts the name of the keyboard’s
device (e.g. USB Keyboard) received from the system.

- Notification Text — the main text of the message. You can use the predefined macros
described above within the text.

d. Log event

You can instruct DeviceLock Service to write an event to the audit log when the
hardware USB keylogger is detected.
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e. Block keyboard

Enable this parameter to block the keyboard connected to the hardware USB keylogger
when it is detected.

Since DevicelLock Service starts before the user logs in to Windows, it can block the

keyboard and prevent the user from typing the password.

NOTE: Some hardware keyloggers continue to record keystrokes even if the keyboard is
blocked and not functioning in Windows. This happens because such keyloggers are
standalone devices and don’t require any OS or drivers.

5.4.1.4 Encryption
DevicelLock Service can detect disks (USB flash drives and other removable media)

encrypted by third-party products and apply special “encrypted” permissions to them.

This feature allows you to define more flexible access control policies and helps to
prevent writing sensitive data to unencrypted media.

&% Devicelock Management Console

File  Action Miew Help

- @oE B @

&) Smartine DeviceLock | | Marne otate
- #% DeviceLock Service @y Inteqration Enabled
- Service Ophions

% Devicelock Administrators
@ Auditing & Shadowing
ER Anti-keylogger
= @ Encrywption
: PGP ithole Disk Encrywplion
ﬁ Lexar SAFE PSD
+-EIf¥ Devices
[=F audit Log Viewer

|2

Liocal Policy is enabled For khis machine. Local Computer

Currently DevicelLock supports these third-party products for encrypting data on
removable storage devices:

- PGP Whole Disk Encryption — DeviceLock Service can detect PGP-encrypted
removable storage devices and apply special “encrypted” permissions to them when
the PGP® Whole Disk Encryption product is installed on the computer where
DevicelLock Service is running and the Integration flag is enabled. For more
information on PGP® Whole Disk Encryption, please visit PGP’s website:
www.pgp.com/products/wholediskencryption/index.html.
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- Lexar SAFE PSD - DevicelLock Service can detect Lexar™ SAFE PSD S1100 USB
flash drives and apply special “encrypted” permissions to them when users plug
these devices into computers where DeviceLock Service is running and the
Integration flag is enabled. For more information on Lexar™ SAFE PSD S1100,
please visit Lexar’'s website: www.lexar.com/enterprise/safe _psd S1100.html.

If you don’t want to allow DevicelLock Service to detect one of the encryption products
listed above and to apply special “encrypted” permissions to storage devices encrypted
by it, disable the Integration flag under the product’s section in the management
console.

For more information on “encrypted” permissions, please read the Permissions section
of this manual.

NOTE: DeviceLock doesn’t ship with third-party encryption products and doesn’t require
them for its own functioning. The integrated functioning of DeviceLock and a third-party
encryption product will only work when the third-party product is properly installed,
configured and running on the same computer where DeviceLock Service is running.

5.4.2 Devices

Configuration parameters available under this item allow you to access main functions
of DeviceLock — permissions, auditing, shadowing, white lists and so on.

&3 DeviceLock Management

File Help
& -+ & @ 3

Smarkline Devicelock PET

= ﬁ Devicelock Service &Permissinns
i Service Options @ Auditing & Shadowing
T hite: List
st
05

v Display Available Devices Only

Perr
g Aud iy b
=) UsE
= Med  Export List...

\‘E Secy

= sudt Lo, 1P

@ Shadow Log Viewer
+ Devicelock Enterprise Serwer

Shows only those devices currently available From th

Use the context menu available with a right mouse click on the Devices item to access
the Display Available Devices Only flag. If it is checked, DeviceLock Management
Console shows only those device types currently available on the current computer.
Otherwise, you will see every type of device that DevicelLock supports. This is useful
when you want to set permissions to device types that are not yet installed or are
currently unplugged from the computer.
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5421 Permissions

There is a list of device types for which you can define user-level permissions.

£3 DeviceLock Management

Fle  Help
¢ l:a) E
Smartline Devicelock, g =111~ |
- By DeviceLl:fl:k service €3 Eluctocth
+ Ser\.fu:e Ciptions SSOVD(CD-ROM
= W@%‘\”Hq — S Firewire port
EFISSI0ns
Flo
g™ Auditing & shadowing gHafdp;isk
LSE Devices 'White List pEiI N
=2y Media white List 2 rArsC T
ti--[ Security Setkings nb'F'araIIeI port
=S¢ audit Log Viewer =IRemavable
{334 Shadow Log Yiewer #7 Sevial port
+ DeviceLock Enterprise: Serwer =Tape
€ UISE port
Y wiEi
Local Molicy iz cnabled For this machine, wpirk

NOTE: When you set permissions for a device type, you set these permissions for every
device belonging to that type. It is impossible to set different permissions for two
different devices if they are of the same type (e.g. both are removable drives). To define
different permissions for USB devices even if they are of the same type, use the White
List function.

There are two levels of control: the interface (port) level and the type level. Some
devices are checked at both levels, while others only at the one level — either interface
(port) or type.

For more information on how access control works, please read the Managed Access
Control section of this manual.

DevicelLock supports the following types of devices:

1. Bluetooth (type level) — includes all internal and external Bluetooth devices with
any type of the connection interface (USB, PCMCIA, etc.) to the computer.

2. DVD/CD-ROM (type level) — includes all internal and external CD/DVD devices
(readers and writers) with any connection interface (IDE, SATA, USB, FireWire,
PCMCIA, etc).

3. FireWire port (interface level) — includes all devices that can be plugged into the
FireWire (IEEE 1394) port, except the hub devices.
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4. Floppy (type level) — includes all internal and external floppy drives with any
connection interface (IDE, USB, PCMCIA, etc.). It is possible that some non-
standard floppy drives are recognized by Windows as removable devices, in this
case Devicelock treats such floppy drives as the Removable type as well.

5. Hard disk (type level) — includes all internal hard drives with any connection
interface (IDE, SATA, SCSI, etc). DevicelLock treats all external USB, FireWire
and PCMCIA hard drives as the Removable type. Also, DevicelLock treats as
Removable some internal hard drives (usually SATA and SCSI) if they support
the hot plug feature and Windows is not installed and running on them.

NOTE: Even if you deny access to the Hard disk type, users with local
administrative privileges (the SYSTEM user and members of the local
Administrators group) still can access the partition where Windows is installed
and running.

6. Infrared port (interface level) — includes all devices that can be connected to the
computer via the infrared (IrDA) port.

7. Parallel port (interface level) — includes all devices that can be connected to the
computer via the parallel (LPT) ports.

8. Removable (type level) — includes all internal and external devices with any
connection interface (USB, FireWire, PCMCIA, IDE, SATA, SCSI, etc) that are
recognized by Windows as removable devices (e.g. USB flash drives, ZIP drives,
card readers, magneto-optical drives, etc.). DevicelLock treats all external USB,
FireWire and PCMCIA hard drives as the Removable type as well. Also,
DevicelLock treats as Removable some internal hard drives (usually SATA and
SCSI) if they support the hot plug feature and Windows is not installed and
running on them.

9. Serial port (interface level) — includes all devices that can be connected to the
computer via the serial (COM) ports, including internal modems.

10. Tape (type level) — includes all internal and external tape drives with any
connection interface (SCSI, USB, IDE, etc).

11.USB port (interface level) — includes all devices that can be plugged into the USB
port, except the hub devices.

12.WiFi (type level) — includes all internal and external WiFi devices with any type of
connection interface (USB, PCMCIA, etc.) to the computer.

NOTE: Using the WiFi type you can control user access to the hardware device
but not to the network.

13.Windows Mobile (type level) — includes all Windows Mobile devices with any type
of connection interface (USB, COM, IrDA, Bluetooth, WiFi) to the computer.
DevicelLock controls Windows Mobile devices that are working with a PC through
the Microsoft ActiveSync application or its API.
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To set permissions for a device type, highlight it (use Ctrl and/or Shift to select several
types simultaneously) and select Set Permissions from the context menu available by a
right mouse click. Alternatively, you can press the appropriate button on the toolbar.

& Permissions

Devices Type(s): |ISE port

Computer Mame:  Local Compuker

Lsers @ 'ﬁ' @

HEvervone 1Ze 2 w4 mgegullnlzn?ndnsngallniz
.@naw_ﬁ.:lministratu:rs
Surday
Morda
(aaa ) (ooee ] (setomrer] | L
e i PR | | | | | | (|| [
| = aEenzric
- Wednzsday
Fead IIIIIIIIIIIII.IIIIIIIII
il | | | ||| [ [
Forma: ]
ol | || || LT
Saturday

Monday througl Fridzy From 12 To 12
M- Allowed Tme O - Denied Time

Security Setings I I ISE White Lisk |

I (8] ” Cancsl ” apple |

The names of the users and user groups assigned to a device type are shown in the list
of accounts on the top left-hand side of the Permissions dialog.

To add a new user or user group to the list of accounts, click on the Add button. You
can add several accounts simultaneously.

select Users ar Groups

Select thiz object type:

Llgerg or Groups Object Types. .

Erom this location:

ym200ad. com

Enter the object names to select [examples):

drmimigtrabor; Guest Check Mames

T
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To delete a record from the list of accounts, use the Delete button. Using Ctrl and/or
Shift you can highlight and remove several records simultaneously.

Use the Set Default button to set default permissions for devices. Default permissions
are enabled by using the following access selections:

Format

Account Everyone Administrators SYSTEM
Device Type
Bluetooth Generic: Read, Write | Generic: Read, Write | Generic: Read, Write
Generic: Read, Write, | Generic: Read, Write, | Generic: Read, Write,
DVD/CD-ROM Eject Eject Eject

FireWire port Generic: Read, Write, | Generic: Read, Write, | Generic: Read, Write,

P Eject Format, Eject Format, Eject
Flo Generic: Read, Write, | Generic: Read, Write, | Generic: Read, Write,

PPy Eject Format, Eject Format, Eject
Hard disk Generic: Read, Write Generic: Read, Write, | Generic: Read, Write,

Format

Infrared port

Generic: Read, Write

Generic: Read, Write

Generic: Read, Write

Parallel port Generic: Read, Write | Generic: Read, Write | Generic: Read, Write
Generic: Read, Write, | Generic: Read_, Write, | Generic: Read_, Write,
Removable EncrypEtJeeo(I::t Read, EnFcor)r/n[:fe:a :Eg{eecgd , EnFcor)r/n[:fe:a :Eg{eecgd ,
Write, Format Write, Format Write, Format
Serial port Generic: Read, Write | Generic: Read, Write | Generic: Read, Write
Tape Generic: Read, Write | Generic: Read, Write | Generic: Read, Write
USB port Generic:ERead, Write, | Generic: Reaq, Write, | Generic: Reaq, Write,
ject Format, Eject Format, Eject
WiFi Generic: Read, Write | Generic: Read, Write | Generic: Read, Write

Windows Mobile

Generic: Read, Write,
Execute

Generic: Read, Write,
Execute

Generic: Read, Write,
Execute

Using special time control, you can define a time when the selected user or user group
will or will not have access to devices. Time control appears at the top-right side of the
Permissions dialog. Use the left mouse button and select the allowed time. To select a
denied time use the right mouse button. Also, you can use the keyboard to set times —
arrow keys for navigation and the spacebar to toggle allowed/denied time.

To define which actions on devices are to be allowed for a user or user group, set the
appropriate rights. All rights are divided into three groups: Generic, Encrypted and
Special Permissions. Each group has its own set of rights:

- Generic — Generic rights do not apply to devices that are recognized by DevicelLock
Service as encrypted devices. For more information on encryption integration,
please read the Encryption section of this manual.
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» Read - enable data reading from the device. Applies to all devices types.

= Write — to enable data writing to the device. With the exception of Windows
Mobile, this right can be enabled for all devices only if Read is selected in the
Generic group. It can’t be disabled for Bluetooth, Infrared port, Parallel port,
Serial port and WiFi devices types. When Write is disabled for USB and FireWire
ports it has the following effects: storage devices such as flash drives, floppies,
hard disks, DVD/CD-ROMs, etc. can be read, but not written to; non-storage
devices such as printers, scanners, etc. can’t be accessed.

* Format —to enable the formatting, checking, and any other direct access of
drives. You can enable this right only if Read is selected in the Generic group.
Applies only to FireWire port, Floppy, Hard disk, Removable and USB port
devices types. When this right is enabled for USB and FireWire ports it affects
only storage devices plugged into these ports.

» Eject —to enable ejection of the media. You can enable this right only if Read is
selected in the Generic group. This right controls only ejection via software.
Hardware ejection using the eject button on a device's front panel can’t be
prevented. Applies only to DVD/CD-ROM, FireWire port, Floppy, Removable and
USB port devices types. When this right is enabled for USB and FireWire ports it
affects only storage devices plugged into these ports.

= EXxecute — to enable the remote code execution on the device’s side. Applies
only to the Windows Mobile device type.

- Encrypted — encrypted rights only apply to devices that are recognized by
DevicelLock Service as encrypted devices. For more information on encryption
integration, please read the Encryption section of this manual.

» Read - to enable data reading from an encrypted device. Applies only to the
Removable device type.

= Write — to enable data writing to an encrypted device. You can enable this right
only if Read is selected in the Encrypted group. Applies only to the Removable
device type.

*» Format —to enable the formatting, checking, and any other direct access of
encrypted drives. You can enable this right only if Read is selected in the
Encrypted group. Applies only to the Removable device type.

- Special Permissions — these rights only apply to the Windows Mobile device type.
The content types (Calendar, Contacts, Tasks, etc.) that are controlled by these
rights represent the same content types that exist in the Microsoft ActiveSync
application.

» Read Calendar — to enable reading the calendar on a Windows Mobile device
from a PC.

= Write Calendar — to enable writing to a calendar on a Windows Mobile device
from a PC.
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Read Contacts — to enable reading contacts on a Windows Mobile device from a
PC.

Write Contacts — to enable writing contacts from a PC to a Windows Mobile
device.

Read E-mail — to enable reading e-mails on a Windows Mobile device from a
PC.

Write E-mail — to enable writing e-mails from a PC to a Windows Mobile device.
Read Attachments — to enable reading e-mail attachments on a Windows
Mobile device from a PC. You can enabile this right only if Read E-mail is
selected in the Special Permissions group.

Write Attachments — to enable writing e-mail attachments from a PC to a
Windows Mobile device. You can enable this right only if Write E-mail is selected
in the Special Permissions group.

Read Favorites — to enable reading favorites on a Windows Mobile device from
a PC.

Write Favorites — to enable writing favorites from a PC to a Windows Mobile
device.

Read Files — to enable reading files on a Windows Mobile device from a PC.
Write Files — to enable writing files from a PC to a Windows Mobile device.
Read Media — to enable reading media content using Windows Media Player on
a Windows Mobile device from a PC. You can enable this right only if Read Files
is selected in the Special Permissions group and Execute is selected in the
Generic group.

Write Media — to enable writing media content using Windows Media Player from
a PC to a Windows Mobile device. You can enable this right only if Write Files is
selected in the Special Permissions group and Execute is selected in the
Generic group.

Read Notes — to enable reading notes on a Windows Mobile device from a PC.

Write Notes — to enable writing notes from a PC to a Windows Mobile device.

Read Pocket Access — to enable reading Pocket Access databases on a
Windows Mobile device from a PC.

Write Pocket Access — to enable writing Pocket Access databases from a PC to
a Windows Mobile device.

Read Tasks — to enable reading tasks on a Windows Mobile device from a PC.

Write Tasks — to enable writing tasks from a PC to a Windows Mobile device.

Copyright ©1997-2007 SmartLine Inc. All rights reserved. DevicelLock is a registered trademark of SmartLine Inc 95



» Read Unknown Content — to enable reading any other uncategorized content
type on a Windows Mobile device from a PC.

=  Write Unknown Content — to enable writing any other uncategorized content
type from a PC to a Windows Mobile device.

If all rights are enabled for the user account it means that this account has “full access”
rights to a device. If all rights are disabled for the user account it means that this
account has “no access” rights to a device.

NOTE: The “no access” right has a priority over all other rights. It means that if the group
to which some user belongs has the “no access” right but this user has “full access”,
the user still can’t access a device. If you want to deny access for some user or group,
you can just remove it from the account’s list, it is not necessary to add it with “no
access”.

Also, the Everyone user has a priority over all other accounts. It means that if Everyone
has the “no access” right, no one can access a device.

Devicelock |E|
"'_-. You have denied evervone access to Floppw, Mo one will be able to access Floppy,
L

Do wou wish bo continue?

Yes Mo |

Even if you deny access to hard disks, users with local administrative privileges (the
SYSTEM user and members of the local Administrators group) still can access the
partition where Windows is installed and running.

We recommend that you add only those accounts (users and/or groups) to the list which
should be able to access a device. If the account’s list is empty (contains no records at
all) then no one can access a device.

Also, it is recommended to add the SYSTEM user with “full access” to hard disks and
DVD/CD-ROMs.

On some systems, users may receive the following message when they log in.

Meszenger Service
Mezzage from Y 2000FROFSPA to VR 2000PROFSPA an ¥ 32006 1:57 33 P4
From: MmsSwe on YMM2000FPROFSFP4
Llzer:

Subj: =ADMIMISTRATCH ALERT =

Failzd to configure 2[n] CdRom dive device. Check event log for detzils

It means that the SYSTEM user can’t access DVD/CD-ROM. To avoid this message,
set the “full access” right for SYSTEM on DVD/CD-ROM.
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5.4.2.2 Auditing & Shadowing

There is a list of device types for which you can define user-level audit and shadowing
rules.

&% Devicelock Management

File  Help
& el )
Smartline Devicelock, Marme
= ‘% Devicelock Service @ Blustooth
+ Jervice Options @DVDICD-ROM
-1 B3 Devices SwFiretive port
t{% Permissians éHDDDY
il udiking & shadoving .
+-[=) USE Devices White List SHard disk
+1-[52) Media White List #2)Infrared port
B Security Settings o Paralel port
=r Audit Log Wiewer (=MRemovable
% Shadow Log Viewer ¢7 Serial port
+- k@ DeviceLock Enterprise Server S5 LISE port
Y wwiFi
Local Policy is enabled For this machine. HPvirk

There is not much difference between setting up permissions and defining audit and
shadowing rules so at fist read the Permissions section of this manual.

DevicelLock Service can use the standard Windows event logging subsystem to log a
device's information. It is extremely useful for system administrators because they can
use any event log reading software to view the DevicelLock audit log. You can use the
standard Event Viewer, for example. Also, DevicelLock Service can use its own
protected proprietary log. The data from this log is sent to DeviceLock Enterprise Server
and stored centrally in the database. To define what log should be used set the Audit
log type parameter in Service Options.

DeviceLock Management Console has its own built-in audit log viewer that represents
information from the event log in a more convenient form. For more information please
see the Audit Log Viewer (Service) section of this manual.

To view the audit log stored on DevicelLock Enterprise Server, use the server’s audit log
viewer.

Also there is an extended audit’s feature called data shadowing — the ability to mirror all
data copied to external storage devices or transferred through serial and parallel ports.
A full copy of the data is logged. The shadow log is stored locally in the special directory
(see Service Options) and then can be transferred to DeviceLock Enterprise Server
specified in Service Options to store it in the SQL database.
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To view the locally stored shadow log, use DeviceLock Management Console’s built-in
shadow log viewer. For more information please read the Shadow Log Viewer
(Service) section of this manual.

To view the shadow log stored on DeviceLock Enterprise Server, use the server’s
shadow log viewer.

To define audit and shadowing rules for a device type, highlight it (use Ctrl and/or Shift
to select several types simultaneously) and select Set Auditing & Shadowing from the
context menu available by the right mouse click. Alternatively, you can press the
appropriate button on the toolbar.

== fudiling & Shadowing

Devices Typels): Wwindows Mobile
Compuker Mame:  Lacal Computer

[#]audit allowed [ ] Audit Denied

Lsers @ '@ 'g

K <5 Everyone 1282 s 40 agullnlZe 2 4npefailaslz

al
Sunday
[ Add H Delete ][ Sek Defadlt ] Maonday
IUser's Rights Al Tuesday
B Audt | wednesday
Fead
Wi Thuraday
et pal || || |||
Fead Non-fles
O ([ [T
=| Shajo.?'r'; Sunday through Saturday From 12 Ta 12
FiCe

M- Audit Time O- MNorcaudit Times

K&

Ywrite Mon-fles

[ o] H Cancsl ” Appl

There are two types of user access that can be logged to the audit log:

= Allowed — all access attempts that were permitted by DevicelLock Service, i.e. the
user was able to access a device.

» Denied — all access attempts that were blocked by DeviceLock Service, i.e. the user
was not able to access a device.

To enable logging to the audit log for one or both of these access types, check Audit

Allowed and/or Audit Denied. These flags are not linked to users/groups, they are
related to a whole device type.
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The names of the users and user groups assigned to a device type are shown in the list
of accounts on the top left-hand side of the Auditing & Shadowing dialog.

To add a new user or user group to the list of accounts, click on the Add button. You
can add several accounts simultaneously.

To delete a record from the list of accounts, use the Delete button. Using Ctrl and/or
Shift you can highlight and remove several records simultaneously.

Use the Set Default button to set default audit and shadowing rules for devices:
members of the Users group and the Everyone account have Read and Write audit
rights and shadowing is disabled for them.

Using special time control, you can define a time when the audit rule for the selected
user or user group will or will not be active. Time control appears at the top-right side of
the Auditing & Shadowing dialog. Use the left mouse button and select the time when
the rule is active (audit time). To select a time when the rule is not active (non-audit
time), use the right mouse button. Also, you can use the keyboard to set times — arrow
keys for navigation and the spacebar to toggle audit/non-audit time.

To define which user’s actions on devices are to be logged to either the audit or shadow
log, set the appropriate audit rights. All rights are divided into two groups: Audit and
Shadowing. Each group has its own set of rights:

- Audit — rights that belong to this group are responsible for actions logged into the
audit log.

* Read - to log the read access attempts. For Bluetooth, FireWire port, Infrared
port, Parallel port, Serial port, USB port and WiFi devices types you can enable
this right only if Write is selected in the Audit group.

= Write — to log the write access attempts. For Bluetooth, FireWire port, Infrared
port, Parallel port, Serial port, USB port and WiFi devices types you can enable
this right only if Read is selected in the Audit group.

= Execute —to log access attempts to remotely execute a code on the device’s
side. Applies only to the Windows Mobile device type.

» Read Non-files — to log the read access attempts for non-file objects (Calendar,
Contacts, Tasks, etc.). Applies only to the Windows Mobile device type.

= Write Non-files — to log the write access attempts for non-file objects (Calendar,
Contacts, Tasks, etc.). Applies only to the Windows Mobile device type.

- Shadowing - rights that belong to this group are responsible for actions logged into
the shadow log.
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= Write — to enable shadowing of all data written by the user. Applies only to
DVD/CD-ROM, Floppy, Parallel port, Removable, Serial port and Windows
Mobile devices types.

= Write Non-files — to enable shadowing of all non-file objects (Calendar,
Contacts, Tasks, etc.) written by the user. Applies only to the Windows Mobile
device type.

In the following table you may see what audit rights can be assigned to what devices
types and what is written to the log. For all events DevicelLock Service logs event’s type,
date and time, device’s type, user name and process information as well as the specific
event’s information described in the table below:

Rights
Audit: Audit: Audit: Audit. Ausﬂt. Shadowing: She}dowmg.
. Read Write Execute Reqd ert.e Write ert_e Non-
Device Non-files Non-files files
Type
. Device
Device Access
Bluetooth Q:Cticcﬁiss action is - - - - -
. written to
written to the audit
the audit log log
Open,
Device Sg\ﬁgé
Access and
Direct Access and
Access Direct CD/DVD
events. file Access images in the
DVD/CD- names7and events and ) } ) CUE format }
ROM flags (Read flags and/or files
Di?ectRead, (Write, Del, write to the
Eiect ' | DirectWrite shadow log
-Ject, ) write to
DirList) the audit
write to the o
audit log 9
Insert, Insert,
Remove Remove
and Device | and Device
FireWire Access Access
t actions and | actions and - - - - -
po device device
names write names
to the audit | write to the
log audit log
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Rights

Audit | Auditt | Audit | Audit) o Audit g dowing: | Shadowing:
Read Write Execute Read Write Write Write Non-
Device Non-files Non-files files
Type
Direct
Oven Access,
pen, Delete,
Mount,
Rename
Unmount and Create
and Direct new
Access_ actions, file ;
actions, file names and Files are
Floppy names and flags - - - written to the -
flags (Read, (Write shadow log
DirectRead, . i’
Eiect DirectWrite
-Ject, , Format,
DirList) Del
write to the . ’
audit 1o DirCreate)
9 write to the
audit log
Direct
Oven Access,
pen, Delete,
Mount,
Unmount R(;arg:ame
and Direct an ne\r;ate
Access_ actions, file
actions, file names and
Hard disk names and flags - - - - -
flags (Read, (Wr?te
DirectRead, . ',
Eiect DirectWrite
-J€Ct, , Format,
DirList) Del
write to the . ’
audit lo DirCreate)
9 write to the
audit log
. Device
Device
Access Acqess
Infrared action action ) ) ) ) )
port writes to the writes t(.)
. the audit
audit log log
Device Device
ACCEsS Access All data sent
Parallel action action ) ) ) to the port is )
port . writes to written to the
writes to the ;
g the audit shadow log
audit log log
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Rights

Audit | Auditt | Audit | Audit) o Audit g dowing: | Shadowing:
. Read Write Execute Regd Wr|t.e Write Wntg Non-
Device Non-files Non-files files
Type
Direct
Oven Access,
pen, Delete,
Mount,
Rename
Unmount and Create
and Direct
new
Access . )
. . actions, file .
actions, file names and Files are
Removable | names and flaas - - - written to the -
flags (Read, 9 shadow log
. (Write,
DirectRead, . .
. DirectWrite
Eject,
- , Format,
DirList)
- Del,
write to the .
audit log D|_rCreate)
write to the
audit log
Mount, Mount,
Unmount, Unmount,
Insert, Insert, All data sent
Remove Remove to the port is
Serial port | and Device | and Device - - - written to the -
Access Access
; ; shadow log
actions actions
write to the | write to the
audit log audit log
Open,
Open, Device
Device Access and
Access and Direct
Direct Access
Access actions and
Tape actions and flags ) ) ) ) )
flags (Read, (Write,
DirectRead) | DirectWrite
write to the ) write to
audit log the audit
log
Insert, Insert,
Remove Remove
and Device | and Device
Access Access
USB port | actions and | actions and - - - - -
device device
names write names
to the audit | write to the
log audit log
. Device
Device
Access
- Acc_ess action
WiFi .actlon writes to - - - - -
writes to the ;
. the audit
audit log |
og

Copyright ©1997-2007 SmartLine Inc. All rights reserved.

Devicelock is a registered trademark of SmartLine Inc

102




Rights

Audit | Auditt | Audit | Audit) o Audit g dowing: | Shadowing:
Read Write Execute Read Write Write Write Non-
Device Non-files Non-files files
Type
Write
Calendar,
Delete
Calendar,
Write
Contact,
Delete
Contact,
Write
Favorite,
Write File, Read Fz\%er;[t?e
Delete File, Calendar, . ’
Write E-
Rename Read mail
Read File, F!Ie, Create Contact, Delete E-
. File, Create Read . -
Get File - . Mail, Write
. New File, Favorite,
Attributes, . Attachment
Overwrite/ Read E-
Create New - - , Delete All data that
- Create File, | Invoke and | mail, Read .
File, . Attachment contains in
. Open File, Execute Attachment : .
Overwrite/C : - , Write non-files
- Open/Creat | actions, file , Read .
reate File, . Note, . objects
. . e File, names and | Note, Read Files are
Windows Open File . . Delete . (Calendar,
. Overwrite, function Task, Read . written to the
Mobile and . . Note, Write Contacts,
Set File (procedure) Media, shadow log
Open/Creat i Task, Tasks, etc.)
) Attributes, names Read . )
e File . Delete is written to
) . Create write to the Pocket .
actions, file . Task, Write the shadow
Shortcut audit log Access and .
names and Media, log
. and Copy Read
flags write . Delete
; File Unknown .
to the audit . ) . Media,
| actions, file actions and .
og ; Write
names and object
flags write names :Coccekse;
to the audit write to the ’
lo audit lo Delete
9 g Pocket
Access,
Write
Unknown
and Delete
Unknown
actions and
object
names
write to the
audit log

NOTE: Until either Audit Allowed or Audit Denied is checked for the device type, logging
to the audit log is disabled for that device in spite of defined audit rules.

Also logging to the audit log is disabled for devices that are in the white list and for a
whole class of devices if the access control for that class is turned off in Security

Settings.
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5.4.2.3 USB Devices White List

The devices white list allows you to authorize only specific devices that will not be
locked regardless of any other settings. The intention is to allow special devices but lock
all other devices.

&3 DeviceLock Management E][E|E]
File Help
¢ OEB 2 55 H

Smartline Devicelock, Description | DevicelD Type | Reinitialize |
- &h DeviceLock Service gtLexar Flash Drive  USB\WID_0D7D&PL.,.  Unigus Device Enabled

+ Service Options &2 Mini Flash USBWID 090A8PL. .. Device Maodel Disabled

- Bl Devices

@} Permissions
g™ Buditing & Shadowing
—|-[Zh USE Devices White List

| &8 VMZ000AD Adrniniskr ata
€ “PVIRT\Administrakor Delete User
Media White Lisk Manage. ..
Security Setkings Load
@ Audit Log Yiewer Save
@ Shadow Log Viewer
+ DeviceLock Enterprise Server USE Devices Database...
Wigt 4
Expork List. ..
Help

Enables wou to manage LISE Devices Database

Devices in the white list can be defined individually for every user and group.

For more information on how the devices white list works, please read the Managed
Access Control section of this manual.

There are two ways to identify devices in the white list:

1. Device Model — represents all devices of the same model. Each device is identified
by a combination of Vendor Id (VID) and Product Id (PID).

This combination of VID and PID describes a unique device model but not a unique
device unit. It means that all devices belonging to the certain model of the certain
vendor will be recognized as the one authorized device.

2. Unique Device —represents a unique device unit. Each device is identified by a
combination of Vendor Id (VID), Product Id (PID) and Serial Number (SN).

Not all devices have serial numbers assigned. A device can be added to the white

list as a Unique Device only if its manufacturer has assigned a serial number to it at
the production stage.
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Two steps are required to authorize a device:

1. Add the device to the devices database, making it available for adding to the
white list.

2. Add the device to the white list for the specified user/group. In effect, this
designates the device as authorized and allows it for this user/group at the
interface (USB) level.

To define the white list, select Manage from the context menu available with a right
mouse click. Alternatively, you can press the appropriate button on the toolbar.

E USB Devices White List

SE Devices Databaze

D ezcription | DevicelD | Tyvpe |
@ Lemar Flash Drive USEMID_ODFDEFID 140 Unigue Device
5%‘ Miri Flazh LSEYWID_090AEPID_1007 Device Madel
Add ISE Device: Databaze Show: Al Types ﬂ

USE Devees White List

Izers Devices
I zers Cezcription DevicelD | Renitialize | Tepe
E WM 200040 s driniztratar < Lewar Flazh Drivve USBAWID_COFDEPID_1400,073C1 B300351 rigue Device
& VM200080\Doman Users
Add | Delzte | Delet= Edit Lozd | Save |

| 0k | Cancel | Appiy |

In the USB Devices Database list at the top of the dialog, you can see devices that were
added to the database.

Once devices are added from the database to the white list of a certain user, they
become authorized devices for which access control is disabled when this user is
logged in.
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You can add a device to the USB Devices White List in two steps:
1. Select a user or user group for which this device should be allowed.

Press the Add button under the Users list to add the user/group. To delete the
record from the Users list, press the Delete button.

2. Select the appropriate device record in the USB Devices Database list and press
the Add button.

If the device has an assigned serial number, it can be added to the white list two
times: as Device Type and as Unique Device. In this case Device Type has a
priority over Unique Device.

When the Control as Type flag is checked, access control for white listed devices is
disabled only on the interface (USB) level. If the white listed device (e.g. USB Flash
Drive) belongs to both levels: interface (USB) and type (Removable), the permissions (if
any) for the type level will be applied anyway.

Otherwise, if the Control as Type flag is unchecked, access control on the type level is
also disabled. For example, by disabling the Control as Type flag for the USB Flash
Drive you can bypass security checking on the Removable level.

If it is necessary to force the white listed device to reinitialize (replug) when the new
user is logged in, check the Reinitialize flag.

Some USB devices (like the mouse) won’t work without being reinitialized, so it is
recommended to keep this flag checked for non-storage devices.

It is recommended to keep the Reinitialize flag unchecked for storage devices (such as
flash drives, CD/DVD-ROMs, external hard drives and so on).

Some USB devices can’t be reinitialized from DeviceLock Service. It means that their
drivers do not support the software replug. If such a device was white listed but doesn’t
work, the user should remove it from the port and then insert it again manually to restart
the device’s driver.

To edit a device’s description, select the appropriate record in USB Devices White List
and press the Edit button.

Press the Delete button to delete a selected device’s record (use Ctrl and/or Shift to
select several records simultaneously).

To save the white list to an external file, press the Save button, then select the name of
the file. To load a previously saved white list, press the Load button and select a file that
contains the list of devices.

If you need to manage the devices database, you can press the USB Devices Database
button and open the appropriate dialog.
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5.4.2.3.1 USB Devices Database

In the USB Devices Database dialog you can add new devices to the database and edit
existing records.

LISE Devices Database

Ayailable 15SE Devices [xowvirt]:

D esciptior | DevcelD Fresert |

QLISB b azz Storege Device [Devize Model]  USBWWID_0306EFID_10M
= LISE Masz Starzge Device [Devize Maodel]  LSESAD_0D7PDERID_T4C0

Add Expand All | Collapse &l | | Rzmote Computer | Show al devices Refresh

USE Devices Database;

Deschption | Devicel D | Type |
i Lexar Flagh Diive LSBYID_0D7D&EFID_14004%C73C13300351  Unique Device
Delete Edit Show [MTyes  w| Lead | Save |

| Cancel | |

Before the device can be authorized in the white list, it must be added to the database.

In the Available USB Devices list at the top of the dialog, you can see all devices
available on the computer.

Devices are displayed in the form of a simple tree, where the parent item represents
Device Model and the child item represents Unique Device. If there is no Unique
Device item, then this device doesn’t have an assigned serial number.

This list displays either all currently plugged-in devices (if the Show all devices button is
not pressed) or all the devices ever plugged into the port on this computer (if the Show
all devices button is pressed).

The list of available devices is automatically refreshed and displays new devices as
soon as they arrive. To manually refresh this list, press the Refresh button.

To retrieve devices from the remote computer, press the Remote Computer button. This
button is unavailable when you are connected to the local computer.

Copyright ©1997-2007 SmartLine Inc. All rights reserved. DevicelLock is a registered trademark of SmartLine Inc 107



In the USB Devices Database list at the bottom of the dialog, you can see devices that
are already in the database.

You can add devices to this list by selecting the desired device’s record in the Available
USB Devices list and pressing the Add button. If the device is already in the database, it
can’t be added there a second time.

To edit a device description, select the appropriate record in the USB Devices Database
list and press the Edit button.

Press the Delete button to delete a selected device’s record (use Ctrl and/or Shift to
select several records simultaneously).
You can also save a current database to an external file. To save the database to an

external file, press the Save button, then select the type of the file —.txt or .csv.

To load a previously saved database, press the Load button and select a file that
contains the list of devices.

5.4.2.4 Media White List

The media white list allows you to uniquely identify a specific DVD/CD-ROM disk by the
data signature and authorize read access to it, even when DevicelLock Service has
otherwise blocked DVD/CD-ROM drives.

&4 Devicelock Management EI[E|E]
File Help

e AW B R ISHE
Smartline Devicelock, Description | MedialD | Type |

- §h DeviceLock Service (2)9QLENTIEL  42F99FABEL717CETCIIDEEZIC442ATAT  DYD)CD-ROM
+ Service Options
-8 Devices
@} Perrnissions
g™ Buditing & Shadowing
¥ % USE Devices White List

Media \White List

Q xprirtyadministrators

Delete Usear
@ Security Settings
[=¥ audic Log Viewer Manage.. .
@ Shadova Log Viewer Load...
= . .
+ DeviceLock Enterprise Serwer aave...
Media Dakabase. ..
Yiew L4
Export List. ..
Enables yvou to manage Media Database Help

The media white list can be configured to grant access to a collection of approved
DVD/CD-ROM disks by certain users and groups, so that only authorized users are able
to use the approved information.
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Any change to the content of the media will change the data signature, thus invalidating
authorization. If the user copies the authorized media without any changes in the

original content (byte-to-byte copy) then such a copy is accepted as the authorized
media.

NOTE: Access to white listed media can be granted only on the type (DVD/CD-ROM)
level. If the DVD/CD drive plugs into the port (USB or FireWire) and access to this port is
denied, then access to the white listed media is denied too.

Two steps are required to authorize media:

1. Add the media to the media database, making it available for adding to the white
list.

2. Add the media to the white list for the specified user/group. In effect, this
designates the media as authorized and allows it (read access) for this
user/group at the type (DVD/CD-ROM) level.

To define a media white list, select Manage from the context menu available with a right
mouse click. Alternatively, you can press the appropriate button on the toolbar.

E5 Media White List @

Media Database
D ezcription | M edialD | Type |
L MSCATE B4BCFOR2092651 DCOAEDEF244EE24 220 08D ACD-FOk
'ﬁ:‘ SOL=MTEEL 42F33FASET 1 7CEFC3A0DEE SC4 4248743 D /CD-ROM

Add tedia D ztabaze
M edia "White List
|lzerz hedia
lzerz Cezcription Media D Type
Q wpirt Adrminiztratons @' SOLEMTSEL L2FIFABET 71 72BYCI9DEE 23044 24789 DD ACO-ROM
WM200080 G uest
Add | Delste | Deletz |  Edt | losd | Save |

| Qk, | Cancel | SpHy |
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In the Media Database list at the top of the dialog, you can see all media that were
added to the database.

Once media are added from the database to the white list of a certain user, they
become authorized media for which access control is disabled when this user is logged
in.

You can add media to the Media White List in two steps:

1. Select a user or user group for which this media should be allowed.

Press the Add button under the Users list to add the user/group. To delete the
record from the Users list, press the Delete button.

2. Select the appropriate media record in the Media Database list and press the
Add button.

To edit a media’s description, select the appropriate record in Media White List and
press the Edit button.
Press the Delete button to delete a selected media’s record (use Ctrl and/or Shift to
select several records simultaneously).
To save the media white list to an external file, press the Save button, then select the
name of the file.
To load a previously saved white list, press the Load button and select a file that

contains the list of medias.

If you need to manage the media database, you can press the Media Database button
and open the appropriate dialog.

NOTE: Using the media white list you can only allow read access to authorized media. It
is impossible to authorize media for writing.
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54241 Media Database

In the Media Database dialog you can add new media to the database and edit existing
records.

Drives:
Drive | Type | Walurme M amne
D YD /CD-FOM SQLEMTSEL
=9 E: [Mo Media) VD ACD-ROM

Add | Eject | Load | Refresh

D escription | MedialD | Type |
2D SALENTSEL 42F33FABETT17CEVC330BE 2304424 74T DYDACD-RO M
Delete Edit Load | Save |

Ok | Cancel | Apply |

Before the media can be authorized in the white list, it must be added to the database.

In the Drives list at the top of the dialog, you can see all drives available on the local
computer that can contain medias.

The list is automatically refreshed and displays new medias as soon as they arrive. To
manually refresh this list, press the Refresh button.

In the list at the bottom of the dialog, you can see media that are already in the
database.

You can add media to this list by selecting the desired record in the Drives list and
pressing the Add button. It takes some time (depending on the media size) to authorize
the media. If the media is already in the database, it can’t be added there a second
time.

To edit a media description, select the appropriate record in the list and press the Edit
button.

Press the Delete button to delete a selected record (use Ctrl and/or Shift to select
several records simultaneously).
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You can also save a current database to an external file. To save the database to an
external file, press the Save button, then select the type of the file —.txt or .csv.

To load a previously saved database, press the Load button and select a file that
contains the list of medias.

5.4.2.5 Security Settings

There is a list of additional security parameters that affect permissions and audit rules
for some devices types.

&5 Devicelock Management

File Help
& jeal 3
Smartline Devicelock, Marne Skate
= ﬁ Lrevicelock Service Q},} Access control For USE HID (mouse, keyboard, ekc,) Disabled
+ Serx.fin:e Options @ Accoss control For USE prinkcrs Enablcd
--B Devices o @ Access control For USE scanners and still image devices Enabled
é% FC"T".SS'DHS . @ Access control For USE Bluetooth ad apters Disabled
" Auditing _& Shad?wmg @ Access control For USE storage devices Enabled
i LSE Devices White List @ Access control For USE and FireWire network cards Enabled
+ Media White List i )
s ' " @ Access control For serial modems (inkernal & external) Enabled
=F Audt Log i¢| @ Access control For virtual DYDACD-ROMs (windows 2000 and later) Enabled
@ shadow Log Yiewer @ Access control For FireWire storage devices Enabled
+ DeviceLock Enterprise Server

These security parameters enable you to keep some device types completely locked,
but allow the use of certain device classes without need to authorize every device in the
white list.

For example, you can disallow using all USB devices except any mouse and keyboard

devices that connect through the USB.

DevicelLock supports these additional security parameters:

- Access control for USB HID - if checked, allows DevicelLock Service to audit and
control access to Human Interface Devices (mouse, keyboard, etc.) plugged into the

USB port. Otherwise, even if the USB port is locked, Human Interface Devices
continue to function as usual and audit is not performed for these devices.
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- Access control for USB printers — if checked, allows DevicelLock Service to audit and
control access to printers plugged into the USB port. Otherwise, even if the USB port
is locked, printers continue to function as usual and audit is not performed for these
devices.

- Access control for USB scanners and still image devices — if checked, allows
DevicelLock Service to audit and control access to scanners and still image devices
plugged into the USB port. Otherwise, even if the USB port is locked, these devices
continue to function as usual and audit is not performed for these devices.

- Access control for USB Bluetooth adapters — if checked, allows DevicelLock Service
to audit and control access to Bluetooth adapters plugged into the USB port.
Otherwise, even if the USB port is locked, Bluetooth adapters continue to function as
usual and audit is not performed for these devices.

This parameter affects audit and access control on the interface (USB) level only. If
the device belongs to both levels, the permissions and audit rules (if any) for the
type (Bluetooth) level will be applied anyway.

- Access control for USB storage devices — if checked, allows DevicelLock Service to
audit and control access to storage devices (such as flash drives) plugged into the
USB port. Otherwise, even if the USB port is locked, storage devices continue to
function as usual and audit is not performed for these devices.

This parameter affects audit and access control on the interface (USB) level only. If
the device belongs to both levels: interface and type, the permissions and audit rules
(if any) for the type (Removable, Floppy, DVD/CD-ROM or Hard disk) level will be
applied anyway.

- Access control for USB and FireWire network cards — if checked, allows DevicelLock
Service to audit and control access to network cards plugged into the USB or
FireWire (IEEE 1394) port. Otherwise, even if the USB or FireWire port is locked,
network cards continue to function as usual and audit is not performed for these
devices.

- Access control for FireWire storage devices — if checked, allows DeviceLock Service
to audit and control access to storage devices plugged into the FireWire port.
Otherwise, even if the FireWire port is locked, storage devices continue to function
as usual and audit is not performed for these devices.

This parameter affects audit and access control on the interface (FireWire) level
only. If the device belongs to both levels: interface and type, the permissions and
audit rules (if any) for the type (Removable, Floppy, DVD/CD-ROM or Hard disk)
level will be applied anyway.

- Access control for serial modems (internal & external) — if checked, allows
DevicelLock Service to audit and control access to modems plugged into the COM
port. Otherwise, even if the COM port is locked, modems continue to function as
usual and audit is not performed for these devices.
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- Access control for virtual CD-ROMs — if checked, allows DeviceLock Service to audit
and control access to virtual (software emulated) CD-ROMs. Otherwise, even if the
CD-ROM device is locked, virtual drives continue to function as usual and audit is
not performed for these devices. This parameter is effective only for Windows 2000
and later systems.

To change these security parameters, double-click the parameter’s record to switch its
state (enable/disable). Alternatively, you can select Manage from the context menu
available with a right mouse click or press the appropriate button on the toolbar.

. Sacurity Settings

[}<.coess control For USE HID {rnouse, kevboard, etc. )
Access control for USE printers

&ccess control for USE scanners and still image devices
Arcess conbrol for USE Blueluoll adaplers

&rcess control for LISE storage devices

&rcess control for LISE and Fireire network cards

[ O, H Cancel ]

Security Settings are similar to the device white list but there are three major
differences:

1. Using Security Settings you can only allow a whole class of device. You can’t allow
only a specific device model, while locking out all other devices of the same class.

For example, by disabling Access control for USB storage devices, you allow the
use of all USB storage devices, no matter their model and vendor. By specifying the
one USB Flash Drive model you want to allow on the devices white list, you ensure
that all other USB storage devices remain locked out.

2. Using Security Settings you can only select from the predefined device classes. If
the device doesn’t belong to one of the predefined classes, then it can’t be allowed.

For example, there is no specific class for smart card readers in Security Settings,
so if you want to allow a smart card reader when the port is locked, you should use
the devices white list.

3. Security Settings can’t be defined on a per user basis; they affect all users of the
local computer. However, devices in the white list can be defined individually for the
every user and group.

NOTE: Security Settings work only for those devices that are using standard Windows
drivers. Some devices are using proprietary drivers and their classes can’t be recognized
by DeviceLock Service. Hence, access control to such devices can’t be disabled via
Security Settings. In this case you may use the devices white list to authorize such
devices individually.
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5.4.3 Audit Log Viewer (Service)

There is a built-in audit log viewer that allows you to retrieve DeviceLock audit log
records from a computer’s local Windows event logging subsystem.

The standard Windows event logging subsystem is used to store audit records, only if
Event Log or Event & DevicelLock Logs is selected in the Audit log type parameter in
Service Options. Otherwise, audit records are stored in the proprietary log and can be
viewed using the server’s audit log viewer.

£3 Devicelock Management

File Help
“a BmE 2 ald X3 v
Srartline DeviceLock, Tvpe | Drabe) Time | Device Type | Ackian A
= % DE"’i':EL':f':kSE“_’i':E @\ Success 7/15/2006 1:09%:194M  Remavable  Owerwrite/Create
= 53 Service Options @Y Success 7/15/2006 1:07:33 AM  Service Set Shadow Options
=B DE“”;ES o B\ Success 7/15/2006 1:06:03 AM  CD-ROM Open
¢ Permissions @ Success 7/15/2006 1:04:03AM  Removable  Delete

&a” Auditing B Shadowing @kﬁuccess
+|-[=h 1USE Devices White List a
+- /53 Media White List Success
E Security Setkings
audit Log Yiewer

7l15/2006 12:39:37 &M Removable Owerwrite/Cre ate
7l58/2006 12:32:17 &M Removable Owerwrite/Cre ate
@!hSuccess 7MEJ2006 12:32:15 M Removable  Delete

= s 7l15/2006 12:31:51 &M Remowable  Set gdudit Rules

Sektings...
@ Shadow Log Yiew e 5 7M15/2006 12:31:25 &M Removable Cpen
H DewviceLock Enberpris Clearm s 7M15/2006 12:31:24 &M Remowable  Delete b’
>
Refresh
Enables you to manage Audit  Ejrgy,

The audit log stores events generated by a user’s device-related activities that fall under
the audit rules. For more information please read the Auditing & Shadowing section of
this manual.

Also, changes in a DeviceLock Service’s configuration generate events in the audit log,
if the appropriate flag is enabled in Service Options.

The columns of this viewer are defined as follows:

» Type — the class of an event, either Success for allowed access or Failure for denied
access.

= Date/Time — the date and the time when an event was received by DevicelLock
Service.

= Device Type — the type of device involved.
= Action — the user’s activity type.
= Name — the name of the object (file, USB device, etc.).

= Information — other device-specific information for the event, such as the access
flags, devices names, and so on.
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= User — the name of the user associated with this event.
= PID - the identifier of the process associated with this event.

* Process — the fully qualified path to the process executable file. In some cases, the
process name may be displayed instead of the path.

To refresh the list of events, select Refresh from the context menu available by a right
mouse click or press the appropriate button on the toolbar.

To clear all events from the audit log, select Clear from the context menu or press the
appropriate button on the toolbar.

5.4.3.1 Audit Log Settings (Service)

To define a maximum log size and what Windows should do if the audit log becomes
full, use Settings from the context menu of Audit Log Viewer or press the appropriate
button on the toolbar.

Log size

Mazximurn log size: | 4056 _|;| KE

When mazximurm log size is reached:

{* COwervarite events as needed
" Cwervarite events older than | 7 _%I days

" Do nok overwrite events

(clear log manually) Restore Defaulks |

| (0.4 | Zancel |

In the Maximum log size parameter you can specify the maximum size of the log file (in
kilobytes). The log file is creating and used only by the Windows Event Log service.
This file is usually located in the %SystemRoot%\system32\config directory and has the
DevicelLo.evt name.

To specify what Windows should do when an event log is full (when Maximum log size
is reached) select one of these options:

- Overwrite events as needed — the system will overwrite old events if Maximum log
size is reached.

- Overwrite events older than — specifies that records that are newer than this value
will not be overwritten (specified in days).

- Do not overwrite events (clear log manually) — the system will not overwrite old
events if Maximum log size is reached and you will need to clear events manually.
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NOTE: When the event log is full and there are no records that Windows can overwrite,

then DevicelLock Service is unable to write new audit records to this log.

If you wish to reset current settings to the default values, use the Restore Defaults

button. Default values are:

- The Maximum log size parameter is set to 512 kilobytes.

- The Overwrite events older than option is selected and set to 7 days.

5.4.3.2 Audit Log Filter (Service)

You can filter data in Audit Log Viewer so only records that meet specific conditions are

displayed in the list.

X

Filter

Include l Exclude ]

Event types

[ Success audit [v Failure audit
M.ame: |
Device Type |F|emu:uva|:ule ﬂ
Achion; |Delete ﬂ
nfarmatior: |
Uzer: |Guest
Process: | FIC: |
From: |EventsOn || 7/ 1/2008 = || 427.248M =
Too  EventsOn  w|| 7/31/2006 = || 4:27:24 M -
v Enable filter

ITI Cancel

To open the Filter dialog, use Filter from the context menu of the Audit Log Viewer or
press the appropriate button on the toolbar.

There are two types of filters:
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Include — only entries that match conditions specified on the Include tab are shown

in the list.

Exclude — entries that match conditions specified on the Exclude tab are not shown

in the list.
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To use any filter, you should activate it first. Check the Enable filter flag to make a filter
active. To temporary deactivate the filter, uncheck the Enable filter flag.

When the filter is active you can define its condition by entering values into the following
fields:

- Success audit — specifies whether to filter device access attempts that were
successful.

- Failure audit — specifies whether to filter device access attempts that failed.

- Name — the text that matches a value in the Audit Log Viewer’'s Name column. This
field is not case-sensitive and you may use wildcards.

- Device Type — the text that matches a value in the Audit Log Viewer’s Device Type
column. This field is not case-sensitive and you may use wildcards.

- Action — the text that matches a value in the Audit Log Viewer’s Action column. This
field is not case-sensitive and you may use wildcards.

- Information — the text that matches a value in the Audit Log Viewer’s Information
column. This field is not case-sensitive and you may use wildcards.

- User — the text that matches a value in the Audit Log Viewer’s User column. This
field is not case-sensitive and you may use wildcards.

- Process — the text that matches a value in the Audit Log Viewer’s Process column.
This field is not case-sensitive and you may use wildcards.

- PID - the number that matches a value in the Audit Log Viewer’s PID column.

- From — specifies the beginning of the interval of events that you want to filter. Select
First Event to see events starting with the first event recorded in the log. Select
Events On to see events that occurred starting with a specific time and date.

- To — specifies the end of the range of events that you want to filter. Select Last
Event to see events ending with the last event recorded in the log. Select Events On
to see events that occurred ending with a specific time and date.

The AND logic is applied to all specified fields and between active filters
(Include/Exclude). It means that the filter’s result includes only those records that
comply with all defined conditions.

If you don’t want to include a field to the filter's condition, just leave this field empty.

For some fields you can use wildcards. A wildcard is a character such as an asterisk (*)
or a question mark (?) that is used to represent one or more characters when you are
defining a filter.
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Use the asterisk as a substitute for zero or more characters. If you are looking for a
name that you know starts with "win" but you cannot remember the rest of the name,
type the following: win*. This locates all names that begin with "win" including Windows,
Winner, and Wind.

Use the question mark as a substitute for a single character in a name. For example, if
you type win?, you will locate Wind but not Windows or Winner.

5.4.4 Shadow Log Viewer (Service)

There is a built-in shadow log viewer that allows you to retrieve the shadow log from
Devicelock Service.

&3 Devicelock Management

EBIX

Fle Help
¢ BmEB @ BHv=-8 X
ama‘tline DeviceLock. Stakus | DakeTime | Device Type | Action | Fie Mame
- ¢ DE“"EELE{E‘* Service Bltrcomplete  7/15/2006 1:30:51 AN Removable Wit F \savee1014ba00oful;
+ Service Options Success  7/17/20062:12:45PM Fhppy Wik Adconfiguini
+ E3 Devices K success FIF0062:12:46 PM Flppy Write Aicantacts .k
% Audit Log Yiewer — 21172006 7112 m——
Shadov Log Viewer ——— —— : —— Save...
- 112 f .
+ Devicelock Enterprise Server guccess #/17/2006 2.12.4? P F::II:II:I':.-' | el
UrCess FNFREO062:12:52 PM Fhppy Dests
@ SuCCess FNFREO062:12:52 PM Fhppy b Vi
Success 772006 2:12.53 PFM  Flappy Y Eternal Viewsr ...
@ SuLCess FILVF2006 21253 PM Flappy !
K success 772006 21253 PN Flhppy v Refresh
@ Success 7I17/2006 2:12:54 PM Flappy v Filker..,
SuiCess TH7E0062:12:54 PN Flhppy v Send Daba ko Server
Incomplete  7/17/2006 7:158:29 PM  DYDYCD-ROM b Hep 155
Success 7/17/2006 8:15:22 PM  DYDYCD-ROM Y.
4 >

Saves selecked Filels)

The typical DeviceLock configuration assumes that the shadow data is stored on
DevicelLock Enterprise Server. In this case all shadow data which is originally logged
and cached by DevicelLock Service on the local computer is periodically moved to the
server. The local shadow log is cleared as soon as the data is successfully moved to
the server, so to view this data, you should use the server’s shadow log viewer.

However, in some cases you may need to view the shadow log of a certain computer.
This need arises when, for example, you do not use DevicelLock Enterprise Server at all
or when the server is being used, but for some reason the data still exists on the client

computer.

The columns of this viewer are defined as follows:

= Status — indicates the status of the record, either Success when data is successfully
logged or Incomplete when data is possibly not completely logged.

Copyright ©1997-2007 SmartLine Inc. All rights reserved. DevicelLock is a registered trademark of SmartLine Inc

119



= Date/Time — the date and the time when the data was transferred.

= Device Type — the type of device involved.

= Action — the user’s activity type.

» File Name — the original path to the file or the auto-generated name of the data that
originally was not a file (such as CD/DVD images, data written directly to the media
or transferred through the serial/parallel ports).

» File Size — the size of the data.

= User — the name of the user transferred the data.

= PID - the identifier of the process used to transfer the data.

* Process — fully qualified path to the process executable file. In some cases, the

process name may be displayed instead of the path.

Use the context menu available via a right mouse click on every record.

a. Open

To open the file from a selected record with its associated application, use Open from
the context menu. If there is no associated application then the 'Open With' dialog is
shown. In case the record has no associated data (its size is 0 or it was not logged),
Open is disabled.

b. Save
If you need to save data from a selected record to your local computer, use Save from

the context menu or press the appropriate button on the toolbar. Using Ctrl and/or Shift
you can highlight and save the data from several records simultaneously.

Browse For Folder, @@

Flease select a Folder vou wank to s ave Files ko

@' Desklop ~
+ .,D My Docurments
= j ¥y Computer
+ ,ﬁ 314 Floppy (82
= S Local Disk ()
4 ) Documments and Setkings
=l ) exchange
=]
| SOLServer
# | ) Program Files

[ Make Mew Folder ] [ (0] 4 l [ Zancel
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In case the record has no associated data (its size is 0 or it was not logged), Save is
disabled in the context menu and on the toolbar.

The progress bar appears when you are saving a large file.

Please Wait... | 53%]

Saving file C:\Documents and Settings)Administrator, YM2000404 Desktopltest, zip

| | [ Cancel ]

You may press the Cancel button at any time to abort the saving process. In this case
the resultant file on the local computer will be incomplete and will contain only that part
of the data which was received before you aborted the saving process.

If the data was transferred by the user as a file, it is stored in the shadow log as a file
and can be saved to the local computer as a file too.

When a user has written data to a CD/DVD disk, all data is stored in a shadow log as a
single CD/DVD image (one image per each written CD/DVD disk or session) in the CUE
format.

CD/DVD images as well as other data that originally was not transferred as files (direct
media access or serial/parallel ports transfer) have auto-generated names based on the
action’s type, drive’s letter or device’s name and time/date (e.g. direct_write(E:)
19:18:29 17.07.2006.bin).

Each CD/DVD image is saving to the local computer as two files: the data file with the
.bin extension (e.g. direct_write(E_) 19_18 29 17_07_2006.bin) and the cue sheet file
that has the same name as its data file with the .cue extension (e.g. direct_write(E_)
19 18 2917 _07_2006_bin.cue). These both files are necessary to open the CD/DVD
image in the external application that supports the CUE format (such as Cdrwin, Nero,
DAEMON Tools, IsoBuster, UltralSO, WinlSO and many others).

c. Save As Raw Data

When you select a record that contains the data originally written as an additional
session to a multi-session CD/DVD disk, the Save As Raw Data item is available in the
context menu. It allows you to save the data to the local computer as is (without fixing
references to the data in previous sessions).

If you are using the regular saving function (the Save menu item or the toolbar’s button),
DeviceLock Management Console detects that the CD/DVD image contains a session
that refers to the data in other (previous) sessions. Since the previous sessions are not
available (they could be written on the computer where DeviceLock Service is not
installed), DeviceLock Management Console locates and fixes all references to these
non-existent sessions to make the .cue file readable by applications that support this
format.
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However, if you need to get the data that wasn’t modified by DevicelLock Management
Console, use Save As Raw Data. In this case the resultant .cue file may be unreadable
by applications that support the CUE format.

When saving large files, you can press the Cancel button on the progress bar to abort
the saving process. In this case the resultant file on the local computer will contain only
that part of the data which was received before you aborted the saving process.

d. View

To open the data in the built-in viewer, use View from the context menu.
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Save ¢ Hex " Text Cloze

This simple viewer supports two modes:

1. Hexadecimal/Textual — select the Hex option to display information in the mixed
mode as shown on the screenshot above.

2. Textual — select the Text option to display information in a pure textual mode.

When you are opening the large file, you can press the Cancel button on the progress
bar to abort the opening process.

Please Wait... [13%]

Saving file CA\DOCUME- 11 ADMINI~1 WM2ILOCALS~ 1 Tempidiml G, tmp

LI ) [[Cancel |
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In this case the viewer will show only that part of the data which was received before
you aborted the opening process.

Press the Save button to save the data from the viewer to an external file.

e. External Viewer

Also, you can define the external program that will be used to view the shadow data. If
such an external application is defined, External Viewer is enabled in the context menu.
To define it, open Regedit and set the following entry on the computer where
DeviceLock Management Console is running:

- Key: HKEY_CURRENT_USER\Software\SmartLine Vision\DLManager\Manager

- Name: ExternalShadowViewer

- Type: REG_SZ

- Value: <full_path_to_viewer> %1

where <full_path_to_viewer> must be replaced by the full path to the external

application. If this path contains spaces, use quotation marks. For example:
"C:\Program Files\Microsoft Office\OFFICE11\winword.exe" %1.

When you are opening a large file, you can press the Cancel button on the progress bar
to abort the opening process. In this case the external application will receive only that
part of the data which was received before you aborted the opening process.

f. Delete

To delete a record, select Delete from the context menu or press the appropriate button
on the toolbar. Using Ctrl and/or Shift you can highlight and remove several records
simultaneously.

g. Refresh

To refresh the list, select Refresh from the context menu available via a right mouse

click or press the appropriate button on the toolbar.

h. Send Data to Server

When DevicelLock Enterprise Server is defined in Service Options and you need to
force moving the shadow data from the current computer to the server, use Send Data
to Server from the context menu available by a right mouse click or press the
appropriate button on the toolbar.
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5.4.4.1 Shadow Log Filter (Service)

You can filter data in Shadow Log Viewer such that only records that meet certain
conditions are displayed in the list.

Filter X

Include | Euclude

Chadow shatus

Bliasss [heomplete
File Mame: *databaze”
Device Type Removable b
Action; b
e “guest
Process: FID:

File zize

Between & || and |80 GE 4

From: |Records On s || 7/ 1/2006 W || 103204M 5

Ton Records On  w || 74312006 w7003 20 A

4

Enable filter

I 1] H Cancel ]

To open the Filter dialog, use Filter from the context menu of Shadow Log Viewer or
press the appropriate button on the toolbar.

There is no big difference between defining Audit Log Filter and Shadow Log Filter, so
first read the Audit Log Filter (Service) section of this manual.

When the filter is active you can define its condition by entering values into the following
fields:

Success — specifies whether to filter the successfully logged data.
- Incomplete — specifies whether to filter the data that was logged incompletely.

- File Name — the text that matches a value in the Shadow Log Viewer’s File Name
column. This field is not case-sensitive and you may use wildcards.

- Device Type — the selection that matches a value in the Audit Log Viewer’s Device
Type column.

- Action — the selection that matches a value in the Audit Log Viewer’s Action column.

Copyright ©1997-2007 SmartLine Inc. All rights reserved. DevicelLock is a registered trademark of SmartLine Inc 124



- User — the text that matches a value in the Shadow Log Viewer’s User column. This
field is not case-sensitive and you may use wildcards.

- Process — the text that matches a value in the Shadow Log Viewer’'s Process
column. This field is not case-sensitive and you may use wildcards.

- PID - the number that matches a value in the Shadow Log Viewer’s PID column.

- File size — the number or the region of numbers that matches a value in the Shadow
Log Viewer’s File Size column.

- From — specifies the beginning of the interval of records that you want to filter. Select
First Record to see records starting with the first record written to the log. Select
Records On to see records that were written starting with a specific time and date.

- To - specifies the end of the range of records that you want to filter. Select Last

Record to see records ending with the last record written to the log. Select Records
On to see records that were written ending with a specific time and date.

5.5 Managing DevicelLock Enterprise Server

Expand the DevicelLock Enterprise Server item to get access to all of a server’s
functions and configuration parameters.

&% Dewicel ock Management Console E]EIE|
File  Action ‘iew Help

o EEE 2 38 @8 B

Smattline Devicelock, Marme |

+ ¢k Devicelock Service 3% Server Options
o Devicelock Enterprise & =
: Conneck...

Reconnect

w Conneck ko Last Used Server at Startup
Certificate Generation Toal, ..
DeviceLock Signireg Tool,.,
About Devicelock. ..

Vi .4

Export List...

Help

Zonnects ko a different server

There is a context menu available by a right mouse click on the DeviceLock Enterprise
Server item:

- Connect — connects to any computer that you specify. For more information please
read the Connecting to Computers section of this manual.

When you connect to a computer where an old version of DeviceLock Enterprise
Sever is installed, you may receive the following message.
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DeviceLock - InitBindingToDLServer error! (7049)

@ The product version on the client and server machines does mok miatch.

In this case you need to install the new version DeviceLock Enterprise Server on this
computer. For information on how to install DeviceLock Enterprise Server, please
read the Installing DeviceLock Enterprise Server section of this manual.

Reconnect — connects to the currently connected computer once again.

Connect to Last Used Server at Startup — check this flag to instruct DeviceLock
Management Console to automatically connect to the last used server each time
console starts up.

Certificate Generation Tool — runs the special tool that allows you to generate
DevicelLock Certificates. For more information please read the Generating
DevicelLock Certificates section of this manual.

DeviceLock Signing Tool — runs the special tool that allows you to grant users
temporary access to requested devices and sign XML files with DevicelLock Service
settings. For more information please read the DevicelLock Signing Tool section of
this manual.

About DevicelLock — displays the dialog with information about the DevicelLock
version and your licenses.

5.5.1 Server Options

These parameters allow you to tune up the DeviceLock Enterprise Server configuration.

&3 Dewvicelock Management [:]EIF’EI
File Help
& L:a) E
Smartline Devicelock Marne State |
* .*': DEVfEELDEk SEW":E_ & server Administrators Disabled
= e DE""'":EL':":knt anSE SErVEr Dovicclock cortificate DevicoLlock Certificate [05/...
5 rver Options £ Service skartup account LacalSystem
ws Derver fdministrators e TP port Dynamic
* Shadow Log j'."lEWEf @ [Databace name dervicalockdbd
Server Log Viewer _ _
,@, Conneckion type QDB Driver
Bﬁ SOL Zerver name YMZO00SERYERIWMINSTAMNCE
Fﬁ S0L Server Login ]
[;_3 Skore path “asystemroot¥sidlskore
@Stnre shadow files in SQL Server  Disabled
Eﬂﬁﬁvirﬁl nrk lirensef<) Trial mnrde=
*pwirk
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Use the context menu available by a right mouse click or double-click on the Stream
compression parameter to enable or disable it. By enabling the Stream compression
parameter you instruct DevicelLock to compress audit logs and shadow data sending
from DevicelLock Services to DeviceLock Enterprise Server. Doing this decreases the
size of data transfers and thus reduces the network load.

Use the context menu on other parameters to open dialogs that enable making
changes. Alternatively, you can double-click on the parameter to open its dialog.

All these parameters are described in detail in the Installing DeviceLock Enterprise
Server section of this manual.

To run the configuration wizard and review or set all these parameters step by step, use
the Properties item from the context menu of Server Options. The configuration wizard
is also described in the Installing DeviceLock Enterprise Server section of this
manual.

5.5.2 Audit Log Viewer (Server)

The audit log viewer allows you to retrieve the audit log stored on Devicelock
Enterprise Server.

DevicelLock Enterprise Server stores audit records received from a remote computer,
only if DeviceLock Log or Event & DeviceLock Logs is selected in the Audit log type
parameter in Service Options on that computer. Otherwise, audit records are stored in
the local Windows event logging subsystem of the remote computer and can be viewed
using the service’s audit log viewer.

&3 Devicelock Management Console

File  Action ‘wiew Help
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+ - Devicelock Service N JUCCESS  KPYIFLL = : Jervice Administrators Change
- L= i i Settings. .. =
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+ 'ﬂ'} Server Options @gSuccess xpirk. ., ) Floppy et Permissions
|SF Audi Log Yiewer . Filker... i i i
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+ @ Shadow Log Viewer . Clear )
Server Log Yiewer @gSuccess xpirk. ., Service Set Custom Message C
= d @gSuccess xpvirt...  Help Service Set Audit & Shadow Of
@kSuccess wpvirt..., | l2jeo 2006 ... Service Set Audit & Shadow O
%Success xpvirt,..,  12/25/2006 ... Service Set Audit & Shadow O
@gSuccess wpvirk....  12J25/2006 ... Service Started
@kSuccess wpvirk....  12J25/2006 ... Service Stopped
L)
£ >
Enables wou to manage Audit Log settings

There is not much difference between the service’s audit log viewer and the server’s
audit log viewer, so first read the Audit Log Viewer (Service) section of this manual.

Copyright ©1997-2007 SmartLine Inc. All rights reserved. DevicelLock is a registered trademark of SmartLine Inc 127



In comparison with the service’s audit log viewer, the server’s viewer has only two
additional columns:

= Computer — the name of the computer from which audit logs were received.

= Event — a number identifying the particular event type.

5.5.2.1 Audit Log Settings (Server)

To define a maximum log size and what DeviceLock Enterprise Server should do if the
audit log becomes full, use Settings from the context menu of Audit Log Viewer.

Audit Log Settings

Control log size
Maxirum log size; | 10000 2 pecords

YWhen maximum log size is reached:

() Cvvepwrite events as needed

(%) Cvverwrite events older than | 7 : davs

() Do nat averwrite events
{clzar hag rmanual k) Restare Defaults

[ ok ] [ Cancel ]

NOTE: These settings are stored in the database and they are specific to the log but not
to DevicelLock Enterprise Server. This means that, if there are several DeviceLock
Enterprise Servers using one database, all have the same log settings.

Enable the Control log size flag to allow DeviceLock Enterprise Server to control the
number of records in the log and delete outdated records (if necessary) to clean up the
space for new ones. Otherwise, if the Control log size flag is disabled, DevicelLock
Enterprise Server uses all available space for the SQL Server’s database to store the

log.

In the Maximum log size parameter you can specify the maximum number of records
that this log can contain. Please note that, if there is more than one DevicelLock
Enterprise Server using this database, then the actual number of records in the log can
be a little larger (by a couple of records) than the specified value.

To specify what DeviceLock Enterprise Server should do when the log is full (when
Maximum log size is reached) select one of these options:

- Overwrite events as needed — the server will overwrite old events if Maximum log
size is reached.
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- Overwrite events older than — specifies that records that are newer than this value
will not be overwritten (specified in days).

- Do not overwrite events (clear log manually) — the server will not overwrite old
events if Maximum log size is reached and you will need to clear events manually.

If you wish to reset current settings to the default values, use the Restore Defaults

button. Default values are:

- The Maximum log size parameter is set to 10000 records.

- The Overwrite events older than option is selected and set to 7 days.

If there is no space for new records in the audit log and there is nothing to delete then

DevicelLock Enterprise Server doesn’t remove audit data from remote users’ computers.

This prevents you from loosing the audit data due to lack of space in the log. When

some space becomes available in the log, DeviceLock Enterprise Server moves the
remaining audit data from users’ computers to this log.

5.5.2.2 Audit Log Filter (Server)

You can filter data in Audit Log Viewer so that only records that meet specified
conditions are displayed in the list.

Filter X

|r'u:|uu:|e E:.;ch_,u:le

Event types
Cuccess audit Failure audit

Computer:

M ame:

Device Type Service A
Action; Fewlogger D etected v
[nformation:

zer

Process: PID:

Ewent 1D:

From: |First Event  w

To Lazt Event | w

Enable filter

Ok l [ Cancel
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To open the Filter dialog, use Filter from the context menu of Audit Log Viewer or press
the appropriate button on the toolbar.

There is not much difference between the service’s audit log filter and the server’s audit
log filter, so first read the Audit Log Filter (Service) section of this manual.

In comparison with the service’s audit log filter, the server’s filter has only two additional
fields:

- Computer — this text matches a value in the Audit Log Viewer’'s Computer column.
This field is not case-sensitive and you may use wildcards.

- Event ID — this number matches a value in the Audit Log Viewer’s Event column.

5.5.3 Shadow Log Viewer (Server)

The shadow log viewer allows you to retrieve the shadow log stored on DeviceLock
Enterprise Server.

&3 Devicel nck Managpment E”E [‘5__(]

File Help
& fza) E v= H X
Smarkline Devicelock, Status | Carmputet | Date Time Device Type #
+-#% DeviceLock Service Suu:u:ess xpyitkyri2000ad.com  7/5/2006 1:56:15 &M Floppy
-l-@ Devicelock Enterprise: Serwer ._-“ — otk wEOOad comy  TYS/E00G 1:55:07 AN FMoppy
+ g Server ptions ] succe I | 71512006 12:27:16 &M Floppy
s ehesapileakicuis) &5 succe 7/15/2006 1:30:51 &M Removable
%ﬂilfiﬁ:ﬂfw Datalog B succe D_E|Et3 7/15/2006 1:09:17 &AM Removable
= Blsuce  View.., 7/15/2006 12:39:35 AM  Remavable
B qucce  Esbernal Viewer,. 7/15/2006 12:32:16 &M Removable
SUCCE  ReFresh 7M5/2006 12:26:13 &M Flappy
@ SUCCE  Filer. 71152006 12:29:54 &M Removable
) succe 7/15/2006 1210901 &M Floppy v
£ Help 3

Saves sebected filels)

There is not much difference between the service’s shadow log viewer and the server’s
shadow log viewer, so first read the Shadow Log Viewer (Service) section of this
manual.

In comparison with the service’s shadow log viewer, the server’s viewer has only one
additional column:

= Computer — the name of the computer from which shadow logs were received.
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Also, unlike the service’s shadow log viewer, when you delete a record in the server’'s
viewer, the record’s binary data is removed from the database or from the disk (it
depends on the Store shadow files in SQL Server flag) but all other information (such as
the file name and size, user name, date/time, process and so on) is moved to the
special log called Deleted Shadow Data Log.

This Deleted Shadow Data Log is used when you don’t need the content of the shadow
data anymore and you want to clean up storage (either SQL Server or the disk), but you
need to keep information about the data transfer.

5.5.3.1 Shadow Log Settings

To define a maximum log size and what DeviceLock Enterprise Server should do if the
shadow log becomes full, use Settings from the context menu of Shadow Log Viewer.

Control log size
Maxirmum log size: | 1000 % | records

When maximurm log size is reached:

(%) Overwrite events as needed

i) Orverwrite events alder than days

{:} Do not overwrite events
iclear hog manually) Restore Defaults

[ Ok, ] [ Cancel ]

For information on these settings, please read the Audit Log Settings (Server) section
of this manual.

When DevicelLock Enterprise Server needs to remove some old records from the
shadow log because of defined parameters (Overwrite events as needed and Overwrite
events older than), these records are moved to the Deleted Shadow Data Log.

If there is no space for new records in the shadow log and there is nothing to delete
then DevicelLock Enterprise Server doesn’t remove shadowed data from remote users’
computers. This prevents the loss of shadowed data due to lack of space in the log.
When some space becomes available in the log, DeviceLock Enterprise Server moves
the remaining shadowed data from users’ computers to this log.

It's best to avoid accumulating shadowed data on users’ computers. We recommend
that you monitor the DevicelLock Enterprise Server’s log on a periodic basis, watch for
warning messages and adjusting log settings appropriately.
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5.5.3.2 Shadow Log Filter (Server)

You can filter data in Shadow Log Viewer so that only records that meet specified
conditions are displayed in the list.

Filter %]

Inelude | En:lude

Shadow skatus

Duccess [1Incomplets

Computer:

File Mame:

Device Type

IJ=er

Action: | L |
Procezz: |

| PID: | |

Filz zize

I

From |RecodsOn v|| 7/1/2008  » |[1200004M % |

Tor |La$tHEDDrd VH || |

Enable filter

SR || ance |

To open the Filter dialog, use Filter from the context menu of Shadow Log Viewer or
press the appropriate button on the toolbar.

There is not much difference between the service’s shadow log filter and the server’s
shadow log filter, so first read the Shadow Log Filter (Service) section of this manual.

In comparison with the service’'s shadow log filter, the server’s filter has only one
additional field:

- Computer — the text that matches a value in the Shadow Log Viewer’'s Computer
column. This field is not case-sensitive and you may use wildcards.
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5.5.3.3 Deleted Shadow Data Log
This viewer allows you to retrieve information about deleted shadow log records.
When a record is removed from the log in Shadow Log Viewer, the record’s binary data

is deleted but all other information (such as the file name and size, user name,
date/time, process and so on) is moved to this log.

3 Devicelock Management

File Help
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>

+ Server Options - R.efresh

=115 Shadow Log Wi Filter...
33 shadow Log Viewser EUEEESS

@ Deleted Shadow Data Log —
<

Server Log Viewer

Help

Clears deleted shadow data log

This log is used when you don'’t need the content of the shadow data anymore and you
want to clean up the storage (either SQL Server or the disk) but at the same time you
need to keep the information about the data transfer.

To define a maximum log size and instruct DeviceLock Enterprise Server regarding
what it should do if the deleted shadow data log becomes full, select Settings from the
context menu available with a right mouse click. This log’s settings are similar to the
audit log’s settings so read the Audit Log Settings (Server) section of this manual for
more information.

If there is no space for new records in the deleted shadow data log and there is nothing
to remove, then DeviceLock Enterprise Server just drops any new records. To avoid
loosing records in this way, we recommend that you monitor DevicelLock Enterprise
Server’s log on a periodic basis and watch for warning messages there.

To refresh the list, select Refresh from the context menu available with a right mouse
click or by pressing the appropriate button on the toolbar.

To filter records in this list, select Filter from the context menu available with a right
mouse click or by pressing the appropriate button on the toolbar. The same filter is used
by the Shadow Log Viewer, so read the Shadow Loqg Filter (Server) section of this
manual for more information.

To clear all records from this log, select Clear from the context menu or press the
appropriate button on the toolbar.
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5.5.4 Server Log Viewer

This viewer allows you to retrieve the internal DeviceLock Enterprise Server’s log. The
server uses this log to write errors, warnings and other important information (such as

configuration changes, start/stop events, version, etc.).

7 Devicelock Management
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You may use the information from this log to diagnose problems (if any), to monitor
changes in the server’s configuration and to see who has cleared logs and when.

The columns of this viewer are defined as follows:

» Type — the class of an event: Success, Information, Warning or Error.

= Date/Time — the date and the time when an event has occurred.

= Event —a number identifying the particular event type.

» Information — event-specific information, such as error/warning descriptions, names

and values of changed parameters, and so on.

=  Server — the name of the server where an event occurred.

= Record N — the record number.

To refresh the list, select Refresh from the context menu available by clicking the right
mouse button or by pressing the appropriate button on the toolbar.

To clear all records from this log, select Clear from the context menu or press the

appropriate button on the toolbar.

After the server’s log is cleared, the one event about this clearing action is written into
the log (e.g. “The Server Log (100 record(s)) was cleared by VM2000AD\Administrator

from xpvirt.vm2000ad.com”).
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5.5.4.1 Server Log Settings

To define a maximum log size and what DeviceLock Enterprise Server should do if the

server’s log becomes full, use Settings from the context menu of Server Log Viewer.

Server, Log Settings

Control log size

When maximurm log size is reach

) Overwrite events as needed

) Do not overwrite events
(clear hog manually)

Maxirmum log size: | 1000 % | records

ed:

(%) Overwrite events older than days

Restore Defaulks

Ok,

.I [ Cancel ]

For information on these settings, please read the Audit Log Settings (Server) section

of this manual.

If there is no space for new records in the server’s log and there is nothing to remove,
then DevicelLock Enterprise Server just drops any new records.

5.5.4.2 Server Log Filter

You can filter data in the Server Log Viewer such that only records that meet specified

conditions are displayed in the list.

Include | Excluds

Evenk bypes

Success Warning

Infamation Errar
Intormation: |
Server: |
Ewent I
From; |First Record v|| ||
To: |Last Record v|| ||
Enable filker

8] l [ Cancel
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To open the Filter dialog, use Filter from the context menu of the Server Log Viewer or
press the appropriate button on the toolbar.

There are no big differences between defining an Audit Log Filter and a Server Log
Filter, so for more information read the Audit Log Filter (Service) section of this
manual.

When the filter is active you can define its condition by entering values into the following
fields:

Success — specifies whether to filter events of the Success class.
Information — specifies whether to filter events of the Information class.
Warning — specifies whether to filter events of the Warning class.

Error — specifies whether to filter events of the Error class.

Information — the text that matches a value in the Server Log Viewer’s Information
column. This field is not case-sensitive and you may use wildcards.

Server — the text that matches a value in the Server Log Viewer’s Server column.
This field is not case-sensitive and you may use wildcards.

Event ID — the number that matches a value in the Server Log Viewer’s Event
column.

From — specifies the beginning of the interval of events that you want to filter. Select
First Event to see events starting with the first event recorded in the log. Select
Events On to see events that occurred starting with a specific time and date.

To — specifies the end of the range of events that you want to filter. Select Last
Event to see events ending with the last event recorded in the log. Select Events On
to see events that occurred ending with a specific time and date.
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6 DeviceLock Group Policy Manager

6.1 Overview

In addition to the standard way of managing permissions via DeviceLock Management
Console, Devicelock also provides you with a more powerful mechanism — settings can
be changed and deployed via Group Policy in an Active Directory domain. System
administrators can use policies to control DevicelLock’s configurations from a single
location on a network — no matter how large the network.

Group Policy enables policy-based administration that uses Active Directory. Group
Policy uses directory services and security group membership to provide flexibility and
support extensive configuration information. Policy settings are created using the
Microsoft Management Console (MMC) snap-in for Group Policy.

Tighter integration into the Active Directory is a very important function of DevicelLock. It
makes DeviceLock’s management and deployment easier for large networks and more
convenient for system administrators.

Integration into the Active Directory eliminates the need to install more third-party
applications for centralized management and deployment. DeviceLock does not need to
have its own server-based component to control the entire network, instead it uses
standard functions provided by the Active Directory.

Via Group Policy it is possible to:

» |nstall DevicelLock Service on all the computers in a network, even those that are
not currently running and new computers that are just connecting to the network.

For more information regarding DeviceLock Service deployment, please read the
Installation via Group Policy section of this manual.

= Control and configure DevicelLock Service on a large number of computers in
different domains/organizational units simultaneously.

Even if some computers are not currently running or they are new computers that
are just connecting to the network, they are included in DeviceLock’s automatic
deployment of predefined settings.

= View the policy currently being applied and predict what policy would be applied.

For more information, please read the Using Resultant Set of Policy (RSoP)
section of this manual.

NOTE: In order to manage DeviceLock via Group Policy, you must have Active Directory
properly installed and configured. For more information about installing and configuring
Active Directory, please refer to the related Microsoft documentation.
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6.2 Applying Group Policy

Policy is applied when the computer starts up. When a user turns on the computer, the
system applies DevicelLock’s policy.

Policy can be optionally reapplied on a periodic basis. By default, policy is reapplied
every 90 minutes. To set the interval at which policy will be reapplied, use the Group
Policy Object Editor. For more information, please refer to the Microsoft Knowledge

Base: http://support.microsoft.com/default.aspx?scid=kb:;en-us;203607

Policy can also be reapplied on demand. To refresh the current policy settings
immediately on Windows XP and later, administrators can call the gpupdate.exe /force
command-line utility provided by Microsoft. On Windows 2000, administrators can call
another command-line utility provided by Microsoft: secedit /refreshpolicy
machine_policy /enforce.

When applying policy, the system queries the directory service for a list of Group Policy
Objects (GPOs) to process. Each GPO is linked to an Active Directory container in
which the computer or user belongs. By default, the system processes the GPOs in the
following order: local, site, domain, then organizational unit. Therefore, the computer
receives the policy settings of the last Active Directory container processed.

When processing the GPO, the system checks the access-control list (ACL) associated
with the GPO. If an access-control entry (ACE) denies the computer access to the GPO,
the system does not apply the policy settings specified by the GPO. If the ACE allows
access to the GPO, the system applies the policy settings specified by the GPO.

6.3 Standard GPO Inheritance Rules

Any unconfigured settings anywhere in a GPO can be ignored since they are not
inherited down the tree; only configured settings are inherited. There are three possible
scenarios:

= A parent has a value for a setting, and a child does not.

= A parent has a value for a setting, and a child has a nonconflicting value for the
same setting.

= A parent has a value for a setting, and a child has a conflicting value for the
same setting.

If a GPO has settings that are configured for a parent Organizational Unit, and the same
policy settings are unconfigured for a child Organizational Unit, the child inherits the
parent's GPO settings. That makes sense.

If a GPO has settings configured for a parent Organizational Unit that do not conflict
with a GPO on a child Organizational Unit, the child Organizational Unit inherits the
parent GPO settings and applies its own GPOs as well.
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If a GPO has settings that are configured for a parent Organizational Unit that conflict
with the same settings in another GPO configured for a child Organizational Unit, then
the child Organizational Unit does not inherit that specific GPO setting from the parent
Organizational Unit. The setting in the GPO child policy takes priority, although there is
one case in which this is not true.

If the parent disables a setting and the child makes a change to that setting, the child's
change is ignored. In other words, the disabling of a setting is always inherited down the
hierarchy.

6.4 Starting DeviceLock Group Policy Manager

DevicelLock Group Policy Manager integrates into the Windows Group Policy Object
(GPO) editor. To use DeviceLock Group Policy Manager on your local PC rather than
on the domain controller, you need to have the GPO editor installed locally. We
recommend that you install the Group Policy Management Console (GPMC). It can be
downloaded from the Microsoft website:
http://www.microsoft.com/windowsserver2003/gpmc/default.mspx.

To open DeviceLock Group Policy Manager, you should run the GPO editor first:
1. Start the Group Policy Management snap-in.
If the Group Policy Management snap-in is not installed on your computer, you

may use the Active Directory Users and Computers snap-in instead.

2. In the console tree, select your domain.

‘H'-E Group Policy Management )l o] =|
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EL: Sroup Policy Management vmZ0l00ad. com
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Create and Link a GPO Here, .. ) isr = | 5Po | Enfor

Link an Existing GPO.., 53’ Default Domain Palicy Mo

& Block Inheritance 55? Devicelock Group Policy Object  Ma
- Cor =

-lg
I -1 arc ey Organiz.atian.al Lnit
#-LE] Sites

(rﬂ' Group Polic Search. ., | LI

Change Dom-ain Contraller,,
(Create a GPO in this do Remave | |

L e Tl N E A i L R e

3. Select the group policy object that you need, and then click Edit in the context
menu available by a right mouse click. If you wish to create a new group policy
object, click Create and Link a GPO Here from the context menu of the domain
item.
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If you are using the Active Directory Users and Computers snap-in, right-click
your domain, then click Properties.

£# Active Directory Users and Computers

J @ Conzole  Window  Help | - | & |5|
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Click the Group Policy tab, select the group policy object that you need, and then
click Edit. If you wish to create a new group policy object, click Add.
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4. Wait until the GPO editor is started. It may take up to several seconds.

5. Under Computer Configuration, select SmartLine DevicelLock.

‘i Group Policy Object Editor -|O] x|
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Alternatively, to run the GPO editor you can start MMC and add the Group Policy snap-
in manually:

1. Run mmc from the command line or use the Run menu to execute this
command.

2. Open the File menu, and then click Add/Remove shap-in.

- P — ;
jm Console1 - [Console Root] . ”D|ﬁ|
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1 Z:\downloadsGroup Policy . msc
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4 Devicelock Management, msc

Exit

IF'.I:II:Is or removes individual snap-ins.
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3. Click the Standalone tab, and then click Add.
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5. Select a Group Policy Object either from the Active Directory or a local computer,
and then click Finish.

Select Group Policy Object @

Welcome to the Group Policy Wizard g
—

Group Policy Dbjects can be stored in the Active Directory

[
g ar on a lacal compker.
_——

Ilze the Browse button to zelect a Group Policy Object.

Group Policy Object:

Remote computer: sl_server?

[] Allow the focus of the Group Policy Snap-in to be
changed when launching from the command line. This
anly applies if you zave the conzole.

Finizh ] [ Cancel

6. Click Close to close the Add Standalone Snap-in window.

7. Click OK to add the snap-in.

8. Expand the Computer Configuration container, and then select SmartLine
DeviceLock.

Copyright ©1997-2007 SmartLine Inc. All rights reserved. DevicelLock is a registered trademark of SmartLine Inc 143



6.5 Using DevicelLock Group Policy Manager

There is almost no difference between the procedure of managing DeviceLock Service
via DeviceLock Management Console and via DeviceLock Group Policy Manager. For
more information, please read the Managing DevicelLock Service section of this
manual.

It is impossible to manage DevicelLock Enterprise Server and view audit and shadow
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logs using DevicelLock Group Policy Manager. For such operations you should use
DevicelLock Management Console.

DevicelLock Service management via DeviceLock Group Policy Manager includes three
additional features in comparison to DeviceLock Management Console:

1.

and audit rules for individual computers (without the GPO editor), enable
Override Local Policy in Service Options. This enables the Group Policy mode for
all the computers in GPO, such that the Local Policy mode can't be enabled for

these computers.
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Override Local Policy — If you want to disallow changing settings, permissions

If the Override Local Policy parameter is enabled, it means that the Use Group

Policy parameter in Service Options of DeviceLock Management Console and

DevicelLock Enterprise Manager can’t be disabled.
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2. Undefine — you can reset any parameter to the unconfigured state. All undefined
parameters are ignored in this GPO. For more information, please read the
Standard GPO Inheritance Rules section of this manual.

Tﬂl Group Policy Objeck Editor i = ||:| Iil
Fle Action ‘ew Help
& | B2 &
|'__—] Windows Setkings :I Marme £ I Skate: I
|:| fdministrative Templates BlLkaakh Nat Canfiqured
=) Smartine DeviceLock ZSJDVDJCD-ROM Mot Configured
.. Service Options B FleWre ot~ Carfigured —
Elﬂﬁ @Eé?}\’;:ﬂs - |£F|E'F'F":-" Nk Eonfiaired Set ermlssmns...
BFiSsions i : LindeFine
g Auurliting & Shadawin EIHard disk. Mot Configured
LISE Da?fices whits L;gst ,E] Infrared port Mok Configured Help
Ei =2 Media Whike Lisk .yParallel port Mok Configured
Lol mediirity Sttihgs =dRemovable Mot Configured =
Eﬂ"'@ User Configuration — ﬁSEriaI pork Mok Configured
_I_‘ = Tape Mot Configured
1 I I r &I 126 -k T Y o g | j

|Flesets permissions for the device to the unconfigured skate

Use Undefine from the context menu of any parameter to reset this parameter to the
unconfigured state. Also, for some parameters, you can use the intermediate state
(gray) of the flag to make it unconfigured.

Bli Blocked Message

win2000z=2rver w2 00ad.com

Cormputer Mame:

Al x|

r iE[abIe LISE.-":iIrIn?:'?:':.:'ire Blocked Mesgﬂgﬁ

Blocked Mezzage Capion:

3. Undefine entire policy — You can reset all parameters to the unconfigured state
in one click. Selecting this has the same effect as resetting each parameter one

by one

(see above).

"Hi Group Policy Object Editor

File Action Wew Help

=101 x|

= | BmE @ Ealb

Z} DeviceLock Group Palicy Object [vm200058tve
El@ Compuker Configuration
- -] Software Settings
-] Windaws Setkings
Ell:l Administrative Templates
Ehﬁ Sriarklire Desvicels
-2 User Configuration

IndeFine entire paolicy
Abouk Devicelock. .,

Marme

Zertificate Generation Tool. ..
Temporary White List Administration Toal .

Sarvica Coptionis
BfDevices

Wiy

Export List ...

l

|Resets the entire Devicelock ©

Help
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Use Undefine entire policy from the context menu of the SmartLine DevicelLock
root item to reset all parameters to the unconfigured state.

x

Undefining :he entire Devicelock group policy is an irreversible action. Al Devicelock
: sektings will be losk,

&re wou suke you wan: to continue?

NOTE: In order to manage DevicelLock Service settings via Group Policy, DeviceLock
Service must be installed and started on all the computers belonging to the GPO. For
more information about service installation, please read the Deploying DevicelLock
Service section of this manual.

Also, don't forget that Group Policy is reapplied on a periodic basis (by default, every 90
minutes) so your changes do not take effect immediately. For more information, read the
Applying Group Policy section.

6.6 Using Resultant Set of Policy (RSoP)

DevicelLock supports Resultant Set of Policy so you can use the standard Windows
snap-in to view the DevicelLock policy currently being applied, as well as to predict what
policy would be applied to a chosen computer.

To use RSoP you should start MMC and add the Resultant Set of Policy snap-in
manually:

1. Run mmc from the command line or use the Run menu to execute this
command.

2. Open the File menu, and then click Add/Remove snhap-in.

Trii Console1 - [Console Root] E|E|g|

'ﬁi] Action Miew  Favorites  window  Help = &
A= kel
Qpen. .. Chrl+0 -
Save Chrl+5 LETE |
Save fAs... There are no items ko show in this view,

Add/Remove Snap-in. .. Ckrl+r
Options...

1 Chdownloads\Group Policy, msc
2 CWIRDOWSY, L \comprigrt, msc
3 Devicelock Management, msc

4 Devicelock Management. msc

Exit

Adds or removes individual snap-ins.
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3. Click the Standalone tab, and then click Add.

4. Select Resultant Set of Policy from the list, then click Add.

Add/Remove Snap-in

Ctandalone

Aidd Standalone Snap-in

File ":'":_'fi':"" |1z thiz page to

Axailable Standalone Snap-ing:

Shap-inz added t Snap-in Wendor

Group Policy Object Editor Microzoft Corporation
e - BB | rdeving Service Microzoft Corparation, |...
(3 Console Re &, |P Secuity Monitor Micrasoft Corporation
@, |P Securty Policy M anagement Microzoft Corporation
@ Link boweb Address Microzoft Corporation
Q Local Users and Groups Microsoft Corporation
ﬁ Performance Logs and Alerts Microzoft Corporation

@ Removable Storage bManagement Microsoft Corporation
=1 Fesultant Set of Palicy Microzoft Corporation
@ Security Configuration and Analpsis  Microsoft Corporation w

Dezcrption
Thiz znap-in allows pou to views the Besultant Set of Paolicy for a uzer ona
machine. The shap-in can be used to view policy that has been applied
az well az predict what policy would be applied to & uzer on a machine.

Drezcription

5. Click Close to close the Add Standalone Snap-in window and then click OK to
add the snap-in.

6. In the console tree, select Resultant Set of Policy.

i Consolel - [Console Root\Resultant Set of Policy]
L) File Action Wiew Faworites  Window  Help
&= Bm 2
[:l Consale Roak

VY Resulbant Set of Policy

£ Resultant Set of Policy

esCripkion,

; > "-n.,
Wi " Action required
Mew Window from Here £

Mew Taskpad View. .. Select '"Generate RSoP Data...'
Frorn the Ackion menu,

Help

T
\ Extended .-"‘:. Stardard ‘,.I"'

Launches a wizard to obtain Resultant Set of Policy information.
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7. Click Generate RSoP Data in the context menu available by a right mouse click.

8. Go through the Resultant Set of Policy Wizard to obtain RSoP information from
the selected computer.

9. Expand the Computer Configuration container, and then select SmartLine
DevicelLock.

i Cansole1 - [Console Root\XPYIRT - RSoPiComputer, Configurations. .. E]E”g|

kﬁ] File  Action Wiew Favorites  Window  Help - = ﬂ
£ BEB B2
] Console Roat Marne
= Z§ ¥PVIRT - 150P % Service Options
= Zomputer Configuration 3 Device:

+- [ Suftware Sectings
+-[7 windows Settings

+ @ Smartline Devicelock

+- 1] Administrative Templates

APVIRT

Please note that using RSoP you can’t modify the policy — all parameters are in the
read-only mode.

RSoP is very useful when you need to understand which particular GPO will be applied
to the computer.

For more information on Resultant Set of Policy, please refer to the Microsoft’s on-line
article: http://technet2.microsoft.com/WindowsServer/en/library/1180b465-ea3b-4a73-
8670-81fa5871a3c71033.mspx?mfr=true.
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7 DevicelLock Service Settings Editor

7.1 Overview

DevicelLock Service Settings Editor is using for creating and modifying external XML
files with settings, permissions, audit and shadowing rules for DeviceLock Service.

DevicelLock Service Settings Editor installs together with other management consoles.

¥ Devicelock Service Settings Editor

Filz  Action Micw  Heolp

«- BB 2 B8 B

P smartine Devicel ick Sethinigs Marme
- @ Devicelock Service o
= ﬂ. Service Cptlons Undefine cntire policy
% Devicelock Load Service Setkings
[ Auditing &5 Save Service Settings
ER Anti-keylog  Save £Sign Service Setkings

+ @f] Encryption Certificate Generation Toal,..

" ick Service

—| B8 Devices Devicelock Signing Toal. .,
@\ Permissions  Abaout Devicelaock. ..
& Audiking & -

-2} U0 Device: Help

+ % Media White List

Security Settings

There is almost no difference between the procedures for defining policies via
DeviceLock Management Console versus via DevicelLock Service Settings Editor. For
more information, please read the Managing DevicelLock Service section of this
manual.

In comparison to DeviceLock Management Console in DeviceLock Service Settings
Editor:

- You do not need to connect to any computer with DeviceLock Service. DeviceLock
Service Settings Editor modifies and stores settings in external XML files and allows
you to create/edit policies off-line. It works similar to DeviceLock Group Policy
Manager but instead of GPOs it uses XML files.

- You can reset any parameter (or all parameters at once) to the unconfigured state.

All undefined parameters are ignored when the policy is applied to DeviceLock
Service.

Copyright ©1997-2007 SmartLine Inc. All rights reserved. DevicelLock is a registered trademark of SmartLine Inc 149



To create the new policy from scratch, just run DeviceLock Service Settings Editor and
start making changes in its default (empty) policy.

If you want to modify an existing policy, you should load the XML file with that policy to
DevicelLock Service Settings Editor using the Load Service Settings context menu item
and then make desired changes.

In any case to save the changes you made, you should use Save Service Settings from
the context menu. Alternatively, you can use Save & Sign Service Settings from the
context menu to save the policy to an external XML file and automatically sign it with the
most recent DevicelLock Certificate (the private key). The Save & Sign Service Settings
menu item is disabled when the DeviceLock Signing Tool has no previously loaded
private key.

Later files with policies created using DeviceLock Service Settings Editor can be loaded
via DeviceLock Management Console and/or DeviceLock Group Policy Manager.

Also, files with policies can be sent to users whose computers are not online and thus
out-of-reach via management consoles. To avoid unauthorized modification these files
should be signed with the DeviceLock Certificate (the private key) using the DeviceLock
Signing Tool. For more information please read the Service Settings section of this
manual.

DevicelLock Service Settings Editor is also using in the Set Service Settings plug-in of
DevicelLock Enterprise Manager. This plug-in runs DeviceLock Service Settings Editor
as an external application and opens it with the XML file selected in the plug-in’s
settings dialog.

When you make any policy changes (change parameters, set permissions, define white
lists, etc.) in the XML file passed to the editor by the plug-in, DeviceLock Service
Settings Editor automatically saves them to this file. As soon as you finish modifying the
policy just close DevicelLock Service Settings Editor and return to the plug-in’s settings
dialog.

For more information read the Set Service Settings section of this manual.
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8 DevicelLock Enterprise Manager

8.1 Overview

With DeviceLock Enterprise Manager you can view and change settings, permissions
and audit rules; install, update and uninstall DeviceLock Service; and view audit and
shadow logs for all the computers in a large network. We recommend using DevicelLock
Enterprise Manager if you have a large network without Active Directory.

Based on a multi-threaded engine, using this console speeds up all activity for all the
computers in the large network.

DevicelLock Enterprise Manager stores, compares and filters the data it receives from
all the computers. Administrators can make "snapshots" of the systems for future
comparison and notation of changes.

DevicelLock Enterprise Manager has a flexible plug-in based architecture that allows
you to plug in necessary modules on demand. Each module (plug-in) performs a task
and displays retrieved information in its own window.

For information on how to install DeviceLock Enterprise Manager, please read the
Installing Management Consoles section of this manual.

To run DevicelLock Enterprise Manager, select the appropriate shortcut from the
Programs menu available by clicking the Windows Start button.

u "y

W Cevicelock Certificate Generation Tool

e Windows Media Plays Games k @ Cevicelock Enterprise Manager
Skartup I} ¥ Devicelock Enterprise Manager Help

,,3 Windows Messenger
'@ Tour Windows $P

y | Files and Settings Tr:
Wyizard

ol Adobe Reader 7.0
# Internet Explorer
wh mMsm

L"EI Cutlook, Express

@ DeviceLock Management Console

) Devicelock Management Console Help

Devicelock Manual

Frequently Asked Questions

@ A

Remoke Assistance Howe to Register

Windows Media Player License Agreement

RN —nriirnand Prompk

ﬂ Windows Messenger Read Me

@1 Windows Movie Maker

I| Log OFf E| Shut Dow

All Programs L]

Technical Support
Temporary White List Administration Tool

Ej
£
E
ﬁ Remove DeviceLock,
Ej
&
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8.2 Interface

DevicelLock Enterprise Manager has a Multi Document Interface (MDI) structure,
allowing you to keep each task in its own window.

The main window of DeviceLock Enterprise Manager can be resized. DeviceLock

Enterprise Manager saves its size and position, and restores these at its next startup.

There is a menu at the top of the main window. Many g5 DevicelLock Enterprise Manager
functions are accessible through this menu.

Wit Toolbar %j| To change the columns displayed in the plug-in’s
windows, click Select Columns in the View menu or
press the appropriate button on the Main toolbar.

By default, DeviceLock Enterprise Manager displays
information received from the plug-ins in the form of a
tree. However, information can also be displayed as a
plain list. To change the mode, click View Mode in the
View menu and select either Tree or List. Please note
that View Mode must be set for each plug-in
individually.

You can hide the status bar and/or the log window by
deselecting appropriate items in the View menu.

Select Columnz
To enable the gridlines around items in the plug-in’s 7= Filter..
window, select Enable Grid in the View menu. This
mode sets for each plug-in individually.

To sort data in any plug-in’s window, click the column
heading you want to sort by. To reverse the sort order, click
the column heading a second time.

£ Report Permizsions/Auditing

If you need to sort the top-level tree’s items (such as domains and computers),
use appropriate buttons on the Main toolbar.

There is a log window at the Log Windaw

bottom of the main window. The Erable Grid

log window is used to display ©¥ Devicel ock Enterprise Ma o gm b

useful information about ongoing (3 Fieport Permissionsdudit

activity as well as diagnostic and Keep Last Meszage in View
error messages. There are two Set Meszage Count..

log lists: Information and

Warnings/Errors. Disable Log

2 Clear &l

You can click the right mouse
button on the log window to open the useful context menu.
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8.3 Scan Network Dialog

The Scan Network dialog allows you to select computers in your network and the action
(install or remove DevicelLock Service, set permissions, and so on) which should be
performed for these computers.

&1 Scan Network

O & Instal service
D Builtin 0:E report Permissionsauditing
D Compukers D Report PRP Devices
=& Domain Controllers

Sek Service Settings

- LY y1z0005ERVER: Oz® shadow Lag Yiewer
O

D ForeignSecurityPrincipals

Uninstall service

f ] Users

To open the Scan Network dialog, select Scan Network from the File menu or press the
appropriate button on the Main toolbar. If the Show this dialog at next startup flag is
checked, the Scan Network dialog will open automatically each time DeviceLock
Enterprise Manager is started.

There are three simple steps, which enable you to manage DevicelLock Services across
the network.

8.3.1 Selecting Computers
The first step is to select the computers to be processed.

You can use the context menu, available by right clicking, to select/deselect necessary
items (computers types, domains, or computers).

DevicelLock Enterprise Manager provides several flexible ways to select network
computers.

= Network computers can be selected by their types.
Each type represents all of the computers belonging to the category:
- Primary Domain Controller — a primary domain controller.
- Backup Domain Controller — a backup domain controller.
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- Microsoft SQL Servers — any server running with Microsoft SQL Server.
- Terminal Servers — any server where Terminal Services are running.

- Stand Alone Servers — any server that is not a domain controller.

- Cluster Servers — server clusters available in the domain.

- Print Servers — any computer that is sharing the print queue.

- NT Workstations — any Windows NT/2000/XP workstation.

There are two ways to choose the type of computers:

1. Types — you select the network domain and then select types of computers
which must be processed in this domain.

Primary Domain Controller
Backup Daomain Contraller
Microzoft SOL Servers

Terminal Servers
Stand Alone Servers
Clugter Servers

Frint Servers

MT Worksztations

2. Domains — you select the type of computer and then select network domains
where computers of the selected type must be processed.

SMARTLINE

TR&AVEL_GROUP
+1-[=] Terminal Servers
+1-=] Stand Alore Servers
- |=] Cluster Servers

Copyright ©1997-2007 SmartLine Inc. All rights reserved. DevicelLock is a registered trademark of SmartLine Inc 154



» Network computers can also be selected by their names.
There are several ways to choose computers by name:

1. Organizational Units — you browse Active Directory organizational units (OUs)
and select computers, which must be processed.

O1gonizatona Unis |00

H-[ Computers

(& Developers
(& Domain Controllers
EI@ b anagers

O =] AMDSALES
O [ mix2000
O = PaNATAL
O = payiT
+-[&3] Servers

+-{&3] TestOU

+-[&3] testing

2. Computers — you browse the network tree and select computers.

Eu:umputers

= l Microzoft Windows Mebworl
tSHOME

O = &MDSALES
B BUHG
|:| B NAVIGATOR
O = P4sHDREW
O = P4rRO
O = P4RUSLEN
O = P4SERGEY
| P4STEN

3. LDAP - you browse the LDAP (Lightweight Directory Access Protocol) tree
and select computers from the directory.

[#-(&d] Test OU
H-{&] testing

-2 testlab2K
(-] Builtin
=M | Comnputers
O = STANWO3

-0 =) TEST2000
.0 B YMxPPROFSP2
I F-{&3 Domain Contrallers
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To configure a connection to the LDAP server, press the ... button.

LDAFP Settings 7| x|

192,165, 100,25
ER—"
cn=qa,0=5MAaR TLINE,c=15 |

cn=admin, o=5MAaRTLIMNE, =13

o) concel |

Host — the name or the IP address of the LDAP server to connect to.

Port — the TCP port on which the LDAP server accepts connections. The
default port is 389.

Protocol version — the LDAP protocol version. Some servers are not fully
compatible with the LDAP v.3 protocol and LDAP requests require certain
adjustments for correct communication with such servers. Selecting
Version 2 makes sure that the server requests are adjusted according to
the LDAP v.2 protocol requirements.

Base DN - the starting point for you to browse the directory tree. You
must use the LDAP string representation for distinguished names (for
example, cn=ga,0=SMARTLINE,c=US). Leave the Base DN field blank to
start browsing from the root.

By pressing the Fetch button, you can get all the published naming
contexts.

User DN — the distinguished name (DN) of the directory user that allows
connection to the directory. You must use the LDAP string representation
for distinguished names (for example, cn=admin,0=SMARTLINE,c=US).

Password — the user’s password.

4. From File — you load a predefined list of computers from the external text file

and then select the computers.

To open an external file, press the ... button.
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Fomfile |4

S <DOMAIN

O = SL_SERVER
O ) sL_SERVER3

O ) sL_SERVERZ

O = Filiso0

O B FUNITSU_LAPTOP
O ) ACER_LAPTOP
O = TERMINALS

A text file must contain each computer’'s name or IP address on separate
lines and can be either Unicode or non-Unicode. A brief example of such a
file follows:

pro
sl_server

s|_server3
5| server?

PG00
fujitsu_laptop
acer_|laptop
terminal4

8.3.1.1 Supplying Credentials

If you need to supply alternative credentials for the target computer(s), highlight the
computer or network domain from the tree and use the Credentials sub-menu from the
context menu.

From File O=F Audit LogVie
Oy Install service
B- <D|:|M.-'1'-.|N> Report Parmis
..... 0 &2 Report PriP D
----- O Select Set Permizsiol
----- O %l Urinstall servi
..... 0
""" O Select Al
..... 0
..... 0
""" . Refresh F3
Credentials 5 set...
Set Port,., 4
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You may assign credentials to individual computers and/or to network domains. To add
credentials, use the Set item. To delete alternative credentials, use the Clear item.

Credentials consist of a user name and password pair used to authenticate the
computers processed. By default, DeviceLock Enterprise Manager uses your currently
logged on credentials to automatically log in and process the target computer(s). If the
current logged-in user credentials do not have administrative rights on all of the target
computers, you need to enter alternate credentials. DeviceLock Enterprise Manager will
use these alternate credentials to automatically login to the target computers.

In all cases, credentials are stored with encryption techniques and are not available to
anyone except the user with administrative privileges.

= Set credentials for PRO 7| x|

administrator

Bl S B 2 il 2

o] concel |

Credentials can also be supplied via the Credentials dialog. To open the Credentials
dialog, you can select Credentials from the File menu.

W, Credentialz

B cpryIRT admin

l '-.-'r'-'lEIIIIIIIIISEF!.'-.-'EF!. kest
E'..- FUIITSU_LAPTOP adrinistrator

Press the Add button to add new credentials. To change existing credentials, highlight
the record in the list and press the Change button.

To delete credentials, highlight the record in the list and press the Delete button. Using
Ctrl and/or Shift you can highlight and remove several records simultaneously.
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8.3.1.2 Setting Port

You can instruct DeviceLock Enterprise Manager to use a fixed port, making it easier to
configure a firewall. To do so, use Set port from the context menu.

O=r Audit Log
Oy Install sery
Repoart Per

Computers [}
Oz Feport Pri

=g Microsaft windows F ‘
lis

=2 5L
_____ 0 IgFﬂ“ﬂgﬁeIn&u:I: «

_____ 0 g Select Al
..... O = Deselect Al

Refresh Fg

CErl+HFS

----- Refresh Current Domain

Credentials
Set Port...

By default, DeviceLock Enterprise Manager uses dynamic ports for RPC communication
with DevicelLock Service. However, if DeviceLock Service is configured to accept
connections on a fixed port, select the Specify port parameter.

Set Port for PRO

To use the dynamic ports binding, select Dynamic ports.

DevicelLock Service can be configured to use either a fixed port or dynamic ports during
the installation process. For more information on this, please read Unattended
Installation and Remote Installation via DeviceLock Enterprise Manager sections of
this manual.

If you need to change the port configuration when DeviceLock Service is already
installed, use the Install service plug-in.

For information on which ports are required for which actions, please read the Plug-ins
section of this manual.
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8.3.2 Selecting Plug-ins

The second step is to select a plug-in to process the network computers selected on the
first step.

To select/deselect plug-ins, you can use the context menu available with a right mouse
click.

O=F audi Log Yiewer

O & Install service

D Report Permissions, duditing
& report PP Devices

Set Service Settings

M=
D% Shadaw Log Wiewsr
O

Uninstall service

To define parameters for the selected plug-in, use the Settings button below the plug-
ins list. If the plug-in doesn't have additional parameters, this button is disabled.

Tasks are passed to the plug-in by DeviceLock Enterprise Manager.
The plug-in performs the task and returns the information to DeviceLock Enterprise

Manager. Upon receipt of a plug-in’s information, DeviceLock Enterprise Manager
displays it in a separate window.

8.3.3 Starting a Scan

Once you have selected computers and the appropriate plug-in, the final step is starting
the scan process. Press the Scan button to initiate the process.

Right after the scan process is initiated, you can start to explore the information that is
already received from the plug-in.

Because the scan process runs in a separate thread, you do not need to wait until all
computers are finished being scanned. You can also perform other tasks in the
DevicelLock Enterprise Manager interface.

There are only a few things which you cannot do while the scan is running — you cannot
close DevicelLock Enterprise Manager and you cannot run another scan process.
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If, for some reason, you wish to abort the active scan
process, you can select Stop Scan from the File menu or

t ain T oolbar
press the appropriate button on the Main toolbar. The ENE =S MR

scan process will be aborted as soon as a plug-in
returns control to DevicelLock Enterprise Manager.

8.4 Plug-ins

DevicelLock Enterprise Manager has a flexible plug-in based architecture that allows
you to plug in the necessary module on demand. DeviceLock Enterprise Manager loads
the plug-ins on startup from the Plugins subdirectory, which is located in the main
DevicelLock Enterprise Manager directory.

DeviceLock Enterprise Manager ships with standard plug-ins that require some network
ports to be opened on remote computers, as described in the table below:

Required Ports Plug-ins affected

TCP 139

Audit Log Viewer, Report PnP
Devices

UDP 137 — this port must be opened only when a connection
is establishing by the computer name. If an IP address is
used, this port isn’t required.

TCP 139

TCP 135 — this port is required only when the Dynamic ports
connection is used.

TCP <all ports above 1024> — these ports are required only

when the Dynamic ports connection is used. Install Service, Uninstall Service

TCP <custom port> — this port is required only when the
Fixed port connection is used.

UDP 137 — this port must be opened only when a connection
is established by the computer name. If an IP address is used,
this port isn’t required.

TCP 135 — this port is required only when the Dynamic ports
connection is used.

TCP <all ports above 1024> — these ports are required only

when the Dynamic ports connection is used. Report Permissions/Auditing, Set

Service Settings, Shadow Log
Viewer

TCP <custom port> — this port is required only when the
Fixed port connection is used.

UDP 137 — this port must be opened only when a connection
is established by computer name. If an IP address is used,
this port isn’t required.

For information on how to use either the Dynamic ports or Fixed port connection in
DevicelLock Enterprise Manager, please read the Setting Port section of this manual.
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When a plug-in is connected to a remote computer it may receive some of these errors:

- The product version on the client and server machines does not match (7049) —
you’re trying to connect to a computer where an old version of DeviceLock Service is
installed. You should upgrade the DeviceLock Service first using the Install Service

plug-in.

- The network path was not found (53) — you’re trying to connect to a computer that
either does not exist (the wrong name or IP address) or is not accessible. Make sure
that the computer name you'’ve specified is correct. Try to access this computer with
Windows Explorer and connect to it using any standard Windows administrative tool
(such as Computer Management, Services and so on).

This error also occurs when the standard Windows Server service is not running on
the remote computer. Check the Server service status and start it if it is stopped.

More connection errors are described in the Possible Connection Errors section of
this manual.

8.4.1 Audit Log Viewer

The Audit Log Viewer plug-in retrieves DevicelLock's audit log from the computer’s local
Windows event logging subsystem.

To define a maximum log size and what Windows should do if the audit log becomes
full, use Audit Log Settings from the context menu.

To clear all events from the audit log, select Clear Audit Log from the context menu.

For more information, please read the Audit Log Viewer (Service) section of this
manual.

8.4.2 Install Service
The Install Service plug-in installs or updates DeviceLock Service on computers.

Before you can use this plug-in, you should specify the path to the DevicelLock Service

executable files (dIservice.exe and diservice_x64.exe). You can do this by pressing the
Settings button below the plug-ins list on the Scan Network dialog (see Selecting Plug-
ins).

For more information, please read the Remote Installation via DeviceLock Enterprise
Manager section of this manual.

8.4.3 Report Permissions/Auditing

The Report Permissions/Auditing plug-in generates a report concerning settings,
permissions and audit rules that have been set for DeviceLock Services across the
network.
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Before you can use this plug-in, you should select the information you want to include in
the report. You can do this by pressing the Settings button below the plug-ins list on the
Scan Network dialog (see Selecting Plug-ins).

o= Report Permissions

[

[wBluetooth [wHard disk, [w=Zerial port

(WD Dy CD-RCam [wInFrared paork [wTape

[wFireitire port [wlParallel port [wLISE port
[WRemovable [\

- Report Available Devices Only — check this flag to report permissions and audit rules
for only those devices currently available on the computer. Otherwise, you will see
permissions and audit rules for every type of device that DeviceLock supports.

- Report USB White List — check this flag to include information about white listed
devices (see USB Devices White List).

- Report Media White List — check this flag to include information about white listed
media (see Media White List).

- Report Security Settings — check this flag to report what parameters are disabled via
Security Settings.

- Report Auditing & Shadowing — check this flag to report audit and shadowing rules
that have been set.

Also when this flag is checked, you receive information about whether the Log Policy
changes and Start/Stop events parameter is enabled in Service Options.

- Report Enabled Auditing & Shadowing Only — check this flag to exclude devices for
which audit and shadowing rules are disabled from the report.

This flag is available only if Report Auditing & Shadowing is checked.

- Report DeviceLock Administrators — check this flag to report accounts that can
manage DevicelLock Service or view its settings and logs.

This report always includes information about an installed DeviceLock Certificate. Also,
it always shows when the Use Group Policy parameter is enabled in Service Options.
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8.4.4 Report PnP Devices

The Report PnP Devices plug-in generates a report displaying the USB, FireWire and
PCMCIA devices currently connected to computers in the network and those that were
connected.

The columns are defined as follows:

= Description — the description of the device provided by its vendor.

» Device Information — the additional information about the device provided by its
vendor.

» Connected to — the interface where the device is connected (USB, FireWire or
PCMCIA).

= Class - the class of the device provided by Windows.

» Class description — the description of the device’s class provided by Windows.

» Present — indicates whether the device is currently connected or not (Yes or No).
» DevicelD - the unique identification string of the device provided by its vendor.

= Driver — the name of the driver that is controlling this device.

You can add reported USB devices to the USB Devices Database using the context
menu available via a right mouse click.

Before you can use this plug-in, you should select the information you want to include in
reports. You can do this by pressing the Settings button below the plug-ins list in the
Scan Network dialog (see Selecting Plug-ins).

Report PnP Devices Settings

[

- Report Connected Devices Only — check this flag to report only those devices that
are currently connected to the computer. Otherwise, you will see all devices that
were ever connected to the computer.
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- Report FireWire Devices — check this flag to report devices that are plugging into the
FireWire port.

- Report PCMCIA Devices — check this flag to report devices that are plugging into the
PCMCIA slot.

- Report USB Devices — check this flag to report devices that are plugging into the
USB port.

8.4.5 Set Service Settings

The Set Service Setting plug-in reads the policy (settings, permissions, audit and
shadowing rules) from the external XML file and deploys it to DeviceLock Services
across the network.

Before you can use this plug-in, you should define settings, permissions and/or audit
rules that you want to deploy. You can do this by pressing the Settings button below the
plug-ins list in the Scan Network dialog (see Selecting Plug-ins).

2= Select Service Settings

] 6/20/2007 8:06:45 M 6/20/2007 §:06:52 M YMZ2000ACY Administrator
L Settings 2 7/10/2007 12:16:05 PM  6/20/2007 §:06:52 PM  YM2000ADCAdministrator
ain DL Settings  7i10J2007 12:16:14 PM 6/20/2007 8:06:52 PM YMZ000ACY Adrninistrator

First of all you have to prepare the policy you want to deploy.

If there are no files in the list, then you can either create an empty file by pressing the
New button or add an existing file by pressing the Add button.

Then highlight the file in the list and press the Edit button to open DeviceLock Service
Settings Editor. DevicelLock Service Settings Editor is used for creating and modifying
external XML files with settings, permissions, audit and shadowing rules for DeviceLock
Service. For more information please read the DevicelLock Service Settings Editor
section of this manual.

When finished modifying the policy, select its file by enabling the checkmark near by the
file’s name in the list. Then press the OK button to close the configuration dialog.
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8.4.6 Shadow Log Viewer
The Shadow Log Viewer plug-in retrieves the shadow log from DevicelLock Service.

Use the context menu available by a right mouse click to access all this plug-in’s
functions.

For more information, please read the Shadow Log Viewer (Service) section of this
manual.

8.4.7 Uninstall Service

The Uninstall Service plug-in removes DevicelLock Service and all its settings and
components from computers.

If the user under which the DeviceLock Enterprise Manager is connecting to the
computer doesn’t have full administrative access to DevicelLock Service, the plug-in will
not be able to remove the service.

Likewise, an error occurs when the user doesn’t have local administrative privileges on
the computer where DevicelLock Service is running.

8.5 Open / Save / Export
DevicelLock Enterprise Manager can store all information received from plug-ins.

The data is saved to external files and is ready for loading into DeviceLock Enterprise
Manager when requested.

There are three ways to save and load data:

1. The handiest method to store received information is to save it as a project. When
you are saving data as a project, DeviceLock Enterprise Manager saves each active
plug-in’s window to a separate file of its own format and places this file in the Project
subdirectory.

The names of the project’s files are auto-generated and depend on the plug-in’s
names and the date and time when the scan was started.

To save the data as a project, you can select Save Project from the File menu or
press the appropriate button on the Main toolbar.

To load previously saved projects, you can select Open Project from the File menu.
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The Open Project window has its own toolbar and context menu available by a right
mouse click.

You can group saved projects by the date when they were scanned and by the type
of information they contain. Select Group by Plug-ins or Group by Date from the
context menu or press appropriate buttons on the Project toolbar.

To open a saved project, select it from the list and press the Open Project button on
the Project toolbar. Using Ctrl and/or Shift you can select and open several projects
simultaneously.

2. Another way to save received information in the format of DeviceLock Enterprise
Manager is select Save As from the File menu. This enables you to save a file of the
ANM type to any place on your hard disk or any other media with any name you
choose.

To load previously saved files, you can select Open from the File menu or press the
appropriate button on the Main toolbar. You will need to specify a file you wish to
open. You can load files of the ANM type only.

3. If you need to pass received information to a third-party application, you can export it
into an external file and then import it to this application. To export data into the
external file, select Save As from the File menu and then select the file’s type from
the Save as type combo box. DeviceLock Enterprise Manager supports the export
into MS Excel (if it’s installed on the local computer) and two formats of text files —
Tab Delimited (TXT) and Comma Delimited (CSV).

If you export information into an external file, you will not be able to load it back to
DevicelLock Enterprise Manager because DevicelLock Enterprise Manager can open
and load only files of its own format. However, the ability to export into an external
file is useful when you wish to exchange data between DeviceLock Enterprise
Manager and other applications.
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8.6 Comparing Data
DevicelLock Enterprise Manager allows you to track changes on network computers by

comparing two previously saved projects. Tracking changes is important when
managing a wide range of computers in one network.

DevicelLock Enterprise Manager provides a very useful and intuitive Wizard to compare
two ANM files. To open this Wizard, select Compare from the File menu.

There are three simple steps, which enable you to compare two files using Compare
Wizard:

1. The first step is to select the files you wish to compare.

Select Projectz To Compare

Select the first file and then select the second file by pressing ... buttons.

Please note that you can compare files of the same type only. For example, you
cannot compare information received from the Report Permissions/Auditing plug-in
with information from the Report PnP Devices plug-in.

When you have selected two files, press the Next button to go to the Wizard’s next
page.
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2. The second step is to select the columns you wish to include in the compare
process.

Select Columns To Compare

Device/Parameter
Permizsions

DevicelLock Enterprise Manager compares only those columns, which you have
selected. If you need to exclude one column from the compare process, you have to
move it from the Included columns list to the Excluded columns list. Excluded
columns will be visible in the compare result, but the values they contain are ignored
and don’t affect the compare result.

By default, the compare result contains only records, which are different in the two
files being compared. If you would like to see all of the records (even unchanged
records), you can clear the Show changes only flag.

To include names of the network domains in the compare process, you can clear the
Ignore domains flag. When the Ignore domains flag is checked, DeviceLock
Enterprise Manager ignores domains and only compares computers and the
information those computers contain.

3. The third and final step is to start the compare process. Press the Finish button to
compare two selected files with each other.

DeviceLock Enterprise Manager displays the compare result in a separate window in
the form of a tree exactly as it displays information received from a plug-in.
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The comparison is very simple and effective:

1. If the Ignore domains flag is cleared, the program enumerates network domains
in the two selected files and tries to find each domain in both the older file and
the recent file.

If the domain exists in the older file but does not exist in the recent file,
DevicelLock Enterprise Manager inserts the missing domain (along with all the
computers contained in that domain as well as the information in those
computers) into the comparison result and then writes all those records in red.

If the domain does not exist in the older file but exists in the recent file,
DevicelLock Enterprise Manager inserts the missing domain (along with all the
computers contained in that domain as well as the information in those
computers) into the comparison result and then writes all those records in green.

If the domain exists in both files, DeviceLock Enterprise Manager enumerates all
the computers the domain contains (see below).

2. If the Ignore domains flag is checked, DeviceLock Enterprise Manager ignores
domains and enumerates all the computers in the two selected files and tries to
find each computer in both older and recent files.

If the computer exists in the older file but does not exist in the recent file,
DevicelLock Enterprise Manager inserts the missing computer with all information
it contains into the compare result and writes all these records in red.

If the computer does not exist in the older file but exists in the recent file,
DevicelLock Enterprise Manager inserts the missing computer with all information
it contains into the compare result and writes all these records in green.

If the computer exists in both files, DeviceLock Enterprise Manager enumerates
all the information it contains (see below).
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3. DevicelLock Enterprise Manager enumerates all information for a computer and
tries to find each record in both the older and the recent file.

If the record exists in the older file but does not exist in the recent file,
DeviceLock Enterprise Manager inserts the missing record into the compare

result and writes it in red.

If the record does not exist in the older file but exists in the recent file,
DeviceLock Enterprise Manager inserts the missing record into the compare

result and writes it in green.

If the record exists in both files, DeviceLock Enterprise Manager starts comparing

each included column for this record:

- If the column’s values for the older and the recent files are different,
DeviceLock Enterprise Manager inserts both records in the compare result.
The record from the recent file comes right after the record from the older

one.

The column that belongs to an older record is highlighted in red. The column
that belongs to a recent record is highlighted in green. All excluded columns
and columns with equal values are not highlighted and are written in the

default color.

- If all of a record’s columns for both files contain equal values, DevicelLock
Enterprise Manager either skips this record (the Show changes only flag is
checked) or inserts this record into the compare result and writes it in the
default color (the Show changes only flag is cleared).

If you wish to compare two files, which
were saved as projects, it is a good idea
to use the special feature of the Open
Project window.

Select Open Project from the File menu,
highlight two projects you would like to
compare (use Ctrl and/or Shift to highlight
two projects simultaneously) and then
select Compare from the context menu or
press the appropriate button on the
Project toolbar. Please note that you may
select only two projects and both projects
must be of the same type.
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=]l DevicelLock Enterprise Manager provides two buttons on the Compare toolbar,
which help you to easily navigate through the compare result. Press the <
button to highlight the previous record in the compare result that contains
changes. Press the > button to highlight the next record in the compare result that
contains changes.

You can also save the compare result to an external
ANM file or export it into MS Excel or the text file (TXT
and CSV). Select Save As from the File menu or press
the appropriate button on the Main toolbar to save or export the compare result.

As with any other DeviceLock Enterprise Manager file, the saved compare result can be
opened and loaded to DeviceLock Enterprise Manager. To load the previously saved
compare result, you can select Open from the File menu or press the appropriate button
on the Main toolbar. You will need to specify a file you wish to open. You can load files
of ANM type only.

tdain Toolbar

8.7 Filtering Data

DevicelLock Enterprise Manager provides very sophisticated
data filtering, enabling you to narrow a scan or comparison
result to only those data complying to your specific conditions.

o - -
&Y Active Metwork Monitor

To open the Filter Data dialog, you can select Filter from the

View menu or press the appropriate button on the Main toolbar. Select Columns
Please note that the window with a scan or comparison result = Filter...

must be active to use data filtering.

Filter Data

Dezcription Mot defined
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Copyright ©1997-2007 SmartLine Inc. All rights reserved. DevicelLock is a registered trademark of SmartLine Inc 172



= The Field column contains all the fields available in the scan or comparison result
that you want to filter. You can define the AND-OR logic for each field separately:

AND - includes only those records that comply with all defined conditions. For
example, Process = “explorer.exe” AND PID = 3764 retrieves all data where both the
Process is “explorer.exe” and PID is 3764. It does not include data where the
Process is “explorer.exe” and PID is not 3764 or where PID is 3764 but Process is
not “explorer.exe”.

OR —includes all records that comply with at least one condition. For example,
Process = “explorer.exe” OR PID = 3764 retrieves all data having one or both
conditions, where Process = “explorer.exe” (no matter what PID is) or where PID is
3764 (no matter what Process is).

= The Condition column contains a list of logical operations that can be performed on
a selected field. You can select only one logical operation for each field. DevicelLock
Enterprise Manager supports two groups of logical operations, those for string data
and non-string data.

Logical operations that can be performed on string data (target string being the
string you specify, e.g. “Explorer.exe”):

- Is (exactly) — selects only data having fields with strings that are identical to the
target string.

- Includes — selects only data having fields with strings that include a defined
target string.

- Is not — selects only data having fields with strings that are different from the
target string.

- Not includes — selects only data having fields with strings that do not include the
target string.

- Empty — selects only data having fields with empty strings.
- Not Empty — selects only data having fields with strings that are not empty.

- Regular expression — selects only data having fields with strings matching an
expression. The expression may contain wildcards (e.g. “explorer*”).

If you want to narrow the search to the string's exact case (e.g. "Explorer.exe" is
different from "explorer.exe"), check the Match case flag. Otherwise, case is ignored
(e.g. "Explorer.exe" and "explorer.exe" are identical).

Logical operations that can be performed on non-string data:

- Equal to (=) — selects data having field values that are identical to the defined
value (e.g. PID = 3764).
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- Greater than (>) — selects data having field values that are greater than the
defined value (e.g. PID > 4).

- Less than (<) — selects data having field values that are less than the defined
value (e.g. PID < 4).

- Not Equal to (=) — selects data having field values that are different from the
defined value (e.g. PID !=0).

- Between (in) — selects data having field values that are between the two defined
values (e.g. PID in 3000-4000).

- Not Between (out) — selects data having field values that are outside of the two
defined values (e.g. PID out 3000-4000).

- Regular expression — selects only data having field values matching an
expression. The expression may contain wildcards (e.g. 300%).

If you don't want to perform a logical operation for a field, select Not defined from the
list of logical operations.

» Value columns contain user-defined arguments. The second Value column is used
only when the Between (in) or Not Between (out) logical operation is selected. For all
other logical operations only the first Value column is needed.

After you define a filtering expression, press the Apply button to start the filtering
process.

You can save a filtered result in an external ANM file or e
export it to a text file (TXT and CSV) or MS Excel. Select - | 4] Z
Save As in the File menu or press the appropriate button = Eﬁ A E
on the Main toolbar to save or export the filtered result.

As with any other DevicelLock Enterprise Manager file, filtered data can be opened and
loaded into DeviceLock Enterprise Manager. To load a file, select Open in the File menu
or press the appropriate button on the Main toolbar. Then specify the file you wish to
open. You can only load files that were previously saved by DeviceLock Enterprise
Manager.
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9 Temporary White List

9.1 Overview

The DeviceLock Temporary White List function enables the granting of temporary
access to USB devices when there is no network connection. Administrators provide
users with special access codes over the phone that temporarily unlock access to
requested devices.

USB Flash
Drive (Device)

User Administrator

Office

-

A Temporary White List works like a device white list, with the distinction that a network
connection is not required to add devices and grant access to them.

NOTE: Using Temporary White List it is possible to grant access to USB devices that
were blocked on both levels: the USB port level and the type level. If some white listed
device (e.g. USB Flash Drive) belongs to both levels: USB and type (Removable), the
permissions (if any) for the type level are ignored as well as for the USB level.

Creating and activating a Temporary White List is a matter of following these step-by-
step instructions:

1. The administrator generates a cryptographic certificate (DeviceLock Certificate)
using the Certificate Generation Tool. A DevicelLock Certificate consists of two keys:
private and public.
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2. The administrator deploys the DevicelLock Certificate (the public key) to a user's
computer. This enables the Temporary White List on the user's computer.

3. When a user needs to access some USB device, he/she runs the Temporary White
List Authorization Tool from the Windows Control Panel. Then the user selects the
particular device from a list and a textual-numeric code (Device Code) is generated.
The user can then provide this code to the DeviceLock Administrator over the phone
or via an Internet chat session.

4. The administrator then runs the DevicelLock Signing Tool, loads the corresponding
DevicelLock Certificate (the private key), enters the Device Code, selects an
appropriate temporary access period (5, 15, etc. minutes or until the device is
unplugged), generates an Unlock Code, and relays this Unlock Code to the user.

5. Upon receipt of the Unlock Code, the user enters it into Temporary White List
Authorization Tool. Access to the requested device is then granted for the specified
period.

9.2 Temporary White List Authorization Tool

The Temporary White List Authorization Tool is a part of the Windows Control Panel
applet that users should use to obtain temporary access to devices.

To run the Temporary White List Authorization Tool, the user should run the DeviceLock
applet from the Control Panel and select the Temporary White List Authorization Tool
option.
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NOTE: On Windows XP and later, the user must switch the Control Panel to Classic View
in order to view all available applets.
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There are five simple steps for the user to request and obtain temporary access to a
device:

1. Plug the needed device into the USB port.

2. Select the device from the list of all available USB devices.

53 Devicel ock Temporary White List Authorization Tool
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3. Contact an Administrator and tell him/her the name of the certificate and the Device
Code. Please note that the Device Code is only valid within 24 hours of the time it
was generated by the applet.
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4. Enter an Unlock Code received from the Administrator.

If it is necessary to force the requested device to reinitialize (replug) before allowing
access to it, select Reinitialize device before granting access.

Some USB devices (like the mouse) won’t work without being reinitialized, so it is
recommended to keep this flag checked for non-storage devices.

It is recommended to keep the Reinitialize device before granting access flag
unchecked for storage devices (such as flash drives, CD/DVD-ROMSs, external hard
drives and so on).

Some USB devices can’t be reinitialized from DevicelLock Service. It means that
their drivers do not support the software replug. If such a device was white listed but
doesn’t work, the user should remove it from the port and then insert it back
manually to restart the device’s driver.

5. Press the Finish button. If the Unlock Code is valid, then access to the device will
be provided in several seconds.

Devicelock Temporary White List Authorization Tool E|

The device has been successfully unlocked For 1 day .

All successfully attempts to add devices to a Temporary White List are logged, if logging
of changes is enabled in the Service Options.
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10 Appendix

10.1 Permissions and Audit Examples

Using these following examples you can better understand how to properly define
permissions, audit and shadowing rules in DevicelLock.

All examples assume that you are using DeviceLock Management Console (the MMC
snap-in) and it is already connected to the computer where DevicelLock Service is
running. For more information on how to use DeviceLock Management Console, please
read the DeviceLock Management Console section of this manual.

10.1.1 Permissions Examples
- For all users all USB devices are denied except the mouse and keyboard:
1. Select the USB port record from the list of device types under Permissions, and

then select Set Permissions from the context menu available by a right mouse
click.

&4 Devicelock Management

FAle Help
- EEEER
smartline Devicelock Marne
- % DeviceLock Service Bluetcu:-th
+ @ 2arvice Opkions @DUD'CD-ROM
= 88 Devices & Fire'Wire port
é% Permissions éHDDW
g™ Awaditineg & Shadowing Hare disk
+ LIS3 Devices White List E]I rared cort
+)- [ Media White List 5 n r;'lrﬁ; For
Securiky Setkings Paralel port
=y aodit Log Viewer =IRemovablz
@ Sradow Log Viewer ¢F Serial port
+-kg@ DeviceLock Enterprise Server T=iTape
Fur
Help
Manages pernissions for selected device)s)

2. Click the Add button on the Permissions dialog, add the Everyone user (type the
name or browse for all available names and select the needed one), click OK to
close the Select Users or Groups dialog, highlight the Everyone record and
disable all rights in the User’s Rights list.
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& Permissions

Devices Typels): USE port

Computer Mame:  Local Compuker

Users
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| add || pelete || setpefau |
User's Rights Alloy
3 Fead B
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Eject ]
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[ [8]4 H Zanes| ” Apply

3. Click the Security Settings button on the Permissions dialog, and then uncheck
Access control for USB HID (mouse, keyboard, etc.) as shown on the picture
below.

% Secu rity Settings

[M}:.ccess contral for USE HID {mouse:, keyboard, ete.
Arcess control For USE printers

&rcess control for LSE scanners and still image devices
Arccess cantral for Lisb slustaoth adaprers

[#] &ccess cantral For USE storage devices

Arcess control for USE and Firewire network, cards

[ o ” Cancel ]

4. Click OK to close the Security Settings dialog, click OK to apply changes and
close the Permissions dialog, and then click Yes to confirm that you really want
to deny all users access to the USB port.
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- For all users all USB devices are denied except the mouse and keyboard but
members of the Administrators group can use all USB devices:

1. Select the USB port record from the list of device types under Permissions, and
then select Set Permissions from the context menu available by a right mouse
click.

2. Click the Add button on the Permissions dialog, add the Administrators group
(type the name or browse for all available names and select the needed one),
click OK to close the Select Users or Groups dialog, highlight the Administrators
record and enable all rights in the User’s Rights list.

& Permissions

Devices Typels): USE port

Computer Mame:  Local Compuker

: Users @ @ r\g

7 adrministr ators 122 md4mpmguifmlzn? ndnsngnilnlz
all

Surday

: Mard
| add || pelete |[setpefau | g IIIIIIIIIIII
| User's Rights Al | Hy IIIIIIIIIIII
- el ||| || |||[]]]

Fead
Farma

=« ||| NN

M- Allowed Time O - Denied Time

Zecurlty Seftings || USB \White List |

[ [8]4 H Zanes| ” Apply

3. Click the Security Settings button on the Permissions dialog, and then uncheck
Access control for USB HID (mouse, keyboard, etc.) as shown on the picture
below.
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& Securily Sellings
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Arcess contral For LISE skorage devices

&rcess control for LISE and Fireire network cards

O, [ Cancel ]

4. Click OK to close the Security Settings dialog, and then click OK to apply
changes and close the Permissions dialog.

- For all users all storage devices except fixed hard drives are denied but all
non-storage USB devices are allowed:

1. Select the USB port record from the list of device types under Permissions, and
then select Set Permissions from the context menu available by a right mouse
click.
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Fur

Help
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2. Click the Add button on the Permissions dialog, add the Everyone user (type the
name or browse for all available names and select the needed one), click OK to
close the Select Users or Groups dialog, highlight the Everyone record and
enable all rights in the User’s Rights list.
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3. Click OK to apply changes and close the Permissions dialog.

4. Select DVD/CD-ROM, Floppy and Removable records from the list of device
types under Permissions, and then select Set Permissions from the context
menu available by a right mouse click.

&4 Devicelock Management

FAle Help

e EEE
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- % DeviceLock Service
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5. Click the Add button on the Permissions dialog, add the Everyone user (type the
name or browse for all available names and select the needed one), click OK to
close the Select Users or Groups dialog, highlight the Everyone record and
disable all rights in the User’s Rights list.

& Permissions

Devices Type(s): Floppy, Removable, DYDy'CD-ROM

Computer Mame:  Local Compuker

|lcers
mE-.-'erycne
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Eject ]
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6. Click OK to apply changes and close the Permissions dialog, and then click Yes
to confirm that you really want to deny access to these devices for all users.

- For all users all USB devices are denied except the mouse and keyboard but
members of the Administrators group can use an authorized model of USB
storage devices:

1. Select the USB port record from the list of device types under Permissions, and
then select Set Permissions from the context menu available by a right mouse
click.

2. Click the Add button on the Permissions dialog and add the Everyone user (type
the name or browse for all available names and select the needed one). Click OK
to close the Select Users or Groups dialog, highlight the Everyone record and
disable all rights in the User’s Rights list.
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3. Click the Security Settings button on the Permissions dialog, and then uncheck
Access control for USB HID (mouse, keyboard, etc.) as shown on the picture
below.

& Sern rity Settings

=5 conkral For L=B gl
[+#] &ccess contral For LSE printers

Access control for USE scanners and still image devices
Accoss control For USE Bluctonth adaptors

&ccess control for USE storage devices

|#] &ccess conkrol For USE and FiretWir e network, cards

[ OF, H Cancel ]

4. Click OK to close the Security Settings dialog, and then click the USB White List
button on the Permissions dialog.

B USB Devices White List

USE Devces Databaze
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Add [LISB Device: Databasze Show: (Al Types o
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|lzers Devices
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ﬂKWIH"\.ﬁ.dninistratDrs 5%’ bdiri Flas USEMWID CS0aERI0 1001 | Device Model

| 4dd || Debte | | Delet= || Edt | | Lozd || Save |

Ok ” Cancel ” Apply ]
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5. Click the Add button below the Users list, add the Administrators group (type the

name or browse for all available names and select the needed one), click OK to
close the Select Users or Groups dialog, and then highlight the Administrators
record.

Highlight the device model’s record in the USB Devices Database list, and then
click the Add button below this list.

If you don’t have devices in the USB Devices Database list, click the USB
Devices Database button below this list, and then add devices as described in
the USB Devices Database section of this manual. When you finished adding
devices to the database, click OK to save this database and close the USB
Devices Database dialog.

Click OK to apply the white list settings and close the USB Devices White List
dialog, click OK to apply changes and close the Permissions dialog, and then
click Yes to confirm that you really want to deny all users access to the USB port.

- For all users all USB devices are denied except the mouse and keyboard but
members of the Administrators group can use an authorized unique USB
storage device:

1.

Select the USB port record from the list of device types under Permissions, and
then select Set Permissions from the context menu available by a right mouse
click.

Click the Add button on the Permissions dialog and add the Everyone user (type
the name or browse for all available names and select the needed one). Click OK
to close the Select Users or Groups dialog, highlight the Everyone record and
disable all rights in the User’s Rights list.

Click the Security Settings button on the Permissions dialog, and then uncheck
Access control for USB HID (mouse, keyboard, etc.) as shown on the picture
below.

& Security Settings

Acccss cantrol For ISE HID (rouse, lewboard, cbc.)
Access control for UISE printers

|#] &ccess control For USE scanners and still image devices
Access contral for SE Blustooth adapkers

&rcess control for LISE storage devices

Avess onbrol Tur USE g Firesiie g nelwork, cards

(04 ] [ Cancel
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4. Click OK to close the Security Settings dialog, and then click the USB White List
button on the Permissions dialog.

B USB Device:s White List

LSE Devices Databaze

Description DevicelD Tyupe
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| add || Dests | | Delets || Edt | | Lozd || Savs |

Ok l [ Cancel ] [ Apply ]

5. Click the Add button below the Users list and add the Administrators group (type
the name or browse for all available names and select the needed one). Click OK
to close the Select Users or Groups dialog, and then highlight the Administrators
record.

6. Highlight the unique device’s record in the USB Devices Database list, and then
click the Add button below this list.

If you don’t have devices in the USB Devices Database list, click the USB
Devices Database button below this list, and then add devices as described in
the USB Devices Database section of this manual. When you finish adding
devices to the database, click OK to save this database and close the USB
Devices Database dialog.
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7. Click OK to apply the white list settings and close the USB Devices White List
dialog, click OK to apply changes and close the Permissions dialog, and then
click Yes to confirm that you really want to deny all users access to the USB port.

- For all users all CD and DVD drives are set to the read-only mode but
members of the Administrators group can burn (write) CD and DVD disks:

1. Select the DVD/CD-ROM record from the list of device types under Permissions,
and then select Set Permissions from the context menu available by a right
mouse click.

&% Devicelock Management

File Help
= BN
amarkline Devicelock, Mame I S
- ﬁ Drevicelock Service BlLetnoth
+ ZEryicg Qptions DVDCD-ROM
& Permissions éHDDDY
&g Auditing & shadowing —Hard disk
+ IUSE Devices wWhite Lisk IE]I Frared Help
+-[53 Media wehite List A Infrared port
Jecurity Settings “y Parallel port
[Sr audic Log viewer =IRemovable
% Shadow Log Viewer ¢7 Serial port
+ Devicelock Enterprise Sarver %TE‘F‘E v
Manages permissions for selected device(s)

2. Click the Add button on the Permissions dialog and add the Administrators group
(type the name or browse for all available names and select the needed one).
Click OK to close the Select Users or Groups dialog, highlight the Administrators
record and enable all rights in the User’s Rights list.

3. Click the Add button on the Permissions dialog and add the Everyone user (type
the name or browse for all available names and select the needed one). Click OK
to close the Select Users or Groups dialog. Highlight the Everyone record and
disable the Write right in the User’s Rights list.
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4. Click OK to apply changes and close the Permissions dialog.

- For all users all CD and DVD drives are denied but members of the
Administrators group can read a certain disk:

1. Select the DVD/CD-ROM record from the list of device types under Permissions,
and then select Set Permissions from the context menu available by a right
mouse click.

2. Click the Add button on the Permissions dialog and add the Everyone user (type
the name or browse for all available names and select the needed one). Click OK
to close the Select Users or Groups dialog, highlight the Everyone record and
disable all rights in the User’s Rights list.

3. Click the Media White List button on the Permissions dialog.
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4. Click the Add button below the Users list and add the Administrators group (type
the name or browse for all available names and select the needed one). Click OK
to close the Select Users or Groups dialog, and then highlight the Administrators
record.

5. Highlight the media’s record in the Media Database list, and then click the Add
button below this list.

If you don’t have records in the Media Database list, click the Media Database
button below this list, and then authorize a media as described in the Media
Database section of this manual. When you finish authorizing a media, click OK
to save the database and close the Media Database dialog.

6. Click OK to apply the white list settings and close the Media White List dialog.
Click OK to apply changes and close the Permissions dialog. Then click Yes to
confirm that you really want to deny access to CD/DVD drives for all users.
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10.1.2 Audit & Shadowing Rules Examples
- Log insert, remove and access actions for USB devices for all users:
1. Select the USB port record from the list of device types under Auditing &

Shadowing, and then select Set Auditing & Shadowing from the context menu
available by a right mouse click.

2. Click the Add button on the Audit dialog and add the Everyone user (type the
name or browse for all available names and select the needed one). Click OK to
close the Select Users or Groups dialog, highlight the Everyone record and
enable Read and Write audit rights in the User’s Rights list.
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3. Check Audit Allowed and Audit Denied at the top of the Audit dialog, and then
click OK to apply changes and close the Audit dialog.
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- Log only files and folders names related to denied write actions for removable
storage devices for members of the Users group:

1. Select the Removable record from the list of device types under Auditing &
Shadowing, and then select Set Auditing & Shadowing from the context menu
available by a right mouse click.

2. Click the Add button on the Audit dialog and add the Users group (type the name
or browse for all available names and select the needed one). Click OK to close
the Select Users or Groups dialog, highlight the Users record and enable only the
Write audit right in the User’s Rights list.
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3. Check only Audit Denied at the top of the Audit dialog, and then click OK to apply
changes and close the Audit dialog.

- Shadow all data writing to removable storage devices and floppies for all
users:

1. Select Floppy and Removable records from the list of device types under

Auditing & Shadowing, and then select Set Auditing & Shadowing from the
context menu available by a right mouse click.
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2. Click the Add button on the Audit dialog and add the Everyone user. Click OK to
close the Select Users or Groups dialog and highlight the Everyone record.

Disable all audit rights and enable only the Write shadowing right in the User’s
Rights list.
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3. Click OK to apply changes and close the Audit dialog.
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